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1 eBRAIN-Health

The Project eBRAIN-Health will deliver a distributed research platform for modeling and simulating
complex neurobiological phenomena of human brain function and dysfunction in a data protection
compliant environment. It will provide thousands of multilevel virtual brains from patients and healthy
human controls for research and innovation. Brain data from multiple sources will be pre-processed.
Solving the societal grand challenge of dementia is a big task. Yet it appears feasible in a collective
approach. Therefore, we will build an interdisciplinary digital twin for dementia for modeling and
simulating complex phenomena at the service of research infrastructure communities. eBRAIN-Health-
Cloud will offer end-to-end services for personalized complex brain modeling and simulations in
distributed e-infrastructures with data protection by design and by default and simulation-ready human
multiscale brain data that range from molecular (genomics, proteomics, metabolomics) and cellular to
electrophysiology and imaging to behavioural, clinical, life-style and environmental data as well as data
from wearables. Brain data are pre-processed and annotated such that they all relate to a common
reference 3D brain space.

eBRAIN-Health-Cloud constitutes a blend of three large-scale research programs: the FET Flagship Human
Brain Project with its EBRAINS Research Infrastructure, the EOSC project Virtual Brain Cloud with its Virtual
Research Environment for sensitive data and the H2020 project AI-MIND with intelligent tools for
dementia risk estimation. The project will have synergies to topics of the Digital Europe Program, such as
artificial intelligence, cybersecurity and supercomputing and the Health Data Space.

eBRAIN-Health-Cloud offers a next generation clinical research infrastructure and creates an open yet
protected space for groundbreaking digital health innovation by the research infrastructure communities
comprising academia and the private sector.
2 eBRAIN-Health consortium

e CHARITE — Universitaetsmedizin Berlin, Germany

e EBRAINS, Belgium

e  Forschungszentrum Juelich GmbH, Germany

e Stichting Radboud Universiteit, Netherlands

e Universidad Pompeu Fabra, Spain

e  OSLO Universitetssykehus, Norway

e tp21 GMBH, Germany

e Fraunhofer Gesellschaft zur Foerderung der Angewandten Forschung eV, Germany

e |INDOC RESEARCH EUROPE gGmbH, Germany

e Universitaet Wien, Austria

e Universidad Complutense de Madrid, Spain
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EODYNE Systems SL, Spain

ATHENA — Research and Innovation Center, Greece

e University of Oslo, Norway

e Universita degli Studi di Roma la Sapienza, Italy

e Alzheimer Europe, Luxembourg

e |Institute National de Recherche en Informatique et Automatique, France
e Centre Hospitalier Universitaire Vaudois, Switzerland

e The University of Edinburgh, United Kingdom

Find the partners on our website

3 Introduction

Ethical and legal compliance are integral to the eBRAIN-Health project. Partners from WP2, led by UNIVIE
and AE, conduct ongoing research and analysis of the applicable European and national legal and ethical
frameworks. This deliverable presents the final Legal and Ethical Framework (D2.6), consolidating and
advancing the project’s initial analysis to provide the consortium with a comprehensive overview of the
core legislation and ethical requirements governing the project.

The first part of the deliverable addresses the legal framework. It examines a range of European Union
(EU) legislative instruments whose relevance was assessed by UNIVIE, drawing on inputs from weekly
technical coordination meetings and ad hoc legal briefs requested by project partners. Beyond the GDPR,
the Medical Devices Regulation, the Al Act, the Data Governance Act, the Data Act and the European
Health Data Space Regulation analysed in the earlier framework, this final version incorporates new and
emerging legal developments that have gained significance for the project. These include dedicated
sections on the cybersecurity regime applicable to connected health solutions, such as the EU
Cybersecurity Act, the Cyber Resilience Act and the NIS 2 Directive, as well as an assessment of the
Commission’s Digital Omnibus Regulation Proposal and its potential to recalibrate certain regulatory
requirements for health-data research.

The second part of the deliverable, prepared by AE, addresses the ethical implications of eBRAIN-Health
and the project’s adherence to fundamental ethical principles and values. It builds on the initial ethical
framework, which discussed core issues, including ethical communication and terminology, data sharing
and privacy, and bias and discrimination, and was enriched throughout by contributions from the eBRAIN-
Health Public and Patient Advisory Group (PPAG). This updated deliverable deepens that analysis along
three complementary lines. First, the overarching ethical guidelines have been iteratively refined and
condensed into an accessible matrix of concise ‘guiding principle’ statements, designed for rapid
interpretation and straightforward adoption. Second, these statements have been evaluated against the
FUTURE-AI framework and the ALTAI self-assessment, both international consensus-based guidelines for
the trustworthy and ethical use of Artificial Intelligence in healthcare. Third, the deliverable summarises
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feedback from Public Involvement consultations, highlighting practical actions that can help translate the
principles into practice.

The deliverable is finally complemented by an annex containing the report Best Practices for Industry and
Research, which corresponds to Milestone 19 of the project. This report builds on insights gathered during
a dedicated workshop organised by UNIVIE, where project partners reflected on their practical
experiences and the challenges encountered throughout their work in eBRAIN-Health, translating these
reflections into actionable recommendations for research and industry settings.

4 Legal Framework

4.1 Overview

This part maps the legal framework relevant to the eBRAIN-Health project. It opens with an analysis of
the applicable EU primary law, concentrating on the Charter of Fundamental Rights of the European
Union.! The scope of the General Data Protection Regulation (GDPR) is then examined, as ensuring full
compliance with data protection rules and the lawful processing of sensitive personal data remains a
central objective of the project.?

Because the project is developing digital brain twins (e.g., Al-powered medical software designed to
diagnose and treat patients with dementia or at risk of dementia) the analysis next turns to the Medical
Devices Regulation (MDR)? and the newly adopted Artificial Intelligence Act (Al Act).* The interplay
between these two instruments, including their overlapping requirements for high-risk Al systems and
medical device software, has been addressed here and further elaborated in Deliverable D2.10 (Short
policy brief, period 1).

The part continues by introducing the Data Act and the Data Governance Act, instruments whose rules on
the governance and re-use of data for scientific research apply through the federated platforms integrated
into eBRAIN-Health.® Building on this, the Regulation on the European Health Data Space (EHDS), adopted
in early 2025, is analysed to determine the extent to which its provisions on primary use of health data
and secondary use for research, innovation and policy-making will shape the project.®

1 Charter of Fundamental Rights of the European Union [2012] 2012/C 326/02 (CFR, EU Charter).

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation, GDPR) [2016] OJ L 119/1.

3 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives
90/385/EEC and 93/42/EEC (Medical Devices Regulation, MDR) [2017] OJ L 117/1.

4 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on
artificial intelligence (Artificial Intelligence Act) [2024] OJ L 1689.

5 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on fair
access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act); Regulation

(EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data governance and amending
Regulation (EU) 2018/1724 (Data Governance Act).

6 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the European Health Data
Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847, OJ L, 2025/327, 5.3.2025.
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A dedicated section then addresses the increasingly critical field of cybersecurity, presenting the EU
Cybersecurity Act (Regulation (EU) 2019/881), the NIS 2 Directive (Directive (EU) 2022/2555), and the
recently enacted Cyber Resilience Act (Regulation (EU)2024/2847). These instruments impose
cybersecurity-by-design, certification and incident-reporting obligations that are directly relevant to the
deployment of connected health solutions and the digital brain twin platform.’

Finally, the analysis takes note of the European Commission’s Digital Omnibus Regulation Proposal of
November 2025, which envisages targeted amendments to the GDPR, the Data Governance Act and the
Data Act in order to simplify certain administrative and reporting requirements. While still undergoing the
legislative procedure, the proposal’s potential to recalibrate the regulatory landscape for health-data
research is briefly assessed.®

4.2 Fundamental Rights

The Charter of Fundamental Rights (CFR) of the European Union outlines the fundamental human rights
within the European Union (EU), including civil, political, economic and social rights.® In the context of
eBRAIN-Health, a data-driven research project, the rights outlined in Article 7, 8 and 13 of the Charter are
of special relevance.

Article 7 of the Charter enshrines the right to “respect of private life and family” this right also extends to
a persons’ “private communications”.° Article 8 of the Charter contains the right to “protection of
personal data”. This ensures that all natural persons have the “right to the protection of personal data
concerning him or her”.*! The right to personal data protection is given effect to through the GDPR. Article
13 of the Charter contains the right to freedom of the arts and sciences. As such, scientific or academic
research shall be free from restrictions and shall be respected. This Article highlights the importance of
scientific research, however, scientific research must be conducted in a manner which is compliant with
law and ethics. When dealing with personal data in a research context, none of these fundamental rights
prevails in absolute terms over the other. Even more so, the data subject’s right to protection of their
personal data needs to be balanced with the researcher’s right to conduct scientific research.

7 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union
Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 [2019] OJ L 151/15 (Cybersecurity Act); Directive (EU) 2022/2555 of the European Parliament and
of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 [2022] OJ L 333/80 (NIS2
Directive); Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal
cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU)
2019/1020 and Directive (EU) 2020/1828 [2024] OJ L 2024/2847 (Cyber Resilience Act).

8 Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL amending Regulations (EU) 2016/679,
(EU) 2018/1724, (EU) 2018/1725, (EU) 2023/2854 and Directives 2002/58/EC, (EU) 2022/2555 and (EU) 2022/2557 as regards
the simplification of the digital legislative framework, and repealing Regulations (EU) 2018/1807, (EU) 2019/1150, (EU)
2022/868, and Directive (EU) 2019/1024 (Digital Omnibus).

9 Equality and Human Rights Commission, ‘What Is the Charter of Fundamental Rights of the European Union? | Equality and
Human Rights Commission’ (Equalityhumanrights.com2010) <https://www.equalityhumanrights.com/en/what-are-human-
rights/how-are-your-rights-protected/what-charter-fundamental-rights-european-union>.

10 CFR, Art 7.

11 1bid Art 8.
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The protection of personal data, as enshrined in the Charter, is also one of the objectives of secondary
legislation at the EU-level, namely the GDPR.

4.3 General Data Protection Regulation (GDPR)

4.3.1 Scope of Application

From a material perspective, the Regulation applies to the processing of personal data by automated and
manual means.!? From a territorial perspective, the GDPR applies to controllers and processors that are
established within the EU.'? In specific instances, the Regulation applies extra-territorially to controllers
and processers not established within the EU when they monitor behaviour, offer goods or services to
data subjects, which are in the EU.2 Finally, the Regulation applies to non-EU controllers and processors
that are established in a place where Member State law is applicable, by virtue of public international

law.?

4.3.2 Personal Data Processing

The provisions of the GDPR become applicable whenever personal data is processed. Article 4(1) adopts
a broad definition of personal data as “any information relating to an identified or identifiable natural
person”. Some examples of personal data include identifiers such as “names, identification numbers,
online identifiers, genetic data and data related to health.”*®

Article 4(2) also adopts a wide definition of personal data processing as “any operation or sets of
operations which is performed on personal data, through automated or manual means”. Some example
of processing operations are “collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure, dismission and dissemination”.'” There is no closed list
of what can be defined as personal data or what can constitute personal data processing. Therefore, any
information that relates to a natural person directly or indirectly can fall within the GDPR definition and
any operation that is conducted on such data can fall within the ambit of processing. Based on these wide
definitions, ensuring compliance with the GDPR is essential in all project related activities.

4.3.3 Data Protection Roles and Responsibilities

The GDPR foresees three main actors in a given personal data processing operation, namely the data
controller, data processor and data subject. Table 1 outlines the GDPR definition these actors.

Data Protection Definition GDPR

Roles Reference

12 GDPR, Art 2(1).

13 |bid Art 3(1).

14 |bid Art 3(2)(a) and (b)
15 |bid Art 3(3).

16 |bid Art 4(1).

17 |bid Art 4(2).
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Data Controller

The entity which alone and jointly determines the purposes
and means of processing personal data. The controller(s)
determines the key aspects regarding the processing
operations

Article 4(7)

Joint Controller

Where two or more controllers jointly determine the
purpose and means of processing, they are referred to as
joint controllers.

Article 4(7)

Data Processor

The entity which processes personal data on behalf of the
controller(s).

Article 4(8)

Data Subject

The natural person/individual to whom the personal data
being processed is related. The natural person/individual
that can be identified or identifiable in relation to the
personal data in question.

Article 4(1)

The GDPR allocates certain responsibilities to the data controllers and data processors, failure to comply
may result in substantial administrative fines and liability for damages. These responsibilities can be
divided into broad categories: compliance, security of processing, communication and cooperation and

Table 1: Data Protection Roles

the formalisation of data processing relationships.

4.3.3.1 Compliance

In general, data controllers and processors have the duty to comply with the provisions and principles of
the GDPR. Furthermore, data controllers are required to demonstrate compliance by maintaining records
of processing activities. Article 30 of the GDPR states that records maintained should include the

following:

e Names and contact details of controllers, joint controllers, and representative and data

protection officers;

e Purposes of the processing;

e Description of the categories of the data subjects and of personal data;

e Categories of parties to whom the personal data have been or will be disclosed;

e Time limits for erasure of data and storage periods;

e Descriptions of the technical and organisational security measures implemented;

e Records of data subjects’ consent, where consent it the legal basis for processing;

e Records of data breaches.

public document
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4.3.3.2 Security of Processing

Data controllers are responsible for ensuring that personal is processed in a secure manner and in
accordance with Article 32 of the GDPR. Therefore, data controllers are legally required to implement
technical and organisation safeguards in order to adhere to processing principles and data security. When
implementing security measures, certain factors such as the state of the art, costs, context and purposes
of processing should be taken into the consideration.® This responsibility also extends to the data
processor(s) who the data controllers mandate to process personal data on their behalf. As such, data
controllers must ensure that they use data processors(s) who are GDPR compliant and implement an
adequate level of data security in all processing operations.?

To reduce the risks associated with personal data processing, the GDPR suggests the implementation of
certain security measures, including pseudonymisation and anonymisation. Article 4(5) defines
pseudonymisation as “processing of personal data in such a manner that the personal data can no longer
be attributed to a specific data subject without the use of additional information”. Through the process
of pseudonymisation, the elements which can be used to identify the data subject are eliminated and kept
separately to ensure that the personal data cannot be attributed to a natural person without the use of
additional information. With the use of additional information, the data subject could still be identified
therefore, pseudonymised data is still regulated under the GDPR.?° In contrast, the GDPR does not apply
to anonymous data. Anonymous data can be defined as data undergone a process that “renders the data
anonymous in such a manner that the data subject is not or no longer identifiable”.?! The GDPR does not
specify the technical processes to be adopted in order to achieve pseudonymisation or anonymisation.
However, these techniques are recognised as acceptable measures to protect personal data.

To further ensure the security of processing the GDPR advocates for the implementation of data
protection by design and default.?? Data protection by design is a requirement to ensure that data
protection principles are implemented into products and processing activities during the design and
development phase.? In addition, data protection by default requires that the strictest data protection
measures are implemented by default into all products, processing activities and business practices.?* This
obligation applies specifically to the volume of personal data collected, the extent of processing, storage
periods and data access.?’> These measures will ensure the security of processing throughout the entire
lifecycle of data processing.

4.3.3.3 Communication and Cooperation

Data subjects have the right to be informed whenever their personal data is processed. As such, data
controllers have a duty to communicate and cooperate with data subjects whose personal data they

18 |bid Art 32(1).
19 |bid Art 28(1).
20 |bid Recital 28.
21 |bid Recital 26.
22 |bid Art 25.

23 |bid Art 25(1).
24 |hid Art 25(2).
25 |bid Art 25(2).
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process. This duty to communicate is applicable when personal is data is collected directly from the data
subject or from another data source. Article 13 and 14 of the GDPR outline the information that must be
provided to the data subject. An important exception from the obligation to provide information to the
data subject is Article 14(5)(b). The controller is not obliged to provide where and insofar the provision of
such information proves impossible or would involve a disproportionate effort, in particular for processing
for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, subject to the conditions and safeguards referred to in Article 89(1) or in so far as the obligation
referred to in paragraph 1 of this Article is likely to render impossible or seriously impair the achievement
of the objectives of that processing. In such cases the controller shall take appropriate measures to protect
the data subject’s rights and freedoms and legitimate interests, including making the information publicly
available.

In addition, data controllers and processors are required to communicate and cooperate with supervisory
authorities. Supervisory authorities are independent public authorities in each Member State who are
tasked with the enforcement of data protection law.?® These authorities possess investigative, corrective,
authoritative and advisory powers in accordance with Article 58 of the GDPR:

e |nvestigative powers to conduct data protection audits, review certifications pursuant to Article
42(7) and investigate allegation of non-compliance;?’

e Corrective powers to issue warnings, issue reprimands, impose requirements for compliance
and issue bans and suspensions on specific processing operations;

e Authorisation and advisory powers to give advice, issue opinions, draft codes of conduct and
consult on procedures.?

Data controllers and processors are obligated to cooperate with request made by supervisory
authorities.3® Furthermore, communication with supervisory authorities is essential in the case of a data
breach.

4.3.3.4 Formalisation of processing relationships

The GDPR envisages two processing relationships which must be formalised through an arrangement or
a contractual agreement. These relationships are between joint controllers and between controllers and
processors.

Where two or more data controllers jointly determine the means and purposes of personal data
processing, they are referred to as joint controllers. In accordance with Article 26, joint controllers are
required to enter into a transparent arrangement referred to as a Joint Controllership Agreement (JCA).
This arrangement must determine their “respective responsibilities for compliance with the obligations

26 |bid Art 57.

27 |bid Art 58(1).
28 |bid Art 58(2).
29 |bid Art 58(3).
30 |bid Art 58(1).
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under the GDPR”.3! These responsibilities include the duties regarding data subject’s rights and to
designation a contact point for data subjects. Furthermore, the essence of the arrangement must be
provided to the data subjects.3?

Controllers are additionally required to enter into contractual agreements with data processors, in
accordance with Article 28. A contractual agreement between data controllers and data processors is
referred to as a Data Processing Agreement (DPA). This contract governs all processing operations
performed by the data processor®® and shall outline the following elements to do with personal data
processing:

e Type of personal and categories of data subjects;

Subject matter of processing;

Duration of processing;

e Nature and context of processing;

Purpose(s) of processing.

In addition, the contract shall stipulate that the processor is only permitted to processes personal data
based on “documented instructions from the controller”.34 This stipulation is also applicable in the context
of international data transfers which are not mandated by law. Furthermore, the contract must stipulate
the confidentiality requirements to be upheld by the data processors.®

4.3.4  Principles of Processing

When personal data is processed, controllers and processors must comply with the principles of
processing outlined in Article 5 of the GDPR. These principles act as the foundation of data processing and
are applicable to all processing operations.

4.3.4.1 Lawfulness

The processing of personal data is lawful to the extent that a legal basis outlined in Article 6(1) is
applicable. Therefore, a legal ground or justification must be established in order to process personal data
lawfully. The legal bases in Article 6 include, consent of the data subject, contractual necessity, legal
obligation placed on the data controller, vital interest, public interest or official authority vested in the
controller and legitimate interest.

In the context of the E-Brain Health project, the consent of the data subject will form the legal basis for
some processing operations. Consent is defined in Article 4(11) as “any freely given, specific, informed
and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear

31 |bid Art 26(1).

32 |bid Art 26(2)

33 |bid Art 28.

34 |bid Art 28(3)(a).

35 |bid Art 28(3)(a) and (b).
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affirmative action, signifies agreement to the processing of personal data relating to him or her”. When
the consent of the data subject is relied on as the legal basis for processing, the following conditions for
consent outlined in Article 7 are applicable:

Consent must be freely given:
e Consent should be given by data subject of their own free will;
e Data subjects should not be pressured coerced into giving their consent;

e When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional on
consent to the processing of personal data that is not necessary for the performance of that
contract.

Consent must be specific:
e Consent requests for the processing of personal data must be distinguishable for other requests;

e |t needs to be clear to the data subject that they are consenting to the processing of their
personal data.

Consent must be informed:

e Prior to consent the data subject must be properly informed about the intended processing
operations and of their rights.

Consent must be an unambiguous indication of the data subjects wishes:
e Requests for consent should not be bundled with other requests.
Withdrawal of Consent:

e Data subjects have the right to withdraw their consent at any time. It must be easy for the data
subject to withdraw their consent and they should not face any adverse consequences for
choosing to withdraw consent.

e The withdrawal of consent doesn’t affect the lawfulness of processing that was done prior to
the consent. However, continued processing on this basis would be unlawful.

Demonstrate Consent:

The data controller must be able to demonstrate that the data subject has given their consent
by maintain records of data subject’s consents.

Additionally, the processing of special categories of personal data, such as data related to health is
prohibited unless one of the grounds in Article 9(2) of the GDPR is applicable. These grounds are listed in
Article 9(2):

e Explicit consent of the data subject;
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e Processing is necessary for the purposes of executing obligations and exercising rights of the
data controller or data subject in the context of employment, social security and social
protection law;

e Processing is necessary to protect the vital interests of the data subject or another natural
person where the individuals are physically or legally unable to give their consent;

e Processing is carried by a non-profit body and the processing relates solely to the member,
former members or persons who have regular contact with the non-profit of body. In such
cases, the consent of the data subject is required if the data is disclosed outside of that body;

e Processing related to personal data which has been manifestly made public by the data subject;

e Processing is necessary in connection with a legal claim or whenever the courts are acting in
their judicial capacity;

e processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the
right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.

Section 3.6.2 outlines the legal basis on which data processing activities in the project are relied on.

4.3.4.2 Fairness and Transparency

In connection with the requirement of lawfulness, the GDPR requires that personal data be processed
“lawfully, fairly and in a transparent manner in relation to the data subject”. The principles of fairness and
transparency require data controllers to provide information to data subjects with regards to the
processing of personal data.

4.3.4.3 Purpose Limitation

The GDPR requires that personal data be “collected for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those purposes”.3® An important exception from
this principle is further processing for research purposes. Further processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible with the initial purposes

36 1bid Art 5(1)(b).
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4.3.4.4 Data Minimisation

The principle of data minimisation requires that personal data processing shall be “adequate, relevant
and limited to what is necessary in relation to the purposes for processing”.3” Therefore, data controllers
must only collect data that is directly relevant and necessary to achieve the specified purposes.

4.3.4.5 Accuracy

The principle of accuracy requires that personal data shall be “accurate and where necessary kept up to
date”. Furthermore, reasonable steps must be taken to ensure that inaccurate data is either rectified or
erased.*®

4.3.4.6 Storage Limitation

The principle of storage limitation requires that personal data shall be stored only for a period that is
necessary in relation to the purposes of processing. Furthermore, personal data shall be “kept in a form
which permits the identification of data subject for no longer than is necessary for the purposes of

processing”.>®

4.3.4.7 Integrity and Confidentiality

The principles of integrity and confidentiality requires that personal data shall be “processed in a manner
that ensures appropriate security measures as well as technical and organisational measures”.*° These
measures aim to protect data subjects against “unauthorised or unlawful processing, accidental data loss,

destruction and damage”.*!

4.3.4.8 Accountability

The principle of accountability requires that the data controller is responsible for processing activities
and is able to “demonstrate compliance” with the provisions of the GDPR.*?

4.3.5 Data Subjects Rights

As depicted in Figure 1, the GDPR allocates certain rights to the data subject which must be respected by
data controllers and processors. However, data subject’s rights are not absolute and can be limited or
restricted in certain instances.

Article 12 serves as the procedural bedrock for data subject rights, establishing the fundamental
modalities, communication channels, and transparent frameworks that data controllers must provide. It

37 1bid Art 5(1)(c).
38 |bid Art 5(1)(d).
32 1bid Art 5(1)(e).
40 1bid Art 5(1)(f).
41 1bid Art 5(1)(f).
42 |bid Art 5(2).
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mandates that any information or communication directed at data subjects regarding their rights (under
Articles 13 to 22 and Article 34) must be delivered in a concise, transparent, intelligible, and easily
accessible form, using clear and plain language. Crucially, Article 12 shifts the operational burden entirely
onto the controller; requests must facilitate the exercise of data subject rights and be addressed free of
charge and without undue delay, strictly within one month of receipt, extendable by a maximum of two
further months only under exceptional circumstances of complexity.

Right to be
informed

Right to

ey Aesess Rectification

Right to Data

Right to Object Right to Restrict R

Right to lodge a Rights in Relation
Right to be complaint with the to Automated
Forgotten superviory Decision Making
authority and Profiling

Figure 1: Data Subjects Rights

4.3.5.1 The Right to be informed

As previously mentioned, the principle of transparency places a duty on data controllers to provide
information to data subject regarding personal data processing. Data subjects have a corresponding right
to this information as outlined in Article 13 and 14 of the GDPR. At the time when personal data are
collected from the data subject, the following information shall be provided:

e The identity and contact details of the controller and their representatives where applicable;

e Contact details of the data protection officer (DPO);

e Legal basis and purpose(s) for personal data processing;

e The recipients or categories of recipients of personal data;

o Information regarding the transfer of personal data to third countries or international
organisation.

e Data storage periods;

e The existence of data subjects’ rights and the necessary steps to exercise these rights.**

Where personal data is not collected directly from the data subject additional information must also be
provided including the source from which the personal data was collected.*

43 |bid Art 13.
44 1bid Art 14.
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4.3.5.2 The Right of access

The right of access gives data subjects the ability to “obtain from the controller confirmation as to whether
or not personal data concerning him or her is being processed”.* Where personal data is being processed,
the data controller has the corresponding duty to give the data subject access to the following
information:

e The purpose(s) of personal data processing;

e The categories of data being processed;

e The recipients with whom personal data have been or will be shared;

e Storage period(s),

e The existence of other data subject’s rights including the right to lodge a complaint with the
supervisor authority;

e The data source when personal data is not collected directly from the data subject;

e Intended data transfers to third countries or international organisation pursuant to Article 46,

e The existence of automated decision-making and profiling as referred to in Article 22.%¢

4.3.5.3 The Right to rectification

Data subjects have the right to request from the controller the rectification of inaccurate or incomplete
data concerning him or her. The data controller has the corresponding duty to address this request
without undue delay.*’

4.3.5.4 The Right to Erasures (right to be forgotten)

The right to be forgotten ensures that in certain instances, data subjects can require controllers to erase
personal data concerning them, including back-up copies.®® This right is enforceable where one of the
following grounds applies:

e Personal data are no longer necessary in relation to the purposes for which they were collected
or otherwise processed;

e Data subject withdraws consent and lack of another legal basis for processing;

e Data subject objects to processing [Art. 21(1)] and lack of overriding legitimate ground for the
processing;

e Objection to the processing in the case of direct marketing [Art. 21(2)];

e Previous unlawful processing;

e Duty to erase in EU or National Law;

e Children’s personal data;*

45 |bid Art 15(1).

%6 |bid Art 15(1)(a) — (h).
47 |bid Art 16.

48 |bid Art 17(1).

49 |bid Art 16(1)(a) — (f).
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The right to erasure is not absolute and can be restricted in the following instances as outlined in Article
16(3) of the GDPR:

e Right of freedom of expression and information
e EU/ Member States law
e Publicinterest

Archiving, research, statistics [Article 89(1)]

Legal claims

4.3.5.5 The right to restriction of processing

In accordance with Article 18 of the GDPR, data subjects shall have the right to restrict processing by the
data controller where one of the following applies:

e The accuracy of data is contested by the data subject (processing is restricted for the time
required to address the claim);

e There has been an unlawful data processing and the data subject requests restriction of use
instead of erasure;

e The controller no longer needs to personal data for the purpose(s) of the processing but they are
required by the data subject to maintain the data in connection with a legal claim;

e The data subject has objected to processing pursuant to [Art. 21(1)] pending the verification

whether the legitimate grounds of the controller override those of the data subject.*®

4.3.5.6 The right to data portability

The right to data portability gives data subjects can ability to receive their personal data in a “structured,
commonly used and machine-readable format” from the data controller.>! Data subjects have the right to
transmit those data to another controller without hindrance and may request for the direct transmission
form one controller to another if this is technically feasible.?

The right to data portability is enforceable in the following instances:

e When personal data is processed on the legal basis of consent or contract necessity and
e When processing is carried out by automated means.>3

The right to data portability cannot be exercised when processing necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the controller.>*

50 |bid Art 18(1)(a) — (d).

51 |bid Art 20(1).

52 |bid Art 20(2).

53 |bid Art 20(1)(a) and (b).
54 |bid Art 20(3).
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The right to object to processing

Data subjects have the right to object or oppose to the processing of their personal data in these specific

circumstances, based on the data subject’s particular situation:

4.3.5.8

When processing is based on the legal basis of public interest or official duty vested in the
controller including profiling;

When processing is based on the legitimate interest of the controller including profiling;

When personal data is processed for direct marketing purposes, including profiling;

When personal data is processed for scientific or historical research purposes or statistical

purposes pursuant to Article 89(1).>°

Rights in relation to automated decision making and profiling

The data subject shall have the right not to be subject to a decision based solely on automated processing,

including profiling. This right is enforceable when such decisions produce legal effects or similar significant
effects concerning the data subject.®

This right is not applicable in the following instances:

When the decision is necessary for entering into, or performance of, a contract between the data
subject and a data controller;

When the decision is authorised by Union or Member State law to which the data controller is
obligated to comply with and which also outlines measures to protect the rights, freedoms and
interests of the data subject;

When the data subject has given their explicit consent.®’

When these exceptions are applicable, the data controller is required to implement measures to protect

the data subject. These measures include:

4.3.5.9

Safeguards to protect the rights, freedoms and legitimate interests of the data subject;
Allowing the data subject the right to obtain human intervention;
Allowing the data subject to express their viewpoint and to contest the decision.

Restrictions of Data Subjects Rights

The GDPR confers several rights onto the data subject, however, these rights are not absolute and may

be limited in a number of circumstances. Data subject’s rights may be restricted by Union or Member

State law in the following situations:*®

National Security, defence and public security;

55 lbid Art
56 lbid Art
57 1bid Art
%8 |bid Art

le 21.

22.

22(2)(a) = (c).
23.
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e Prevention, investigation, detection or prosecution of criminal offences or the execution of
criminal penalties;

e Important objectives of general public interest (e.g., economic or financial interest, monetary,
budgetary and taxation matters, public health and social security);

e Protection of judicial independence and judicial proceedings;

e Prevention, investigation, detection and prosecution of breaches of ethics for regulated
professions;

e Monitoring, inspection or regulatory function connected, even occasionally, to the exercise of
official authority;

e The protection of the data subject or the rights and freedoms of others;

e The enforcement of civil law claims.

4.3.6  GDPR Compliance in eBRAIN-Health

4.3.6.1 Data types processed in the project

Personal data that is processed within the scope of the project includes:
¢ Experimental Data and their derivatives
e MRI, DTI, DWI, fMRI, MR, PET - (DICOM)
e EEG, MEG, SEEG (Signals)
e Experimental task conditions
e Surfaces & volumetric imaging data (CIFTI), Surfaces (GIFTI), NIFTI
¢ Neurofunctional and cognitive testing
*  Proteomics
*  Metabolomics
*  Genomics
*  Immunophenotyping
* Patient Profile
e Age
* Disease
* Treatment
* Interference Data
* Simulation results
¢ Analytics results

¢ Reports and publications
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All these data types are to be categorized as data concerning health and are therefore a special category
of personal data (Article 9(1) GDPR).

4.3.6.2 Legal basis for processing activities in the project

The eBRAIN-Health project primarily plans to build upon existing data extracted from public cohorts (see
Table 2). These experimental data from healthy adult volunteers and adult volunteers with neurological
disorders have already been collected. The data obtained from publicly available databases are processed
based on 5(1)(b), 6(1)(f) in conjunction with 9(2)(j) GDPR and national laws, or explicit consent (Art 9(2)(a)
GDPR). A list of applicable laws is included in the final version of the project’s DPIA (D2.5). Consequently,
much of the processing occurring in eBRAIN-Health falls under the category of “secondary use” —the data
were not originally collected with the purpose of being used in the e-BRAIN Health project. Instead, the
data were collected for other purposes and provided on the data repositories or as part of clinical trials
or as part of a disease registry. With regard to the data obtained from publicly available repositories with
open or controlled access, data subjects will not be informed about the processing activities in accordance
with the Article 14(5)(b) of the GDPR. The provision of such information would involve a disproportionate
effort for processing for scientific research purposes.

Processing of the data provided by some of the consortium partners from the patients (collected
retrospectively and prospectively) is based on informed consent. The respective partners stated that
ethics approval and the free and fully informed consent of the research participants was obtained.

Group
Electrophysiology
Study Study type Institution Publication N HC McClI AD PET MRI
ADNI Observational,  Shared on request Mueller 2005 2249 813 1016 389 Abeta, tau T1, DTI,
longitudinal rsfMRI
EMIF-AD MBD Observational Shared on request Bos 1221 386 526 201 Abeta, tau T1(885)
longitudinal 2018
EMIF-AD 90+ Observational Shared on request Legdeur 2021 129 84 Abeta T1, DTI, MEG (92)
longitudinal rsfMRI
EMIF PreclinAD Observational Shared on request Konijnenberg 285 261 MEG (190)
longitudinal 2018
EPAD Observational,  Shared on request Ritchie 2096 1444 576 4 Abeta T1, DTI,
longitudinal 2020 rsfMRI
AMYPAD Observational,  Shared on request Alves, 2020 1321 Abeta
longitudinal (VuMCQ)
HCP-COBRA Observational Shared on request Cohen 227 121 93 13 Abeta T1, DTI, MEG
2021 rsfMRI
PharmaCog Observational,  Shared on request  Galuzzi 147 147 22 Abeta, tau T1, DTI, rsEEG + auditory
longitudinal 2016 rsfMRI oddball
PREVENT-AD Clinical Trial Shared on request Breitner 2016 348 348 X T1, DTI,
a risk rsfMRI
PREVENT Observational,  Shared on request Ritchie, 2012 700 700 at T1, DTI,
longitudinal risk rsfMRI
ONDRI Observational, Partner Sali 520 X T1, DTI,
longitudinal 2016 rsfMRI
Al-MIND Observational, Partner 1000 1000 T1 rsEEG
longitudinal
MIP Cross-sectional Partner Redolfi 3446 X T1
2020
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Brescia Through MIP 1335 606 200 149 X T1
Lille Memory Centre  Through MIP 1103 522 462 X
(NDD)
Lausanne Partner through 564 462 X T1
MIP
Madrid Observational, Partner Pusil 315 130 160 25 Abeta T1, DTI, MEG
longitudinal 2019 rsfMRI
Houstan Observational, Partner Maestu 300 300 Abeta, tau T1, DTI, MEG
longitudinal rsfMRI
PDWaves Observational, Partner Ferrietal., 80 60 55 T1 EEG
longitudinal 2021

Table 2: Cohorts in focus of eBRAIN-Health containing imaging, electrophysiology, and other relevant assessments

4.3.6.3 Compliance documents to be developed through the project

To help data controllers who are willing to share their research data with the eBRAIN-Health users achieve
compliance with the requirements laid down in the GDPR, partners made use of the following documents
during the project. There was no uniform template within the consortium and rather each partner
institution could provide their own agreement for their datasets.

Privacy Policy

A privacy policy, in the context of the General Data Protection Regulation (GDPR), is a document that
outlines how an organization collects, uses, stores, and protects personal data of individuals. It serves as
a means of transparently communicating to individuals how their personal data is handled by the
organization.

Under the GDPR, specifically in consideration of the right to be informed of processing, a privacy policy is
a legal requirement for data controllers. It must provide clear and concise information about various
aspects of data processing activities. The policy should be easily accessible to individuals and written in
clear and plain language to ensure that individuals can understand how their data is being processed.

Joint Controllership Agreements

A Joint Controllership Agreement (JCA) is a legal arrangement between two or more organizations that
jointly determine the purposes and means of processing personal data. According to the GDPR, a
“controller” is an entity that determines the purposes and means of processing personal data, and a joint
controller is two or more entities jointly fulfilling this role.

When organizations collaborate in handling personal data and share responsibilities for its processing,
they may enter into a joint controllership agreement to define their respective roles and obligations. This
agreement outlines how the organizations will cooperate, share responsibilities, and ensure compliance
with the GDPR’s requirements.

Key elements typically covered in a joint controllership agreement include:

1. Roles and responsibilities: The agreement specifies the respective roles and responsibilities of
each joint controller, including their obligations in relation to data protection.

2. Purpose and means of processing: It outlines the purposes and means of processing personal data,
clarifying the scope and nature of the processing activities carried out by the joint controllers.

the European

public document “ Fundedby 22/123



“a

@ eBRAIN-Health

3. Data subjects’ rights: The agreement addresses how data subjects can exercise their rights, such
as the right to access, rectify, or erase their personal data, and which joint controller is responsible
for fulfilling these requests.

4. Data protection obligations: It defines the data protection obligations that each joint controller

must adhere to, including security measures, data breach notification procedures, and the
appointment of a data protection officer, if required.

5. Data sharing and communication: The agreement establishes protocols for sharing personal data
between the joint controllers, including any necessary safeguards to protect the rights and
freedoms of data subjects.

Data Processing Agreement

A data processing agreement (DPA), in the context of the General Data Protection Regulation (GDPR), is a
legal contract or agreement that establishes the terms and conditions between a data controller and a
data processor regarding the processing of personal data. The DPA sets out the obligations and
responsibilities of each party and ensures that the data processor handles personal data in compliance
with the GDPR.

4.4 EU Artificial Intelligence Act

4.4.1 Overview

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence (the Al Act) is the first comprehensive legal framework on
artificial intelligence in the European Union and, indeed, worldwide. Following a legislative process
initiated by the Commission’s proposal of April 2021, a political agreement between the co-legislators was
reached in December 2023, and the Regulation was formally adopted on 13 June 2024 and published in
the Official Journal of the European Union on 12 July 2024. The Al Act entered into force on 1 August
2024. Its provisions apply on a phased basis: the prohibitions on unacceptable-risk Al practices and the Al
literacy obligations set out in Chapters | and Il entered into application on 2 February 2025; the
governance provisions and obligations for providers of general-purpose Al (GPAI) models became
applicable on 2 August 2025; most remaining provisions, including the requirements applicable to high-
risk Al systems listed in Annex Ill, apply from 2 August 2026; and the requirements for high-risk Al systems
that are safety components of products or constitute products in themselves, governed by Annex |
legislation, apply from 2 August 2027. As a Regulation, the Al Act is directly applicable in all Member States
without the need for transposition into national law.>®

59 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on
artificial intelligence (Artificial Intelligence Act) [2024] OJ L 1689. The Regulation entered into force on 1 August 2024 pursuant
to Article 113.
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Key Definitions

The Al Act relies on a set of definitions that determine the scope of its obligations. The most relevant for

this analysis are:

4.4.3

‘Al system’ means a machine-based system that is designed to operate with varying levels of
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such as predictions,
content, recommendations, or decisions that can influence physical or virtual environments.®°

‘Provider’ means a natural or legal person, public authority, agency or other body that develops
an Al system or a general-purpose Al model or that has an Al system or a general-purpose Al
model developed and places it on the market or puts the Al system into service under its own
name or trademark, whether for payment or free of charge.®*

‘Deployer’ means a natural or legal person, public authority, agency or other body using an Al
system under its authority except where the Al system is used in the course of a personal
non-professional activity.5?

‘Importer’ means a natural or legal person located or established in the Union that places on the
market an Al system that bears the name or trademark of a natural or legal person established in
a third country.%?

‘Distributor’ means a natural or legal person in the supply chain, other than the provider or the
importer, that makes an Al system available on the Union market.%*

‘Operator’ means a provider, product manufacturer, deployer, authorised representative,
importer or distributor.5®

‘General-purpose Al model’ means an Al model, including where such an Al model is trained with
a large amount of data using self-supervision at scale, that displays significant generality and is
capable of competently performing a wide range of distinct tasks regardless of the way the model
is placed on the market and that can be integrated into a variety of downstream systems or
applications, except Al models that are used for research, development or prototyping activities
before they are placed on the market.®®

Scope

The Al Act applies to providers of Al systems placed on the market or put into service in the Union,

regardless of whether those providers are established in the Union or in third countries®” and to deployers

60 Al Act, Art 3(1).

61 lbid Art
62 |bid Art
63 |bid Art
64 1bid Art
65 lbid Art
66 1bid Art
67 1bid Art

3(3).
3(4).
3(6).
3(7).
3(8).
3(63).
2(1)(a).
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of Al systems established or located in the Union.%® The Regulation also has extra-territorial reach,
extending to providers and deployers established in third countries where the output of an Al system is
used in the Union.*

Al systems and models specifically developed and put into service for the sole purpose of scientific
research and development, as well as pre-market research, testing and development activities, are
excluded from the Regulation’s scope,’® subject to the provisions on Al regulatory sandboxes and testing
in real-world conditions. Notably, the final text also expressly from scope Al systems released under free
and open-source licences, unless they are placed on the market as high-risk systems or fall within Article
5 prohibited practices.”*

4.4.4 Classification of Al Systems & Corresponding Obligations

The Al Act adopts a risk-based approach to the regulation of Al and calibrates obligations according to the
level of risk posed by a given system. The Regulation divides Al systems into four risk categories as
depicted in Figure 2.

\Qigh Risk

Limited Risk

Minimia\f\ﬁisk

Figure 2: Risk Categories

4.4.4.1 Prohibited Al practices

Al systems posing an unacceptable level of risk are prohibited outright. These are practices considered
fundamentally incompatible with Union values and fundamental rights, such that no regulatory safeguard
can render them permissible. Article 5 of the Al Act, which entered into application on 2 February 2025,
sets out the following prohibited Al practices. Compared to the original Commission proposal, the final
text expanded the list of prohibitions significantly, including prohibitions on biometric categorisation
systems that infer sensitive attributes, facial image scraping for recognition databases, and predictive
criminal risk assessment based solely on profiling. The European Commission published Guidelines on
prohibited Al practices on 4 February 2025 to support consistent enforcement across Member States.
Article 5 prohibits the following:

68 |bid Art 2(1)(b).

69 |bid Art 2(1)(c) and recitals 21-22.
70 |bid Art 2(6) and (8).

71 Ibid Art 2(12).
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Al systems that deploy subliminal techniques beyond a person’s consciousness, or purposefully
manipulative or deceptive techniques, with the objective or the effect of materially distorting the
behaviour of a person or a group of persons by appreciably impairing their ability to make an
informed decision, thereby causing them to take a decision that they would not have otherwise
taken, in a manner that causes or is reasonably likely to cause that person, another person or a
group of persons significant harm.”?

Al systems that exploit the vulnerabilities of a natural person or a specific group of persons due
to their age, disability or a specific social or economic situation, with the objective or the effect of
materially distorting the behaviour of that person or a person belonging to that group in a manner
that causes or is reasonably likely to cause that person or another person significant harm.”®

Al systems for the evaluation or classification of natural persons or groups of persons over a
certain period of time based on their social behaviour or known, inferred or predicted personal
or personality characteristics, with the social score leading to either or both of the following: (i)
detrimental or unfavourable treatment of certain natural persons or groups of persons in social
contexts that are unrelated to the contexts in which the data was originally generated or
collected; (ii) detrimental or unfavourable treatment of certain natural persons or groups of
persons that is unjustified or disproportionate to their social behaviour or its gravity.”*

Al systems for making risk assessments of natural persons in order to assess or predict the risk of
a natural person committing a criminal offence, based solely on the profiling of a natural person
or on assessing their personality traits and characteristics; this prohibition does not apply to Al
systems used to support the human assessment of the involvement of a person in a criminal
activity, which is already based on objective and verifiable facts directly linked to a criminal
activity.””

Al systems that create or expand facial recognition databases through the untargeted scraping of
facial images from the internet or from CCTV footage.”®

Al systems to infer emotions of a natural person in the areas of workplace and education
institutions, except where the use of the Al system is intended to be put in place or into the market
for medical or safety reasons.”’

Biometric categorisation systems that categorise individually natural persons based on their
biometric data to deduce or infer their race, political opinions, trade union membership, religious
or philosophical beliefs, sex life or sexual orientation; this prohibition does not cover any labelling
or filtering of lawfully acquired biometric datasets, such as images, based on biometric data or
categorizing of biometric data in the area of law enforcement.”®

72 |bid Art
73 |bid Art
disability.
74 1bid Art

(5)(1)(a).

5(1)(b). The final text expanded the protected groups to include socio-economic vulnerability alongside age and

5(1)(c). The prohibition is not limited to systems used by public authorities; it covers any Al system used for such

social scoring.

7> |bid Art

5(1)(d). The exception applies to Al systems that support a human assessment already based on objective, verifiable

facts linked to a criminal activity.

76 1bid Art
77 1bid Art
78 |bid Art

5(1)(e).
5(1)(f).
5(1)(g).

public document m Fundedby  onion 26/123



“ay

@ eBRAIN-Health

8. The use of ‘real-time’ remote biometric identification systems in publicly accessible spaces for the
purposes of law enforcement, unless and in so far as such use is strictly necessary for one of the
following objectives:”

a. thetargeted search for specific victims of abduction, trafficking in human beings or sexual
exploitation of human beings, as well as the search for missing persons;

b. the prevention of a specific, substantial and imminent threat to the life or physical safety
of natural persons or a genuine and present or genuine and foreseeable threat of a
terrorist attack;

c. the localisation or identification of a person suspected of having committed a criminal
offence, for the purpose of conducting a criminal investigation or prosecution or
executing a criminal penalty for offences referred to in Annex Il and punishable in the
Member State concerned by a custodial sentence or a detention order for a maximum
period of at least four years.

4.4.4.2 High Risk Al Systems

In accordance with Article 6, Al systems are defined as high-risk when both of the following conditions are
satisfied:

(a) the Al system is intended to be used as a safety component of a product, or is itself a product,
covered by the Union harmonisation legislation listed in Annex I, and;®

(b) the product whose safety component pursuant to point (a) is the Al system, or the Al system itself
as a product, is required to undergo a third-party conformity assessment with a view to the placing
on the market or putting into service of that product pursuant to the Union harmonisation

legislation listed in Annex 1.8

In addition, the Al systems outlined in Annex Ill and intended to be used in the following areas are also
considered high-risk:

(a) Biometric identification and categorisation of natural persons, and emotion recognition;

(b) Management and operation of critical infrastructure that could put the life and health of citizens
at risk (e.g. road traffic and the supply of water, gas, heating and electricity);

(c) Education and vocational training, to determine access to education or training or for the
purposes of admission, evaluation of learning outcomes, or monitoring of prohibited behaviour;

(d) Employment, workers management and access to self-employment (e.g. Al systems for
recruitment, selection, promotion, task allocation, performance monitoring and evaluation);

(e) Access to essential private and public services and benefits (e.g. Al systems used to evaluate
eligibility for public assistance benefits and services, creditworthiness of natural persons, with an

79 Ibid Art 5(1)(h). The use of real-time remote biometric identification systems by law enforcement requires prior authorisation
by a judicial or independent administrative authority with binding decision-making power, except in duly justified urgent
situations, and is subject to strict safeguards and notification obligations (Art 5(2)—(6)).

80 |bid Art 6(1)(a). Annex | to the Al Act lists, inter alia, the Medical Devices Regulation (Regulation (EU) 2017/745) and the In
Vitro Diagnostic Medical Devices Regulation (Regulation (EU) 2017/746).

81 |bid Art 6(1)(b). Art 6(3) also introduces a rebuttable presumption mechanism whereby a provider may demonstrate that an
Al system listed in Annex Il does not pose a significant risk of harm, subject to documentation and notification obligations.
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exception for systems detecting financial fraud, and risk assessment and pricing for life and health
insurance);

Law enforcement that may have an impact on the fundamental rights of natural persons (e.g. Al
systems used to assess the risk of a person becoming a victim of criminal offences, as polygraphs
or similar tools, to evaluate the reliability of evidence, to assess the risk of offending or
re-offending, or for profiling in the course of detection, investigation or prosecution);

Migration, asylum and border control management (e.g. assessing risks, examining applications
and verifying the authenticity of travel documents);

Administration of justice and democratic processes (e.g. Al systems which assist judicial
authorities in researching and interpreting facts and the law and in applying the law to a concrete
set of facts, and Al systems intended to be used to influence the outcome of an election or
referendum or the voting behaviour of natural persons).

Chapter Il of the Al Act lays down mandatory requirements for high-risk Al systems and the corresponding

obligations that must be satisfied before such systems are placed on the market or put into service. These

obligations apply to providers of high-risk Al systems from 2 August 2026 (or from 2 August 2027 for Annex

| product-safety systems). Deployers are also subject to specific obligations under Articles 26 and 27. The

requirements incumbent upon providers are divided into the following categories:

(a)
(b)

(c)

(d)

(e)
(f)

(g)

Risk management system and mitigation measures (Article 9);%2

Appropriate data and data governance to ensure high-quality datasets feeding the system,
minimising risks and discriminatory outcomes (Article 10);

Technical documentation and logging of activity to demonstrate compliance and ensure
traceability of results (Article 11);3*

Record-keeping through the maintenance of detailed documentation containing all information
necessary on the system and its purpose for authorities to assess its compliance;®

Transparency and the communication of clear and adequate information to the deployer;2®
Design in a manner which ensures appropriate human oversight by natural persons to minimise
risks that may emerge;?’

High level of accuracy, robustness and cybersecurity.®

The conformity assessment procedure and the steps required to lawfully place a high-risk Al system on

the market or put it into service are set out in Article 43 of the Al Act and illustrated in Figure 3 below. As

a general rule, providers must carry out an internal conformity assessment unless the Al system falls

within the scope of Annex |, requiring third-party assessment. Upon satisfying the applicable

requirements, providers must register their system in the EU database maintained under Article 71, draw

up an EU declaration of conformity pursuant to Article 47, and affix the CE marking pursuant to Article 48.

82 |bid Art 9.

83 |bid Art 10.
84 |bid Art 11.
8> lbid Art 12.
86 |bid Art 13.
87 1bid Art 14.
88 |bid Art 15.
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STEP 1: Identification (Article 6)
Determine if the Al system fits within the high-risk categories defined by the Act.

A4

STEP 2: Technical Compliance (Chapter I, Articles 8-15)
Ensure the system meets the essential requirements, such as risk management,
data governance, and technical documentation.

N/

STEP 3: Conformity Assessment Pathway (Article 43)
Choose between the general rule of internal assessment or a third-party
assessment if the system falls under Annex | legislation.

N\

STEP 4: Notification (Article 43)
Relevant authorities are notified to verify the conformity of the Al system.

NS

STEP 5: Administrative Formalities (Articles 47 and 48)
Draw up the EU Declaration of Conformity (Article 47) and affix the CE marking
(Article 48).

NS

STEP 6: Registration (Article 71)
Register the high-risk Al system in the official EU database before it is placed on
the market or put into service.

Figure 3: Conformity Assessment Procedure

4.4.4.3 Limited Risk Al Systems

Limited-risk Al systems are those that do not pose a significant risk to the rights and freedoms of natural
persons but that nonetheless interact with persons or generate content in ways that warrant transparency
obligations. The transparency obligations are consolidated in Article 50, which applies from 2 August 2026.

Pursuant to Article 50:

(a) Providers of Al systems intended to interact directly with natural persons must design and
develop them in such a way that the natural persons concerned are informed that they are
interacting with an Al system, unless this is obvious from the point of view of a reasonably
well-informed, observant and circumspect natural person taking into account the circumstances
and the context of use.® This obligation does not apply to Al systems authorised by law to detect,
prevent, investigate or prosecute criminal offences, subject to appropriate safeguards for the
rights and freedoms of third parties, unless those systems are available for the public to report a

criminal offence.

(b) Providers of Al systems, including general-purpose Al systems, generating synthetic audio, image,
video or text content must ensure that the outputs of the Al system are marked in a
machine-readable format and detectable as artificially generated or manipulated.®® This

89 |bid Art 50(1).
% |bid Art 50(2).
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obligation does not apply where the Al system performs an assistive function for standard editing
or does not substantially alter the input data provided by the deployer or the semantics thereof,
or where authorised by law to detect, prevent, investigate or prosecute criminal offences.

(c) Deployers of an emotion recognition system or a biometric categorisation system must inform
the natural persons exposed thereto of the operation of the system and process the personal data
in accordance with data protection law.?! Exceptions apply for systems used for law enforcement
purposes under strict conditions.

(d) Deployers of an Al system that generates or manipulates image, audio or video content
constituting a deep fake must disclose that the content has been artificially generated or
manipulated.®? Where the content forms part of an evidently artistic, creative, satirical, fictional
or analogous work or programme, the obligation is limited to disclosure of the existence of such
generated or manipulated content in an appropriate manner that does not hamper the display or
enjoyment of the work. Deployers of an Al system that generates or manipulates text which is
published with the purpose of informing the public on matters of public interest must disclose
that the text has been artificially generated or manipulated, unless the content has undergone
human review or editorial control and a natural or legal person holds editorial responsibility.

4.4.4.4 Minimal or no Risk Al Systems

The Al Act permits the free use of minimal-risk Al systems and imposes no mandatory obligations on
providers or deployers in respect of them. The Commission has provided examples of minimal-risk
systems, including video games Al and spam filters. However, the Regulation encourages providers of such
systems to voluntarily apply the requirements for high-risk systems or to adhere to codes of conduct
developed pursuant to Article 95.

4.45 Governance and Enforcement

The Al Act establishes a multi-level institutional framework to ensure consistent implementation and
enforcement. At Union level, the Commission, acting through the Al Office established by a Commission
Decision of 24 January 2024, monitors and supervises general-purpose Al models and supports national
authorities. A European Artificial Intelligence Board (the ‘Board’), composed of representatives of the
Member States, advises and assists the Commission and national competent authorities, promotes
harmonisation of administrative practices, and facilitates cooperation.®®> The Board is supported by
an advisory forum comprising a balanced selection of stakeholders®® and a scientific panel of independent
experts that may alert the Al Office to systemic risks from general-purpose Al models and contribute to
technical evaluations.®®

o1 |bid Art 50(3).
92 |bid Art 50(4).
93 |bid Arts 65-66.
% |bid Art 67.

% |bid Arts 68, 90.
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Member States are required to designate at least one notifying authority and at least one market
surveillance authority as national competent authorities.’® Those authorities exercise enforcement
powers in accordance with Regulation (EU) 2019/1020 and the specific provisions of the Al Act.” In the
case of high-risk Al systems used for law enforcement, border control, migration or asylum purposes, the
competent data protection supervisory authorities may be designated as market surveillance
authorities.”® Fines for non-compliance are substantial, reaching up to EUR 35 million or 7 % of total
worldwide annual turnover, whichever is higher, for prohibited practices, and scaling down for other
infringements.?® The Al Office may also impose fines on providers of general-purpose Al models.1® The
regulatory architecture thus combines Union-level oversight with strong enforcement powers at Member
State level.

4.4.6 Application of the Al Act in eBRAIN-Health

One of the legislative acts listed in Annex | to the Al Act is Regulation (EU) 2017/745 (the Medical Devices
Regulation, MDR). Since the MDR is listed in Annex |, Al systems that qualify as medical devices or as safety
components thereof fall within the ‘high-risk’ category under Article 6(1) of the Al Act, provided they are
subject to third-party conformity assessment under the MDR. This excludes from the scope of this risk
category Al models deployed in devices which have been declared by the manufacturer as lifestyle or
well-being devices under the MDR. The classification as ‘high-risk’ Al brings additional safeguards for
individuals and imposes regulatory burdens on manufacturers, as it necessitates the fulfilment of
mandatory requirements, such as the establishment of an appropriate risk management system, technical
documentation, ensuring human oversight to minimise risks, and a conformity assessment procedure.

Under the Al Act as adopted, software based on Al within the scope of eBRAIN-Health will in all likelihood
be classified as a ‘high-risk’ Al system, since the Medical Devices Regulation is listed in Annex | and Al
systems constituting medical devices or serving as their safety components are accordingly subject to the
full high-risk regime. Research activities carried out within the project, which could include work on digital
brains twins, benefit from the research exemption under Article 2(6) of the Al Act, which excludes from
scope Al systems developed and put into service solely for scientific research and development purposes,
as well as pre-market research, testing and development activities (Article 2(8)). However, once any Al
system developed within the project is placed on the market or put into service beyond the research
context, but used, for example, in clinical applications, the obligations applicable to high-risk Al systems,
including risk management, technical documentation, data governance, transparency, human oversight,
and conformity assessment, will apply in full from 2 August 2026, or from 2 August 2027 if the system falls
under the Annex | route. In the specific case of digital twins, researchers highlight the importance of
human oversight, which means that digital twins should not be autonomous decision makers but rather
assist the clinician where appropriate.’®! Post-market surveillance under the Al Act and MDR frameworks

% |bid Art 70.

97 Ibid Arts 74-83.

98 [bid Art 74(8).

99 |bid Art 99.

100 |hid Art 101.

101 Jylian W Marz et al, ‘Digital Twins for Children with Rare Diseases: An Exploration of the Legal and Ethical Issues’ (2025) 27
Ethics and Information Technology 44, 51.
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aims to safeguard that Al-driven digital twins remain accountable and incorporate changing technical,
clinical and ethical standards during the product’s lifecycle.1%2

Additionally, the generation and use of synthetic data within the scope of the eBRAIN-Health project for
enriching the AI-MIND datasets can also be of future relevance under the Al Act. The Regulation refers to
the use of synthetic data as a method of achieving proper data governance and maintaining the security
of sensitive personal data if they need to be used in high-risk Al systems for bias detection.®® Hence, in
this context, synthetic data can potentially serve as a privacy enhancing technology (PET) but also as a
tool to ensure more diverse datasets for Al training (connected to quality management), as synthetic data
could be used to fill the gaps in underrepresented features of a dataset.

4.5 Medical Device Regulation

451 Overview

The Medical Devices Regulation (MDR)¥°* outlines the legal framework applicable to medical devices and
accessories intended for human use within the EU. Since 2020, the Regulation has replaced the former
Medical Devices Directive (93/42/EEC) and the Active Implantable Medical Devices Directive
(90/385/EEC). The MDR fully entered into application on 26 May 2021.

4.5.2 Scope

In accordance with Article 1(1), the MDR contains rules regarding “the placing on the market, making
available on the market or putting into service of medical devices and accessories for human use”.
Furthermore, the Regulation applies to research, specifically to “clinical investigations concerning medical

devices and accessories”.t0°

4.5.3 Definitions

In Article 2(1), the MDR defines a medical device in relation to its intended use and correlating the medical
purpose for its use. A medical device could be “any instrument, apparatus, appliance, software, implant,
reagent, material or other article” that the manufacturer intends to be used for human beings for the
following specific medical purposes:

e “diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation of
disease”;
e “diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or disability”;

102 1hid 51.

103 Al Act Art 10(5)(a).

104 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives
90/385/EEC and 93/42/EEC.

105 VDR, Art 1(1).
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e “investigation, replacement or modification of the anatomy or of a physiological or
pathological process or state”;
e “providing information by means of in vitro examination of specimens derived from the

human body, including organ, blood and tissue donations”.1%

The MDR states that the following products shall be classified as medical devices:

e Devices for the control or support of conception;
e Products specifically intended for the cleaning, disinfection or sterilisation of active devices as
referred to in Article 1(4) and of medical devices.2’

An accessory for a medical is not a medical device. However, the manufacturer intends for this article to
be used together with one or various medical device(s). This article ensure that the medical device(s) are
used in line with their intended purpose(s) or assist the medical device(s) to function in accordance with
the intended medical purposes.1®®

4.5.4 Classification of Medical Devices

The MDR divides medical devices into distinct categories. This classification is determined based on the
intended purpose of the device and the associated risk. The Regulation places additional obligations on
certain classes of medical devices, however all devices must comply with all relevant obligations in the
Regulation. Article 51 of the MDR divides medical devices into the following classes:

a) Class|

b) Classlla
c) Classlib
d) Classlll

The classification of medical devices is determined by 22 rules specific to invasive and non-invasive
devices. This section focuses specifically on the rule 11 relating to software as a medical device: Software
is deemed to be an active device which is “any device which depends on a source of energy other than
that generated by the human body for that purpose, or by gravity, and which acts by changing the density
of or converting that energy”. However, “devices intended to transmit energy, substances or other
elements between an active device and the patient, without any significant change, shall not be deemed
to be active devices”. According to Rule 11, the following software may be classified as depicted in the
table below.'%

Description/Intended Use

Class lla e Intended to “provide information used to take decisions with diagnosis or therapeutic
purposes”

106 1hid Art 2(1).
107 1bid Art 2(1).
108 1hid Art 2(1).
109 |bid Annex VIII.
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e Intended to “monitor physiological processes”

Class llb e Intended to provide information used to take decisions that may cause “a serious
deterioration of a person’s state of health or a surgical intervention”.

e Intended for “monitoring vital physiological parameters, where the nature of
variations of those parameters is such that it could result in immediate danger to the
patient”

Class Il e Intended to provide information used to take decisions that may cause “death or an
irreversible deterioration of a person’s state of health”.
Class | e All other software

Table 3: Medical Devices Classification

4.5.5 Corresponding Obligations

The MDR places specific obligations on manufactures, importers and distributors of medical devices.
This section focuses specifically on the obligations pertaining to manufacturers as these are currently
these are most relevant to the eBRAIN-Health project.

Article 1(30) defines a manufacturer as a “natural or legal person who manufactures or fully

refurbishes a device or has a device designed, manufactured or fully refurbished, and markets that
device under its name or trademark”.

Manufactures of medical devices have the following general obligations:

e Implement systems for risk management and quality management?!*°

e Conduct clinical evaluations!!! to “continuously assess the clonal data pertaining to a device” in
order to verify its safety, performance and benefits.!?
e Compile technical documentation

e Apply a conformity assessment procedure

e Maintain responsibility for the medical devices once they are placed on the market
e Implement systems to cover financial responsibilities for harms caused by defective devices
e Appoint a person who is responsible for regulatory compliance

e Non-EU/EEA manufacturers are obligated to have a contract with an authorised representative
within the EU/EEA.

Once these obligations have been implemented, manufactures are required to draw up a declaration
of conformity and apply to the CE marking to their devices.

110 |bid Art 10 (2 and 9).
111 |bid Art 10(3).
112 |bid Art 1(45).
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4.5.6 Application of the Medical Devices Regulation in eBRAIN-Health

The eBRAIN-Health digital brain twins would be used to provide information that results in a diagnosis or
treatment prescription with regards to neurodegenerative conditions. Therefore, if placed on the market,
they would have to be considered at least class lla, or even llb, if the medical decision taken because of
the wrong use of the digital brain twin could result in a serious deterioration of a patient’s health. This is
the case for most Al used in medical and health research.!*® In accordance with this risk classification, an
appropriate conformity assessment is prescribed in accordance with Article 52 MDR, prior to the placing
of the product on the market. UNIVIE has advised seeking approval by the competent authority within the
lifetime of the project for project results with possible clinical applications.

4.6 The Data Act

4.6.1 Overview and Scope

The European strategy for data focuses on developing a single market for data and common data spaces
within the European Union. The aim of the strategy is to “ensure Europe’s global competitiveness and
data sovereignty”.!'* Furthermore, common data spaces will ensure that more data can become available
for use in the European economy and society. To give effect to its data strategy, the European Commission
proposed two complementary Regulations (the Data Governance Act and the Data Act) both of which
have now been formally adopted and are in force.

The Data Act was published in the Official Journal of the European Union on 22 December 2023 and
entered into force on 11 January 2024.1*° The Regulation became generally applicable on 12 September
2025, with certain provisions subject to longer transitional periods as described below. The Data Act seeks
to make more data available for use within the EU, while maintaining EU values and standards, through
harmonised rules on fair access to and use of data.!®

The Data Act regulates the following subject matters:

e Rules on making data produced by the use of a connected product or related service available to
the user of that product or service;

e Rules on making data available by data holders to data recipients;
e Rules on making data available by data holders to public sector bodies or Union bodies.

In accordance with Article 1(3), the Data Act applies to:

113 Emilia Niemiec, ‘Will the EU Medical Device Regulation Help to Improve the Safety and Performance of Medical Al Devices?’
(2022) 8 Digital Health 1, 3.

114 European Commission, ‘A European Strategy for Data’ COM(2020) 66 final, 19 February 2020. See also: https://digital-
strategy.ec.europa.eu/en/policies/strategy-data.

115 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised rules on fair
access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act), OJ L, 2023/2854,
22 December 2023.

116 European Commission, ‘Data Act: Questions and Answers’ (2023), available at:
https://ec.europa.eu/commission/presscorner/detail/en/ganda 22 1113.
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Manufacturers of connected products placed on the market in the Union and providers of related

services, and users of such connected products or related services in the Union;

Data holders that make data available to data recipients in the Union;

Data recipients in the Union to whom data are made available;

Public sector bodies and Union bodies that request data holders to make data available where
there is an exceptional need for that data for the performance of a task carried out in the public
interest, and the data holders that provide those data in response to such a request;

e Providers of data processing services offering such services to customers in the Union;

e Participants in data spaces, application vendors using smart contracts, and professionals who
deploy smart contracts for others to execute agreements.

It should be noted that the final text refines the scope compared to earlier drafts by anchoring the primary
obligations around connected products that is, products that obtain, generate or collect data concerning
their use or environment and that are able to communicate data via a publicly available electronic
communications service, and related services, rather than adopting a broader reference to products and
services generally. This terminological clarification has significance for the sectoral reach of the
Regulation, as discussed further below in the context of the eBRAIN-Health project.

4.6.2 Entryinto Force and Transitional Periods

Following the provisional political agreement reached between the European Council Presidency and
European Parliament representatives on 27 June 2023, the Data Act was formally adopted by the Council
on 27 November 2023, published in the Official Journal on 22 December 2023, and entered into force on
11 January 2024. The Regulation became generally applicable on 12 September 2025.

The Data Act operates with a staggered application schedule. Most obligations, including those governing
data access for users of connected products, data sharing between data holders and recipients, and
business-to-government data access in exceptional circumstances, became applicable on 12 September
2025. However, the obligation under Article 3(1) requiring that connected products be designed and
manufactured, and related services provided, so as to make data easily and securely accessible, applies
only to connected products and related services placed on the market after 12 September 2026.1*" This
longer lead time is intended to give manufacturers sufficient opportunity to adapt product design and
underlying technical infrastructure.

A separate transitional period applies to providers of data processing services: while the prohibition on
switching charges generally applies from 12 September 2025, reduced charges not exceeding direct costs

117 Data Act, Art 3(1) read in conjunction with Art50. Products placed on the market before 12 September 2026 are not subject
to the design and manufacture requirements in Art 3(1), affording manufacturers a 32-month transitional period from the
Regulation’s entry into force.
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incurred are permitted until 12 January 2027, at which point the general prohibition on such charges
comes into full effect.!*®

The European Commission has indicated that further implementing and delegated acts may be adopted
to operationalise specific provisions of the Data Act, including common specifications and standardisation
requests to European Standardisation Organisations in support of the connected products design
requirements. Consortium partners and legal advisors should continue to monitor these secondary
instruments as they are developed.

4.6.3 Application of the Data Act in eBRAIN-Health

The Data Act does not have a significant impact on research and use of software developed within eBRAIN-
Health. As established by the enacted Regulation, the primary obligations concerning user data access
attach to ‘connected products’, defined in Article 2(5) of the Data Act as tangible, movable items that
obtain, generate or collect data concerning their use or environment, are able to communicate such data
via a publicly available electronic communications service, and whose primary function is not the storing
and processing of data. Software does not qualify as a connected product within the meaning of the
Regulation, as it is intangible and therefore falls outside the statutory definition. This conclusion, which
was anticipated under the earlier draft, is confirmed by the text of the enacted Regulation. Accordingly,
the eBRAIN-Health platform is not likely to be subject to the data access and sharing obligations applicable
to manufacturers of connected products and providers of related services under Chapters Il and Il of the
Data Act.

4.7 The Data Governance Act

4.7.1 Overview and Scope

The Data Governance Act (DGA) was published in the Official Journal of the European Union on 3 June
2022 and entered into force on 23 June 2022.1*° Following a transitional period of 15 months, the DGA
became fully applicable from 24 September 2023. Together with the Data Act, the DGA forms a central
pillar of the EU’s European strategy for data and provides a complementary horizontal regime: where the
Data Act is primarily concerned with data access and fair use, the DGA is directed at establishing trust in
voluntary data-sharing mechanisms and at creating the governance infrastructure necessary to sustain
them. The DGA establishes a horizontal regime for the re-use, within the European Union, of certain
categories of protected data held by public sector bodies, and for the orderly operation of data
intermediation services and data altruism organisations. The DGA focuses on the following specific subject
matters outlined in Article 1(1):

118 1bid Art 29(2) and (3). From 11 January 2024 to 12 January 2027, providers of data processing services may impose switching
charges, provided that these do not exceed the direct costs incurred. After 12 January 2027, such charges are generally
prohibited.

119 Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data governance and
amending Regulation (EU) 2018/1724 (Data Governance Act), OJ L 152, 3 June 2022.

the European

public document “ Fundedby 37/123



@ eBRAIN-Health

Rules governing the re-use of data held by public sector bodies within the EU;

Rules governing data intermediaries and the provision of data sharing services;

Rules governing entities that collect and process data made available for altruistic purposes

Rules governing the establishment of a European Data Innovation Board.
4.7.2 Data Intermediation Services

4.7.2.1 Definition

A ‘data intermediation service’ is defined in Article 2(11) of the DGA as a service that aims to establish
commercial relationships for the purposes of data sharing between an undetermined number of data
subjects and data holders on the one hand and data users on the other, through technical, legal or other
means. As with the earlier draft, the enacted text excludes the following categories of service from this
definition:

e “Services that obtain data from data holders and aggregate, enrich or transform the data for the
purpose of adding substantial value to it and license the use of the resulting data to data users,
without establishing a commercial relationship between data holders and data users”.

e “Services that focus on the intermediation of copyright-protected content”.

e “Services that are exclusively used by one data holder in order to enable the use of the data held
by that data holder, or that are used by multiple legal persons in a closed group, including supplier
or customer relationships or collaborations established by contract, in particular those that have
as a main objective to ensure the functionalities of objects and devices connected to the Internet
of Things”.

e “Services that are data sharing services offered by public sector bodies that do not aim to establish
commercial relationships”.

These exclusions, which were the subject of considerable discussion during the legislative process, reflect
a deliberate policy choice to limit the scope of the DGA’s intermediation regime to genuinely neutral
intermediaries, while preserving space for vertically integrated or platform-based data uses that do not
involve the facilitation of third-party commercial data relationships.

4.7.2.2 Notification Procedure

Article 11 of the DGA establishes the administrative procedure for registration as a data intermediation
services provider in the EU, and this regime has been operational since 24 September 2023. Organisations
wishing to be listed on the register of data intermediation service providers are required to submit a
notification to the competent national authority. Where a provider intends to operate in more than one
Member State, the competent authority of the Member State of main establishment has jurisdiction.
Providers not established in any Member State but intending to provide services in the EU must designate
a legal representative in one of the Member States in which they operate. Importantly, the data
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intermediation services provider is not required to await a positive decision from the competent authority
before commencing activities; notification is sufficient to begin operations.

Each Member State was required to designate one or more competent authorities for data intermediation
services by 24 September 2023. It should be noted that, as of December 2024, the European Commission
had initiated infringement proceedings against ten Member States, including Germany, Austria, and
Poland, for failure to designate the requisite authorities or to demonstrate that such authorities are
empowered to carry out the tasks required under the DGA.??° This enforcement action underscores the
Commission’s commitment to ensuring uniform implementation of the DGA’s governance framework
across the Union.

A notification by the data intermediation services provider must include:
e The name of the data intermediation services provider;

e The legal status, form, ownership structure, relevant subsidiaries and, where the data
intermediation services provider is registered in a trade or other similar public national register,
the registration number;

e The address of its main establishment and of any secondary branches in other Member States;

e Public websites containing complete information on the service provider and on the activities it
undertakes;

e Contact persons and contact details;

e Adescription of the data intermediation service and an indication of the categories listed in Article
10;

e The estimated start date of the activity, if it differs from the notification date.

A provider may voluntarily request that the competent authority conduct a substantive assessment of
compliance with the conditions set out in Article 12 (‘Conditions for providing data intermediation
services’), in addition to verifying the formalities of notification. Following a positive assessment and
issued confirmation, the provider is authorised to use the label ‘data intermediation services provider
recognised in the Union’ and the corresponding common logo adopted by the Commission under its
implementing regulation of 9 August 2023.12 Recognised providers and data altruism organisations that
opt to use the common logos are required to display them clearly on all online and offline publications
relating to their activities.

4.7.2.3 European Register for Data Intermediation Services Providers

The national competent authorities are required to notify the European Commission electronically
without delay of each new notification received. The Commission maintains a public register of all data

120 European Commission, Press Release, ‘Data Governance Act: Commission Asks Ten Member States to Comply with the Data
Governance Act’ (16 December 2024). The ten Member States subject to reasoned opinions were Czechia, Germany, Estonia,
Greece, Cyprus, Luxembourg, Austria, Poland, Portugal, and Slovenia.

121 Commission Implementing Regulation (EU) 2023/1686 of 9 August 2023 establishing common logos to identify data
intermediation services providers and data altruism organisations recognised in the Union, OJ L 216, 1 September 2023.
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intermediation service providers in the Union and publishes all information submitted via notifications.

Y

This register has been operational since 24 September 2023.122 Competent authorities are likewise
required to notify the Commission of any changes to the information held in respect of a provider, or
where a provider ceases its activities, in which case the provider itself must notify the relevant authority
within 15 days of cessation.

The Commission published a practical guidance document on 24 September 2024 to support stakeholders

in navigating the DGA’s notification and compliance requirements, including the operationalisation of the

European register and the interface with Member State designation procedures.'?

4.7.2.4 Conditions for Providing Intermediation Services

Article 12 of the DGA sets out the conditions applicable to providers of data intermediation services, which
are now binding and enforceable across the Union. These conditions can be classified into the following
categories:

e Conditions relating to the processing of data;
e Conditions relating to interoperability;
e Conditions to ensure fairness, neutrality and non-discrimination;

e Conditions relating to data security.

Relevant Condition Description of the Condition Reference

Processing of data | Data collected for the purposes of providing data intermediation | Article
services cannot be used for any alternative purposes. 12(a)

Interoperability Data intermediaries are required to implement procedures to | Article 12(i)
ensure interoperability with other data intermediation services.

Data intermediaries are required to facilitate the exchange of data | Article
in the format in which it is received to avoid data format | 12(d)
fragmentation and ensure interoperability.

The conversion of data into specific formats is permitted when: | Article
required to improve interoperability within sectors; requested by | 12(d)

data users; required by Union law; or necessary to ensure
harmonisation with international or European data standards (in

122 DGA, Art 11(10). The European Commission maintains the public register of data intermediation service providers; national
competent authorities are required to notify the Commission without delay of each notification received and of any subsequent
changes or cessations of activity.

123 European Commission, ‘Implementing the Data Governance Act — Guidance Document’ (24 September 2024), available at:
https://digital-strategy.ec.europa.eu/en/library/implementing-data-governance-act-guidance-document.
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the last instance, data subjects and data holders must be given the
option to opt out, unless legally required).

Fairness, Neutrality
& Non-
discrimination

Data intermediary services must be provided through a separate
legal entity, ensuring legal and economic separation between the
data intermediary services and other data services offered by the
same service provider.

Article
12(a)

The bundling of data intermediary services with other services is
not permitted. Commercial provisions, including pricing, must not
be made conditional on whether the data user or data holder uses
other services offered by the provider.

Article
12(b)

Data intermediaries must ensure that access methods and service
terms, including pricing, are fair, transparent, and non-
discriminatory.

Article
12(f)

Data intermediaries must implement procedures to prevent
fraudulent and abusive practices against users of data intermediary
services.

Article
12(g)

Data Security

Data intermediaries must ensure the highest level of technical,

Article 12(j)

legal and organisational measures to protect data. and (1)
The data intermediation services provider must promptly notify | Article
data holders of any unauthorised transfer, access, or use of the | 12(k)
non-personal data it has shared.

Data intermediaries must maintain records of data intermediation | Article
activities in order to demonstrate compliance and ensure integrity. | 12(o)

Table 4: Conditions for intermediation services under the DGA

It should be noted that, where a data intermediation services provider does not comply with the

conditions in Article 12, the competent authority may impose dissuasive monetary fines or, in serious

cases, order the termination of the service. The DGA leaves the detailed rules on sanctions, including

applicable financial penalties, to Member State law, which has given rise to some divergence in

implementation. Enforcement of the conditions is consequently dependent in the first instance on the

effective designation and resourcing of national competent authorities, the uneven progress of which has

prompted the Commission’s infringement action noted above.
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4.7.3 DGA and Personal Data

The provisions of the DGA relate to both personal and non-personal data. However, the DGA sets out rules
that are applicable specifically when personal data is processed. Data intermediation services that process
personal data and offer services to data subjects are required to act in the best interests of the data
subject and give effect to their rights. Data subjects’ right to be informed must be respected, and the
terms and conditions governing data sharing and use must be provided in a concise, transparent,
intelligible and easily accessible manner. Despite these provisions, the DGA does not override the
provisions of the GDPR, and compliance with both Regulations remains necessary. Furthermore, the DGA
does not create a new legal basis for the processing of personal data. Accordingly, in accordance with
Article 6 of the GDPR, a valid legal basis must exist for any processing of personal data that takes place
through data intermediation services or under data altruism arrangements. The Commission’s guidance
document of September 2024 provides additional clarification on the interaction between the DGA and
the GDPR in specific scenarios, including the treatment of pseudonymised data held by public sector
bodies.*?*

4.7.4 Data Altruism

4.7.4.1 Definition

Data altruism refers to individuals and companies voluntarily and without reward giving permission for
the use of the data they generate for objectives of general interest.)?® In this context, data is made
available for altruistic purposes in the public interest. Through the data altruism framework established
in Chapter IV of the DGA, the Regulation has created provisions designed to allow data sharing for the
benefit of society, in particular in the fields of scientific research, health, the environment and mobility.

4.7.4.2 Data Altruism Organisations

Organisations that make data available on the basis of data altruism may register with the competent
national authority to be recognised as a ‘data altruism organisation recognised in the Union’.??® In order
to qualify for registration, an organisation must meet the following three general requirements under
Article 18:

e Conduct data altruism activities.
e Be alegal entity constituted to meet objectives of general interest;

e Operate on a not-for-profit basis and be independent from any entity that operates on a for-profit
basis;

124 1bid.

125 European Commission, ‘The Data Governance Act Explained’, available at: https://digital-
strategy.ec.europa.eu/en/policies/data-governance-act-explained.

126 DGA, Art 17.
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e Perform the activities related to data altruism through a legally independent structure, separate
from other activities it has undertaken.

In addition, Article 18(e) of the DGA requires that recognised data altruism organisations comply with the
rulebook to be established by the Commission under Article 22 by delegated act. This rulebook is intended
to ensure the integrity and effectiveness of the consent mechanismes, IT security, interoperability and anti-
misuse safeguards that recognised organisations must apply. The Commission established a European
Data Innovation Board (EDIB) under Article 29, which became operational following the DGA’s entry into
force. The EDIB, composed of representatives of Member State competent authorities for data
intermediation and data altruism, as well as relevant sectoral bodies, advises the Commission in the
development of guidelines and the adoption of secondary instruments, including the data altruism
rulebook. The Commission also introduced, under Article 25, a modular consent form to facilitate the
collection of data subjects’ consent or data holders’ permissions under data altruism arrangements, which
can be tailored to specific sectors and purposes.

4.7.4.3 Obligations of Data Altruism Organisations

Data altruism organisations are required to comply with the transparency requirements set out in the
DGA and to maintain records of the following in accordance with Article 20(1):

e Alllegal and natural persons who have been given access and the possibility to process such data;
e Duration of the data processing;

e The purposes of processing;

e The fees paid by the natural or legal persons processing the data.

In addition, data altruism organisations are required to provide an annual activity report to the competent
national authority. In accordance with Article 20(2), the activity report must contain at minimum:

e Information on the activities of the entity;

e Adescription of the way in which the general interest purposes for which data was collected have
been promoted during the given financial year;

e A list of all natural and legal persons permitted to use data it holds, including a summary
description of the general interest purposes pursued by such data use and the technical means
used, including techniques used to preserve privacy and data protection;

e A summary of the results of the data uses permitted by the entity, where applicable;

e Information on sources of revenue, in particular all revenue resulting from allowing access to data,
and on expenditure.

Data altruism organisations are further required to implement certain requirements in order to safeguard
the rights and interests of data subjects and data holders, as set out in Article 21 of the DGA:

e Inform data subjects or data holders prior to any processing of their data in a clear and easily
comprehensible manner.
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Inform data subjects and data holders about the purposes for personal data processing.

Inform the data subject or data holders about the location and objective of data processing carried
out in a third country.

The recognised data altruism organisation must not use the data for objectives other than those
of general interest for which the data subject or data holder allows the processing. The recognised
data altruism organisation must not use misleading marketing practices to solicit the provision of
data.

e The recognised data altruism organisation must provide tools for obtaining consent from data
subjects or permissions to process data made available by data holders, and must also provide
tools for easy withdrawal of such consent or permission.

e The recognised data altruism organisation must take measures to ensure an appropriate level of
security for the storage and processing of non-personal data collected on the basis of data
altruism.

e The recognised data altruism organisation must, without delay, inform data holders in the event
of any unauthorised transfer, access or use of the non-personal data it has shared.

e Where the recognised data altruism organisation facilitates data processing by third parties,
including by providing tools for obtaining consent or permissions, it must, where relevant, specify
the third-country jurisdiction in which the data use is intended to take place.

4.7.5 Application of the Data Governance Act in eBRAIN-Health

As outlined above, a ‘data intermediation service’ under Article 2(11) of the DGA requires the service to
establish a form of commercial relationship between data holders and data users. Since eBRAIN-Health is
intended to be a service provided free of charge to the neuroscience community, it will likely not qualify
as a data intermediation service and is therefore not required to submit a notification to the competent
authority under Article 11 of the DGA.

The question of registration as a data altruism organisation under Article 15 of the DGA remains relevant
to the consortium’s strategic interests. Since the DGA became fully applicable on 24 September 2023, the
registration regime is now operational, and national competent authorities are in a position to receive
and process applications from organisations seeking recognition. Obtaining recognised status as a data
altruism organisation is likely to further strengthen users’ trust in the project and in the solutions
developed within it, and would align the consortium’s data-sharing activities with the formal governance
framework established by the Union. The consortium should, in that context, also monitor developments
relating to the Commission’s data altruism rulebook under Article 22 and the standardised consent form
under Article 25, as both instruments will shape the procedural and substantive requirements applicable
to recognised organisations once adopted.
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4.8 The European Health Data Space

4.8.1 Overview and Scope

The European Health Data Space (EHDS), established by Regulation (EU) 2025/327, is a sector-specific
legislative framework that creates an EU-wide legal, technical and governance architecture for electronic
health data.'?” The Regulation was adopted on 11 February 2025, published in the Official Journal of the
EU on 5 March 2025 and entered into force on 26 March 2025. It constitutes the first common EU data
space in a specific area, as envisioned by the European Strategy for Data, and forms part of a broader EU

data strategy alongside instruments such as the Data Governance Act and the Data Act.!?®

The EHDS is designed to improve natural persons’ access to and control over their personal electronic
health data, to support the use of health data for better healthcare delivery, research, innovation and
policymaking, and to enable the Union to make full use of the potential offered by a safe and secure
exchange, use and reuse of health data. It also aims to improve the functioning of the internal market by
laying down a uniform legal and technical framework for electronic health record (EHR) system:s.

The EHDS Regulation introduces sector-specific rules on data protection and cybersecurity. It specifies and
complements the rights laid down in the General Data Protection Regulation (GDPR) in relation to the
primary and secondary use of personal electronic health data, lays down common rules for EHR systems
and for wellness applications claiming interoperability, and establishes common rules and mechanisms
for both primary and secondary use of electronic health data. It also creates a mandatory cross-border
infrastructure for primary use (MyHealth@EU) and a decentralised cross-border infrastructure for
secondary use (HealthData@EU). The Regulation expressly operates without prejudice to other Union
legal acts, including the GDPR, the Data Governance Act, the Data Act, the Medical Devices Regulation
(MDR) and the In Vitro Diagnostic Medical Devices Regulation (IVDR), as well as the Artificial Intelligence
Act (Al Act) in relation to the security of Al systems that interact with EHR systems.

For primary use purposes, key aspects of the Regulation include:'?°

e Patients will have their electronic health data available via access services established by Member
States. The mandatory cross-border digital infrastructure MyHealth@EU will connect Member
States and allow patients to share their health data across borders.

e Patients are empowered to control and share their electronic health data with a healthcare
provider of their choice, including the right to access, rectify, and port data, as well as the right to
restrict access and, where provided for by the Member State, to opt out from primary use through
the access services.

127 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the European Health Data
Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847, OJ L, 2025/327, 5.3.2025.

128 European Commission, European Health Data Space, https://health.ec.europa.eu/ehealth-digital-health-and-care/european-
health-data-space_en.

129 European Commission, A European Health Data Space: harnessing the power of health data for people, patients and
innovation, COM(2022) 196 final, https://health.ec.europa.eu/publications/communication-commission-european-health-data-
space-harnessing-power-health-data-people-patients-and_en.

the E

public document “ Funded by snion 45 /123


https://health.ec.europa.eu/publications/communication-commission-european-health-data-space-harnessing-power-health-data-people-patients-and_en
https://health.ec.europa.eu/publications/communication-commission-european-health-data-space-harnessing-power-health-data-people-patients-and_en

“a

@ eBRAIN-Health

Member States must make priority categories of personal electronic health data available in a
common European electronic health record exchange format (EEHRxF). The priority categories
are set out in Article 14 of the Regulation: patient summaries, electronic prescriptions, electronic
dispensations, medical imaging studies and related imaging reports, medical test results
(including laboratory and other diagnostic results and related reports), and discharge reports.

Secondary use of electronic health data is governed by Chapter IV of the Regulation. The following

infrastructure and rules are establishe

d.130

The EHDS sets out a common EU framework allowing the use of health data for research,
innovation, public health, policy-making, regulatory activities and personalised medicine. It
establishes a new decentralised EU infrastructure for secondary use (HealthData@EU) that
connects the health data access bodies (HDABs) to be set up in all Member States.

Any natural or legal person wishing to reuse health data must apply for a data permit from a
health data access body. The data permit sets out how the data may be used and for what
purpose, and is subject to strict purpose limitation.

The data may only be accessed and processed in secure processing environments provided or
accredited by the health data access bodies, with clear standards for cyber security.

Only anonymous data may be extracted by the data user from the secure processing environment.
Where researchers, companies or public institutions need access to personal electronic health
data, they may only access it in pseudonymised form, i.e. data offering information about the
disease, symptoms and medication, without revealing to the user the identity of the individual. It
is prohibited for the user to attempt to re-identify the data subjects.

It is prohibited to use the data to take decisions detrimental to individuals, to increase insurance
premiums, to market health products towards health professionals or patients, or to design
harmful products or services.

Health data access bodies must ensure transparency: information on data access applications and
the results of data uses must be published. Data users must inform the HDABs of any clinically
significant findings relevant for the health of individuals.

For simple cases, data users may directly request data from a single data holder as long as the
same safeguards for privacy and security are ensured.

Researchers and innovators from third countries may access data for secondary use under the
same conditions and requirements as those from inside the EU, provided they comply with the
rules of Chapter IV and the third country is connected to or interoperable with HealthData@EU.

All Member States are required to participate in HealthData@EU to facilitate cross-border
studies. The infrastructure is being piloted in a series of EU-funded projects, with the first
implementing acts adopted in 2026.

130 |bid.
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Regarding the implementation timeline, the Regulation entered into force on 26 March 2025, yet most of
its substantive provisions apply only from later dates. The general date of application is 26 March 2027.
The rights and obligations relating to the priority categories of personal electronic health data for primary
use (access, portability, registration, etc.) and the corresponding requirements for EHR systems will apply
in stages: for patient summaries, electronic prescriptions and electronic dispensations from
26 March 2029, and for the remaining priority categories (medical imaging studies and reports, medical
test results and reports, discharge reports) from 26 March 2031. For secondary use, the framework will
generally apply from 26 March 2027, but the obligation to make available certain sensitive data
categories, such as human genetic, epigenomic, genomic and other omic data, data from clinical trials and
clinical investigations, and data from research cohorts, will only take effect from 26 March 2031. The
possibility for third countries to become authorised participants in HealthData@EU will apply from
26 March 2035.

4.8.2 Primary Use of Electronic Health Data

Chapter Il of the EHDS Regulation lays down the rights of natural persons in relation to the primary use of
their personal electronic health data. Key rights include:

e The right to access personal electronic health data processed in the context of primary use,
immediately, free of charge and in an easily readable, consolidated and accessible form.13!

e The right to download an electronic copy, in the European electronic health record exchange
format, of at least the electronic health data in the priority categories.!?

e The right to give access to, or request a healthcare provider to transmit, all or part of their
personal electronic health data to another healthcare provider of their choice, immediately, free
of charge and without hindrance.*® Additionally, natural persons have the right to request a
healthcare provider to transmit a part of their personal electronic health data to a clearly
identified recipient in the social security or reimbursement services sector.'*

e The right to obtain information, including through automatic notifications, on any access to their
personal electronic health data through the health professional access service obtained in the
context of healthcare.’®® The information shall be provided free of charge and without delay, and
shall be available for at least three years.

e Aright to restrict access by health professionals to all or parts of their personal electronic health
data®*® and, where Member States so provide, a right to opt out from access to their personal
electronic health data through the access services.*’

131 EHDS, Art 3(1).
132 |bid Art 3(2).
133 |bid Art 7(1).
134 |bid Art 7(3).
135 |bid Art 9.

136 |bid Art 8.

137 |bid Art 10.
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“Personal electronic health data” in the primary-use context refers to the priority categories listed in
Article 14(1) EHDS: patient summaries, electronic prescriptions, electronic dispensations, medical imaging
studies and related imaging reports, medical test results (including laboratory and other diagnostic results
and related reports), and discharge reports. The Commission is empowered to amend the list of priority

categories by delegated acts.'3®

Article 15 EHDS requires the Commission to lay down, by means of implementing acts, technical
specifications for the European electronic health record exchange format (EEHRxF), including:

e datasets containing electronic health data and defining structures, such as data fields and data
groups for the representation of clinical content and other parts of the electronic health data;

e coding systems and values to be used in datasets containing electronic health data;

e technical specifications for the exchange of electronic health data, including its content
representation, standards and profiles.

Article 19 EHDS obliges each Member State to designate one or more digital health authorities, which are
responsible for the implementation and enforcement of the rules regarding primary use of health data at
national level. Their main tasks include ensuring the implementation of the rights and obligations provided
for in Chapters Il and Ill by adopting the necessary national, regional or local technical solutions and by
establishing relevant rules and mechanisms.**° Natural or legal persons have the right to lodge a complaint
with the digital health authority.'4°

Articles 23 and 24 EHDS lay down provisions on the cross-border infrastructure for primary use
(MyHealth@EU), which the Commission is tasked with establishing, maintaining and developing. The
infrastructure enables the secure cross-border exchange of priority categories of personal electronic
health data and is mandatory for all Member States.

4.8.3 Secondary Use of Electronic Health Data

Chapter IV of the EHDS Regulation governs the secondary use of electronic health data. The Regulation
provides an infrastructure through which any natural or legal person may request certain health datasets
from data holders (entities and bodies in the health or care sector, or performing research in relation to
those sectors) via a designated national health data access body (HDAB) through a data access application.

A health data access body is a public sector body designated by each Member State that is responsible
for granting access to electronic health data for secondary use. Its main task is to decide on data access
applications!*! by issuing data permits'*? that authorise access to electronic health data.!*

A health data holder is defined in Article 2(2)(t) EHDS as any natural or legal person, public authority,
agency or other body in the healthcare or the care sectors, including reimbursement services where

138 |bid Art 14(2).
139 |bid Art 19(2)a.
140 |bid Art 21.

141 |bid Art 67.

142 |bid Art 68.

143 |bid Art 57(1).
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necessary, as well as any natural or legal person developing products or services intended for the health,
healthcare or care sectors, developing or manufacturing wellness applications, performing research in
relation to the healthcare or care sectors or acting as a mortality registry, as well as any Union institution,
body, office or agency, that has either (i) the right or obligation, in accordance with applicable Union or
national law and in its capacity as a controller or joint controller, to process personal electronic health
data for the provision of healthcare or care or for the purposes of public health, reimbursement, research,
innovation, policymaking, official statistics or patient safety or for regulatory purposes; or (ii) the ability
to make available non-personal electronic health data through the control of the technical design of a
product and related services, including by registering, providing, restricting access to or exchanging such
data.

Under Article 51(1) EHDS, data holders must make the following categories of electronic data available
for secondary use:

e electronic health data from EHRs;

e data on factors impacting on health, including socioeconomic, environmental and behavioural
determinants of health;

e aggregated data on healthcare needs, resources allocated to healthcare, the provision of and
access to healthcare, healthcare expenditure and financing;

e data on pathogens that impact human health;

e healthcare-related administrative data, including on dispensations, reimbursement claims and
reimbursements;

e human genetic, epigenomic and genomic data;

e other human molecular data such as proteomic, transcriptomic, metabolomic, lipidomic and
other omic data;

e personal electronic health data automatically generated through medical devices;
e data from wellness applications;

e data on professional status, and on the specialisation and institution of health professionals
involved in the treatment of a natural person;

e data from population-based health data registries such as public health registries;
e data from medical registries and mortality registries;

e data from clinical trials, clinical studies, clinical investigations and performance studies subject to
Regulation (EU) No 536/2014, Regulation (EU)2024/1938, Regulation (EU)2017/745 and
Regulation (EU) 2017/746;

e other health data from medical devices;

e data from registries for medicinal products and medical devices;
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data from research cohorts, questionnaires and surveys related to health, after the first
publication of the related results;

health data from biobanks and associated databases.

Data access may only be granted for the purposes listed in Article 53(1) EHDS:

activities for reasons of public interest in the areas of public or occupational health, such as
protection against serious cross-border threats to health, public health surveillance or ensuring
high levels of quality and safety of healthcare, including patient safety, and of medicinal products
or medical devices;

policymaking and regulatory activities to support public sector bodies or Union institutions,
bodies, offices or agencies, including regulatory authorities, in the health or care sector to carry
out their tasks defined in their mandates;

statistics, such as national, multi-national and Union-level official statistics, related to health or
care sectors;

education or teaching activities in health or care sectors at vocational or higher education level;

scientific research related to health or care sectors that contributes to public health or health
technology assessments, or ensures high levels of quality and safety of healthcare, of medicinal
products or of medical devices, with the aim of benefiting end-users, such as patients, health
professionals and health administrators, including development and innovation activities for
products or services and training, testing and evaluating of algorithms, including in medical
devices, in vitro diagnostic medical devices, Al systems and digital health applications;

improvement of the delivery of care, optimisation of treatment and provision of healthcare, based
on the electronic health data of other natural persons.

Once electronic health data is obtained under the EHDS, processing for the following purposes
is prohibited as per Article 54 EHDS:

taking decisions detrimental to a natural person or a group of natural persons based on their
electronic health data; to qualify as “decisions”, they must produce legal, social or economic
effects or similarly significantly affect those natural persons;

taking decisions in relation to a natural person or a group of natural persons in relation to job
offers, offering less favourable terms in the provision of goods or services, including exclusion
from the benefit of an insurance or credit contract, the modification of contributions and
insurance premiums or conditions of loans, or any other decisions resulting in discrimination on
the basis of the health data obtained;

carrying out advertising or marketing activities;

developing products or services that may harm individuals, public health or society at large, such
as illicit drugs, alcoholic beverages, tobacco and nicotine products, weaponry, or products or
services which are designed or modified in such a way that they create addiction, contravene
public order or cause a risk for human health;
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carrying out activities in conflict with ethical provisions laid down in national law.

Obligations of health data holders under Article 60 EHDS include:

e making relevant electronic health data available upon request to the health data access body, in
accordance with a data permit or an approved health data request;

putting the requested electronic health data at the disposal of the HDAB within three months of
the receipt of the request; in justified cases, the HDAB may extend that period by a maximum of
three months;

e communicating to the HDAB a general description of the dataset it holds in accordance with
Article 77 and checking at least annually that the dataset description in the national dataset
catalogue is accurate and up to date;

e where a data quality and utility label accompanies the dataset pursuant to Article 78, providing
sufficient documentation for the HDAB to verify the accuracy of the label;

e for data holders of non-personal electronic health data, ensuring access through trusted open
databases to guarantee unrestricted access for all users, with robust, transparent and sustainable
governance and a transparent model of user access.

Natural persons have the right to opt out at any time from the processing of their personal electronic
health data for secondary use, and Member States must provide an accessible and easily understandable
opt-out mechanism. Once exercised, the data shall not be made available under new data permits.
Member States may, however, provide for a mechanism to exceptionally make such data available for
important public interest purposes, including scientific research for important reasons of public interest,

under strict conditions and with specific safeguards.'**

Health data access bodies may charge fees for making data available, which must be transparent,
proportionate to the costs and non-discriminatory. Reduced fees may be established for certain
categories of users, such as public sector bodies, Union institutions, university researchers or
microenterprises.}*

The Regulation establishes a detailed enforcement system. Health data access bodies may take measures,
including revoking data permits and imposing fines. Administrative fines for certain infringements can
reach up to EUR 10,000,000 or, in the case of an undertaking, up to 2 % of its total worldwide annual
turnover; for more serious infringements, such as re-identification of individuals, extracting personal data
from the secure processing environment or using data for prohibited purposes, fines can reach up to
EUR 20,000,000 or up to 4 % of total worldwide annual turnover.'*® The supervisory authorities under the
GDPR remain competent for the enforcement of data protection rights, including the right to opt out and
the rights of natural persons under Articles 3 and 5 to 10 of the EHDS Regulation.

144 |bid Art 71.
145 |bid Art 62.
146 |bid Arts 63-64.
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4.8.4 Application of the EHDS in eBRAIN-Health

As indicated earlier, the EHDS Regulation entered into force on 26 March 2025, but its key operational
provisions will apply only from later dates: general application from 26 March 2027, primary-use priority
categories and the corresponding EHR system requirements from March 2029 and March 2031
respectively, and certain secondary-use data categories from March 2031. For the eBRAIN-Health project,
this means there are no immediate compliance obligations; however, the phased application timeline
provides a window for proactive alignment. It is strongly advisable to monitor the further adoption of
delegated and implementing acts, as well as the technical specifications to be issued by the Commission
and national competent bodies, and to design the data workflows of the eBRAIN-Health infrastructure so
that they can accommodate the upcoming requirements. In particular, the architecture should be capable
of responding to data access requests from health data access bodies and supporting the secure,
interoperable exchange of electronic health data in line with the EEHRxF and the HealthData@EU
framework.

Under the Regulation, it remains necessary to determine which actors in the eBRAIN-Health environment
might qualify as “data holders”. An entity qualifies as a data holder when it has the legal or technical ability
to make available (including registering, providing, restricting access or exchange) certain health data.
Since the eBRAIN-Health infrastructure, in particular the Virtual Research Environment (VRE) and Health
Data Cloud (HDC), does not itself save health datasets and does not have the legal or technical means to
make them available to third parties, the entity owning the rights to the platform infrastructure does not
qualify as a data holder. Users who are in possession of health datasets may, however, qualify as data
holders and could be subject to the obligations of the EHDS Regulation. It is therefore advisable for the
further development of tools and software within eBRAIN-Health to closely follow the technical
specifications issued by EU and national government bodies, in order to provide users with an
infrastructure that facilitates compliance with any future data access requests and that makes data
sharing through the EHDS framework straightforward. In particular, the requirements and technical
specifications on secure processing environments might become relevant for the operation of the VRE.

Additionally, through eBRAIN-Health’s focus on neurodegenerative diseases and public involvement work
engaging people with dementia as well as their caregivers, the topic of data sharing and benefit sharing
for vulnerable groups under the EHDS will become relevant as the regulation begins to apply. During a
workshop organized in April 2026 at the Health, Ethics, Law and Technology Symposium in Brussels by

UNIVIE representatives from four projects,**’

including eBRAIN-Health, workshop participants discussed
the role of the EHDS in ensuring that positive outcomes from primary and secondary use of data through
research and innovation are distributed fairly among the population. In the context of vulnerable groups,
workshop participants highlighted transparency, stakeholder participation, trust as well as digital and
health literacy as key aspects in ensuring that vulnerable groups, including older people or people affected
by dementia participate in the benefits of the European data sharing infrastructure. Through its public

involvement in the past four years, the eBRAIN-Health project actively contributed to achieving this task.

147 ‘HELT Symposium 2026 Agenda’ https://events.vub.be/HELT-2026/pages/Agenda.
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4.9 The EU Cybersecurity Framework

The European Union has, over the past decade, developed a multi-layered cybersecurity regulatory
framework comprising strategic, legislative, and technical instruments designed to establish a high
common level of cybersecurity across the Union. For present purposes, four principal instruments are of
central relevance: the EU Cybersecurity Strategy of 2020, the Cybersecurity Act (Regulation (EU)
2019/881), the NIS2 Directive (Directive (EU) 2022/2555), and the Cyber Resilience Act (Regulation (EU)
2024/2847). These instruments operate at different levels of the regulatory architecture and interact with
one another, as well as with adjacent regulatory frameworks including the General Data Protection
Regulation (GDPR), the European Health Data Space Regulation (EHDS), and the Al Act, to constitute an
increasingly coherent ecosystem of digital resilience obligations. The analysis below provides a structured
overview of each instrument before examining their collective applicability to the eBRAIN-Health project.

49.1 The EU Cybersecurity Strategy (2020)

The EU’s Cybersecurity Strategy for the Digital Decade, adopted jointly by the Commission and the High
Representative in December 2020, constitutes the overarching political and strategic framework within
which EU cybersecurity legislation operates.!*® The Strategy proceeds from the recognition that digital
resilience is a prerequisite for the functioning of the internal market, public services, and democratic
institutions, and that the protection of critical entities, including research infrastructures, from cyber
threats is a matter of strategic importance for the Union.

The Strategy is structured around three pillars: (i) resilience, technological sovereignty, and leadership;
(ii) operational capacity to prevent, deter, and respond; and (iii) the advancement of a global and open
cyberspace. Under the first pillar, the Strategy identifies the need to extend cybersecurity requirements
to an expanded set of sectors and entities, laying the political groundwork for the NIS2 Directive and the
Cyber Resilience Act. It also calls for the development of a European Cyber Shield, a network of Security
Operations Centres (SOCs) built on Al and machine learning, and identifies the protection of critical
infrastructures, including digital and research infrastructures, as a priority area. The Strategy further
contemplates the European Cybersecurity Competence Centre (ECCC), established by Regulation (EU)
2021/887,**° as a vehicle for pooling investment in cybersecurity research and innovation across Member
States.

Although the Strategy is not legally binding in itself, it performs an important interpretive function: it
signals legislative intent, identifies priority sectors, and contextualises the obligations imposed by the
legislative instruments that follow. For research platforms such as eBRAIN-Health’s VRE, HDC (CHARITE)
and BrainSymph (OUS)**°, operating at the intersection of digital infrastructure and sensitive health data,

148 European Commission and High Representative of the Union for Foreign Affairs and Security Policy, ‘The EU’s Cybersecurity
Strategy for the Digital Decade’ JOIN(2020) 18 final (16 December 2020).

149 Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021 establishing the European
Cybersecurity Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres
[2021] OJ L 202/1.

150 https://brainsymph.com/projects/.
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the Strategy’s emphasis on protecting health sector entities and critical digital research infrastructures is
directly pertinent to understanding the regulatory expectations that govern the project.

4.9.2 The Cybersecurity Act (Regulation (EU) 2019/881)

The Cybersecurity Act (CSA)**! was adopted in April 2019 and entered into force in June 2019. It pursues
two principal objectives: first, the permanent mandating and strengthening of ENISA, the European Union
Agency for Cybersecurity; and second, the establishment of a Union framework for the certification of ICT
products, services, and processes.

On the ENISA mandate, the Act assigns the Agency a broad range of tasks, including assisting Member
States and Union institutions in implementing cybersecurity policy, developing and maintaining the Union
certification framework, supporting incident response coordination, and publishing guidance, reports, and
best practice recommendations.?>? ENISA’s advisory and standard-setting role is particularly relevant in
the context of cloud infrastructure, health data processing, and research environments, where the Agency
has published a growing body of sector-specific threat landscapes and certification-related technical
reports.

On the certification framework, the Act establishes a structured process for the adoption of European
Cybersecurity Certification Schemes (ECCS) through implementing acts.'®® Schemes may assign one of
three assurance levels (basic, substantial, or high) to the certified product or service, corresponding to the
risk environment and the depth of evaluation required.'®* While certification under a scheme is voluntary
by default, Article 56(2) provides that Union or Member State law may require mandatory certification
within a given scheme for specific categories of products, services, or processes.** The European Common
Criteria-based Cybersecurity Certification Scheme (EUCC) entered into force in 2024,%°® and the European
Cybersecurity Certification Scheme for Cloud Services (EUCS) has been under development for several
years.

4.9.3 The NIS2 Directive (Directive (EU) 2022/2555)

The NIS2 Directive,’*” adopted in December 2022 to replace the original NIS Directive (Directive (EU)
2016/1148), represents the most operationally significant instrument in the EU cybersecurity framework
for present purposes. The Directive establishes a binding legal framework for cybersecurity risk

151 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union
Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 [2019] OJ L 151/15 (‘Cybersecurity Act’).

152 |bid Arts 4-8.

153 |bid Arts 46—65.

154 1bid Art 52.

155 |bid Art 56(2).

156 Commission Implementing Regulation (EU) 2024/482 of 31 January 2024 laying down rules for the application of Regulation
(EU) 2019/881 as regards the adoption of the European Common Criteria-based Cybersecurity Certification Scheme (EUCC)
[2024] OJ L 482/1.

157 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high
common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and
repealing Directive (EU) 2016/1148 [2022] OJ L 333/80 (‘NIS2 Directive’).
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management and incident reporting across an expanded range of sectors and entity types, with
substantively strengthened obligations and a markedly more robust enforcement architecture compared
to its predecessor.

The Directive applies to ‘essential entities’ and ‘important entities’. Essential entities comprise large
entities operating in sectors listed in Annex |, including energy, transport, banking, health, drinking water,
and digital infrastructure; the latter encompassing cloud computing service providers, data centre service
providers, content delivery networks, trust service providers, and public electronic communications
networks.'®® Important entities include medium-sized and certain large entities operating in sectors listed
in Annex Il, which includes, among others, research organisations.® Article 2(2) further provides that
certain entities fall within the Directive’s scope regardless of size, notably entities providing qualifying
digital infrastructure services, and those designated as critical under other applicable Union

instruments.®°

The classification thresholds are set at the enterprise level: essential entities are, in principle, large
enterprises (250 or more employees, or annual turnover exceeding €50 million, or an annual balance
sheet total exceeding €43 million), while important entities encompass medium-sized enterprises (50 or
more employees, or annual turnover or balance sheet total exceeding €10 million), subject to the Annex
I/1l sector distinctions.'®® Unlike a regulation which is directly applicable, the NIS2 Directive requires
transposition into Member State law. Member States were required to transpose the Directive by 17
October 2024 and to complete the identification of covered entities by 17 April 2025,'%2 though the
transposition deadline was missed by a number of Member States, creating transitional compliance
uncertainty.

Article 21 imposes a detailed and non-exhaustive set of cybersecurity risk management measures on
covered entities, including risk analysis, security policies for information systems, incident handling,
business continuity, supply chain security, network security, access control, asset management,
cryptography and encryption, personnel security, and multi-factor authentication.'®® These measures
must be proportionate to the risks posed, having regard to the entity’s exposure, size, and the state of the
art. Article 23 imposes incident reporting obligations: significant incidents must be notified to the
competent national authority or CSIRT within 24 hours (early warning), 72 hours (full incident
notification), and one month (final report).'%* ‘Significant incidents’ are defined by reference to disruption
thresholds, including the number of users affected, and severity of the impact.’® Article 24 further
provides that entities may be required to use products and services within specific European cybersecurity

certification schemes where mandated by Union implementing acts.*6®

158 |bid Annex I.

159 |bid Annex II.

160 |bid Art 2(2).

161 1bid Art 3(1)—(2).
162 1bid Art 3(3)—(4).
163 |bid Art 21(2).
164 1bid Art 23.

165 |bid Art 23(3).
166 |bid Art 24.
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The Directive establishes a Cooperation Group, a network of Computer Security Incident Response Teams
(CSIRTs), and the EU Cyber Crisis Liaison Organisation Network (EU-CyCLONe) as the primary mechanisms
for cross-border coordination and crisis management.'®” National competent authorities are granted
substantial supervisory and enforcement powers, including the power to conduct audits, request
information, issue binding instructions, and impose administrative fines. For essential entities, fines may
reach up to €10 million or 2% of global annual turnover, whichever is higher; for important entities, up to
€7 million or 1.4% of global annual turnover.'%®

4.9.4  The Cyber Resilience Act (Regulation (EU) 2024/2847)

The Cyber Resilience Act (CRA),'*° adopted in October 2024, introduces horizontal mandatory
cybersecurity requirements for products with digital elements (PDEs) placed on the EU internal market.
Unlike the NIS2 Directive, which focuses on the security posture of operating entities, the CRA focuses on
the inherent security of products (software, hardware, and related data processing components)
throughout their lifecycle, from design to end of commercial support.

The CRA applies to any product with digital elements, defined broadly to include any software or hardware
product and its remote data processing solutions where such processing is necessary for the product to
perform its function.'’® Certain categories of product are excluded where they fall within sector-specific
regulatory frameworks, including medical devices (Regulation (EU) 2017/745) and in-vitro diagnostic
medical devices (Regulation (EU) 2017/746).%"!

The CRA introduces a tiered classification of PDEs into default (unclassified), Important Class I, and
Important Class Il categories, each subject to progressively stricter conformity assessment requirements,
with Important Class |l attracting mandatory third-party assessment.'’? Annex IV identifies critical digital
products, such as hardware security devices, smart meter gateways, and smartcards or secure elements,
that are essential for ensuring high levels of security and cryptographic protection.'’? Software platforms,
simulation tools, and Al-based data processing components are likely to fall within at least the Important
Class | category, depending on the functions they perform.

Manufacturers of PDEs are required to integrate cybersecurity by design and by default, conduct
vulnerability assessments, ensure delivery without known exploitable vulnerabilities, implement secure
default configurations, and provide security updates throughout the product’s defined support period.'’*
The CRA further imposes an obligation to notify ENISA and relevant CSIRTs of actively exploited

vulnerabilities within 24 hours of becoming aware, and to issue security patches without undue delay.'”®

167 1bid Arts 14-16.

168 |bid Art 34(4)—(5).

169 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and
Directive (EU) 2020/1828 [2024] OJ L 2024/2847 (‘Cyber Resilience Act’).

170 |bid Art 2(1).

171 |bid Art 2(2).

172 |bid Arts 6-8 and Annex lIl.

173 |bid Annex IV.

174 1bid Art 13.

175 |bid Art 14(1)—(2).
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The CRA adopts a product-based conformity assessment model with CE marking as the outward marker
of compliance.”® Market surveillance authorities in each Member State are responsible for enforcement,
with powers to require corrective action, withdraw non-compliant products from the market, and impose

fines reaching up to €15 million or 2.5% of global annual turnover for the most serious infringements.'’’

4.9.5 Application of NIS2, CSA, and CRA in eBRAIN-Health

eBRAIN-Health is, at its core, a distributed research platform that integrates multiple computational and
data infrastructures, including the EBRAINS research infrastructure, the Virtual Brain Cloud (VBC)
environment, and the AI-MIND network, for the purpose of modelling and simulating complex
neurobiological phenomena using large-scale, sensitive brain data. The platform operates within the
emerging European Health Data Space and the broader EU digital infrastructure ecosystem.

From a regulatory perspective, this description implicates at least three distinct analytical questions:
whether the entities operating, funding, or hosting eBRAIN-Health fall within the personal scope of the
NIS2 Directive; whether the platform or its constituent infrastructure services are, or should be, subject
to EU cybersecurity certification under the CSA; and whether the software, tools, and Al-based
components deployed within the platform constitute PDEs subject to the CRA. Each of these questions is
examined in turn. A further question, concerning the interaction of cybersecurity obligations with the
GDPR, EHDS, and Al Act, is examined afterwards.

4.9.5.1 NIS2 Applicability

The question of whether entities involved in eBRAIN-Health fall within the scope of the NIS2 Directive
turns on three cumulative conditions: (a) whether the entity operates in a sector listed in Annexes | or I;
(b) whether it meets the relevant size thresholds; and (c) whether any of the size-independent criteria in
Article 2(2) apply.

Annex Il of the NIS2 Directive explicitly lists ‘research organisations’ as a sector covered under the
important entity category. The Directive defines ‘research organisation’ as an entity whose primary goal
is to conduct applied research or experimental development with a view to exploiting the results of that
research for commercial purposes.'’® This definition, which incorporates a commercialisation criterion,
may not straightforwardly capture all institutions involved in eBRAIN-Health, some of which are public
academic institutions whose primary mission is basic or translational research without direct commercial
exploitation. However, several considerations militate towards a broader reading in practice. Many of the
research centres and university hospitals involved in eBRAIN-Health may be operating alongside
commercial entities and generate exploitable intellectual property, potentially satisfying the commercial
nexus criterion. Moreover, where a research entity operates or manages digital infrastructure of the type

176 1bid Arts 27-36.

177 |bid Art 64(2). The penalty maxima are: €15 million or 2.5% of global annual turnover for violations of the essential
cybersecurity requirements; €10 million or 2% for other violations; and €5 million or 1% for provision of incorrect or misleading
information.

178 NIS2 Directive, Art 6(41): a ‘research organisation’ does not include educational establishments.
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listed in Annex |, such as cloud computing or data centre services, it may qualify as an essential entity on
that independent basis.'”®

The EBRAINS infrastructure, which provides core computational and data management services to the
project, may qualify as a provider of ‘digital infrastructure’ within the meaning of Annex |, point 8 of the
Directive, which encompasses cloud computing service providers and data centre service providers. If
EBRAINS or any institutional entity with operational control over its infrastructure, meets the relevant size
thresholds, it would fall within the essential entity category, attracting the full suite of Article 21
obligations and the higher penalty regime under Article 34. The Virtual Brain Cloud, as a dedicated cloud-
hosted research environment, raises analogous questions: whether the entity operating the VBC is best
characterised as a cloud computing service provider, a research organisation, or both, with implications
for which Annex governs and which penalty tier applies.

A particular challenge for eBRAINS-Health is its distributed, multi-stakeholder architecture. The project
involves multiple distinct legal entities across multiple Member States, including research institutions,
universities, hospital networks, and technology providers. Where each individual entity falls below the
NIS2 size thresholds, it may individually escape classification even if the aggregate platform and its user
base constitute a significant digital infrastructure. This fragmentation may create a regulatory gap: the
NIS2 Directive does not contain group-level aggregation provisions equivalent to those in some other
regulatory frameworks. Entities within eBRAIN-Health should nonetheless conduct a rigorous entity-by-
entity classification analysis for each relevant Member State transposition and should not assume that
sub-threshold status at the individual level definitively excludes NIS2 applicability, particularly where
Article 2(2) criteria apply.

For those entities that do fall within scope, Article 21 of the Directive will require the adoption of a
documented, proportionate, and technically appropriate cybersecurity risk management framework.
Given the highly sensitive nature of the brain imaging, electrophysiology, and neurological patient data
that partners in eBRAIN-Health process, a risk-based analysis is likely to conclude that the platform
warrants measures at the upper end of what is proportionate. In particular, the requirements relating to
network and information systems security, access control, supply chain security, and cryptography are
directly applicable to the platform’s architecture. The supply chain security requirement, requiring entities
to consider the security posture of their ICT suppliers and service providers, is of structural significance
for a platform as dependent on third-party providers as eBRAIN-Health. Entities within scope will need to
extend their security governance to cover upstream dependencies, which may in turn require contractual
provisions with providers and a systematic review of procurement decisions.

The incident notification timeline established by Article 23 of the Directive (24-hour early warning, 72-
hour full notification) is operationally demanding for a distributed research platform with multiple
participating institutions.

179 1bid Annex |, Point 8, which lists digital infrastructure providers including cloud computing service providers, data centre
service providers, content delivery networks, trust service providers, and public electronic communications networks.
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4.9.5.2 CSA Applicability

The relevance of EU cybersecurity certification schemes to eBRAIN-Health operates on two levels: first, in
relation to the cloud and digital services that the platform uses; and second, in relation to the platform’s
own components, to the extent that they may be voluntarily or mandatorily certified.

The EUCS is designed to provide a common certification framework for cloud services across three
assurance levels: ‘basic’, ‘substantial’, and ‘high’.X® The ‘high’ assurance level, which imposes the most
stringent requirements including provisions relating to data localisation and immunity from third-country
legal access orders, has been the subject of prolonged political and industry debate and its final contours
remain uncertain.'®! For eBRAIN-Health, the critical question is whether the cloud infrastructure providers
used by EBRAINS and the Virtual Brain Cloud will be certified under the EUCS, and whether such
certification will be mandated, whether under an implementing act pursuant to Article 56(2) of the CSA,
under future EHDS implementing measures, or under NIS2 Article 24.

The potential mandatory use of a ‘high’ assurance level certification for cloud services processing sensitive
health data is not implausible. The EHDS Regulation requires that secure processing environments used
for secondary health data use must guarantee a high level of security.’®? If implementing acts under the
EHDS or the CSA effectively mandate ‘high’ assurance EUCS certification for platforms processing special
category health data, this would impose significant compliance costs on cloud providers used by eBRAIN-
Health and could constrain the range of available infrastructure. The prospect of a ‘high’ assurance
requirement may also create operational tension where certified providers do not offer the
computational capabilities required for large-scale neurological simulation, or where certification
requirements conflict with the distributed, cross-border architecture of the platform, which may involve
data processing nodes in multiple Member States and potentially third countries. These considerations
should be factored into infrastructure design decisions at the earliest feasible stage.

With respect to the EUCC, which entered into force in 2024 as the first adopted ECCS under the CSA,
certification at the ‘substantial’ or ‘high’ assurance levels may be relevant for hardware security modules,
network components, or other ICT products embedded within the eBRAIN-Health infrastructure. Entities
procuring certified products as part of supply chain security measures required under NIS2 Article 21(2)(d)
may find that EUCC certification provides a useful and legally relevant market signal, though it does not
substitute for an independent risk assessment of the specific deployment context.

4.9.5.3 CRA Applicability

The CRA’s applicability to eBRAIN-Health turns principally on whether the software, tools, simulation
models, and Al-based data analysis components used within the platform constitute products with digital
elements (PDEs) placed on the internal market. This raises an important threshold ambiguity: the CRA

180 ENISA, ‘European Cybersecurity Certification Scheme for Cloud Services (EUCS) — Candidate Scheme’ (Version 3.1,
November 2023).

181 The debate around the ‘high’ assurance level of the EUCS has centred on requirements relating to EU data localisation and
legal jurisdiction immunity, which have been resisted by major US-based cloud providers. See European Parliament, ‘Cloud
Certification: The EU Cybersecurity Act and EUCS’ EPRS Briefing (March 2023).

182 EHDS Regulation, Art 73.
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defines ‘making available on the market’ broadly to include any supply in the course of a commercial
activity for distribution or use on the Union market.'®3

The CRA clarifies that open-source software made available free of charge and not monetised by a
commercial entity, and developed or maintained outside a commercial activity, is excluded from scope.®
However, the extent to which research tools developed within eBRAIN-Health, potentially incorporating
Al models, simulation engines, and neurological data analysis pipelines, qualify as non-commercial open-
source software within the meaning of this exclusion remains to be settled. Where such tools are made
available through a platform that charges access fees, operates within a commercially structured research
infrastructure, or is developed with a view to commercial exploitation of results, the commercial nexus
threshold may well be crossed. Institutions and developers within eBRAIN-Health should therefore
conduct a systematic PDE mapping exercise to identify which components may attract CRA obligations,
rather than assuming blanket exclusion on the basis of research purpose or public funding.

For components that are within scope, the CRA’s Article 13 requirements are directly material. The
obligation to integrate cybersecurity by design, ensuring that products are developed with appropriate
default configurations, minimal attack surfaces, protection of data integrity and confidentiality, and
resistance to exploitation, aligns with, and should reinforce, the principles that ought in any case to govern
a platform processing sensitive neurological data at scale. Of particular relevance are the prohibition on
known exploitable vulnerabilities at the time of supply,’®® the requirement for security updates
throughout the defined support period,'®® and the obligation to notify ENISA of actively exploited
vulnerabilities within 24 hours of becoming aware.'®” The last of these obligations creates an operational
requirement for vulnerability monitoring and disclosure that entities within eBRAIN-Health with
manufacturer status under the CRA must integrate into their security governance from the outset.

4.9.5.4 Intersections with the GDPR, the EHDS Regulation, and the Al Act

The cybersecurity obligations examined above cannot be assessed in isolation from the broader regulatory
environment in which eBRAIN-Health operates. Three frameworks in particular intersect with the
cybersecurity framework in ways that have significant operational and legal consequences for the project.

The GDPR’s Article 32 security obligations apply to all personal data processing activities within eBRAIN-
Health. For special category health data, the standard of security is implicitly elevated by the severity of
potential harm arising from a security breach. The relationship between NIS2 and the GDPR is
acknowledged within the NIS2 Directive itself, which recites that it is without prejudice to Regulation (EU)

183 Cyber Resilience Act, Art 3(22) defines ‘making available on the market’ as ‘the supply of a product with digital elements for
distribution or use on the Union market in the course of a commercial activity, whether in return for payment or free of
charge’.

184 |bid Recital 18.

185 |bid Art 13(1) and Annex I, Part I(2)(a): manufacturers must ensure that products are ‘designed, developed and produced...
without known exploitable vulnerabilities’ at the time of supply.

186 |bid Art 13(8): manufacturers must ensure that the security of products is maintained throughout the support period, which
must be no less than five years unless the expected product lifetime is shorter.

187 1bid Art 14(1)-(2): manufacturers must notify ENISA and, where applicable, the relevant CSIRT within 24 hours of becoming
aware of any actively exploited vulnerability contained in the product.
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2016/679,'% though in practice the substantive requirements of the two frameworks are broadly
convergent for entities that fall within the scope of both. Entities within eBRAINS-Health that
simultaneously qualify as NIS2-covered entities and GDPR data controllers or processors will need to
implement a unified security governance framework that satisfies both instruments, mapping NIS2 Article
21 risk management categories onto GDPR Article 32 technical and organisational measures. Where a
security incident occurs, such entities may face parallel notification and enforcement proceedings before
national cybersecurity authorities (under NIS2) and national data protection authorities (under the GDPR).

The EHDS Regulation’s provisions on secure processing environments (SPEs) and Health Data Access
Bodies introduce a dedicated security layer for secondary health data use that is both complementary to
and partially overlapping with NIS2 and GDPR requirements. SPE operators are required to ensure that
data processing takes place in a technically and organisationally secure environment, with access logging,
data minimisation controls, and prohibitions on re-identification.’®® These requirements create a distinct
obligation layer that will apply to any component of the eBRAIN-Health platform used for the secondary
use of personal health data. Coordinating compliance across the EHDS, GDPR, and NIS2 frameworks will
require careful governance design, particularly in relation to incident response procedures, where the
three frameworks impose distinct notification obligations with different timing requirements and
different recipient authorities.

The Al Act establishes a risk-based regulatory framework for Al systems, with high-risk Al systems subject
to conformity assessment, transparency, technical documentation, and risk management requirements
that partially intersect with CRA obligations. For Al-based components within eBRAIN-Health, such as
machine learning models applied to brain imaging data for pattern recognition, biomarker identification,
or phenotyping, the relationship between the CRA and the Al Act is of particular importance, as they may
qualify as high-risk Al systems under Annex Il of the Al Act. Where such systems are also a PDE under the
CRA, the developer may need to satisfy conformity assessment requirements under both instruments. For
high-risk Al systems that have been certified or for which a statement of conformity has been issued under
a cybersecurity scheme of the CA, the Al Act establishes a presumption of conformity with cybersecurity

requirements.!®

4.10 The Digital Omnibus Proposal

4.10.1 Policy Context and Objectives

The European Commission officially presented the Digital Omnibus Proposal in November 2025°! as part
of its 2025 simplification agenda, announced in the Communication ‘A simpler and faster Europe’, and

188 NIS2 Directive, Recital 14: ‘This Directive is without prejudice to Regulation (EU) 2016/679...".

189 EHDS Regulation, Arts 73-75.

190 A] Act, Art 42(2).

191 proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL amending Regulations (EU) 2016/679,
(EU) 2018/1724, (EU) 2018/1725, (EU) 2023/2854 and Directives 2002/58/EC, (EU) 2022/2555 and (EU) 2022/2557 as regards
the simplification of the digital legislative framework, and repealing Regulations (EU) 2018/1807, (EU) 2019/1150, (EU)
2022/868, and Directive (EU) 2019/1024 (Digital Omnibus).
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responds to calls from the European Council and Parliament to reduce regulatory complexity without

undermining core policy goals.!%?

It is the first horizontal simplification of the EU’s digital acquis, and represents the first step in a two-stage
strategy, with the longer-term Digital Fitness Check forming the second stage.!®® The proposal seeks to
lower compliance costs (estimated at over €1 billion annually), streamline overlapping rules, and enhance
legal certainty for businesses, public administrations, and individuals, while preserving the high level of
protection for fundamental rights, privacy, and security that characterises the EU digital framework.**

The package is in fact composed of two distinct legislative instruments: a Data and Cybersecurity Omnibus,
and a Digital Omnibus on Al. The Data Omnibus targets the GDPR, the ePrivacy Directive, NIS2, and the
Data Act, while the Omnibus on Al focuses exclusively on targeted amendments to the Al Act. A central
premise of the proposal is that the rapid accumulation of digital legislation has generated overlaps,
inconsistencies, and administrative burdens that particularly affect smaller entities and innovative data-
driven projects.’®®> The Commission therefore pursues three main objectives: (i) consolidation of the data
regulatory landscape, specifically through the absorption of the Data Governance Act, the Free Flow of
Non-Personal Data Regulation, and the Open Data Directive into the Data Act; (ii) targeted amendments
to the GDPR and the ePrivacy Directive to provide immediate relief and legal clarity, especially for low-
risk processing and scientific research; and (iii) the creation of a single platform for incident reporting
under data protection and cybersecurity legislation to streamline the process and reduce administrative
burden for organisations.'%®

The two proposals followed different legislative trajectories through the EU institutions. The Council
adopted its negotiating mandate on the Digital Omnibus on Al in March 2026, and the IMCO and LIBE
committees of the European Parliament adopted a joint report on the file in the same month.?” In May
2026, the European Parliament and the Council reached a provisional agreement on the Digital Omnibus
on Al, providing greater certainty to businesses by signalling, inter alia, that key enforcement deadlines
for certain rules relating to high-risk Al systems will be extended.®® Formal adoption is expected before 2
August 2026, the date on which the current rules on high-risk Al systems would otherwise become
applicable.

The Data Omnibus is at an earlier stage. As of late March 2026, negotiations on the Data Omnibus had not
formally commenced in trilogue, with reported disagreements in the Parliament over committee
responsibilities and working methods. Institutional scrutiny of the data-related provisions has been

192 FEuropean Commission, ‘Communication on a simpler and faster Europe’ COM(2025) 836 final; European Council
Conclusions, 20 March 2025, 26 June 2025, 23 October 2025, cited in Digital Omnibus Proposal, recitals 1-3.

193 Digital Omnibus Proposal, recital 3; see also the parallel Communication on the Data Union Strategy and the announced
Digital Fitness Check (explanatory memorandum, para 3).

194 Commission Staff Working Document SWD(2025) 836 final, ch 1.3; Proposal, pp 15-16.

195 See respectively the Draghi report, ‘The Future of European Competitiveness’ (2024) and the Letta report, ‘Much More Than
a Market’ (2024), cited in Proposal, recital 1.

196 Digital Omnibus Proposal, explanatory memorandum, pp 3-4.

197 European Parliamentary Research Service, 'Digital Omnibus on Al [EU Legislation in Progress]' (EP Think Tank, 12 February
2026) <https://epthinktank.eu/2026/02/12/digital-omnibus-on-ai-eu-legislation-in-progress/> accessed 9 June 2026.

198 White & Case, 'EU Agrees Digital Omnibus Deal to Simplify Al Rules' (White & Case, 14 May 2026)
<https://www.whitecase.com/insight-alert/eu-agrees-digital-omnibus-deal-simplify-ai-rules> accessed 9 June 2026.
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significant: the European Data Protection Board and the European Data Protection Supervisor adopted a
Joint Opinion on 11 February 2026, assessing whether the proposal leads to genuine simplification,
delivers legal certainty, and preserves individuals’ fundamental rights, while raising concerns that certain
proposed changes could adversely affect the level of protection enjoyed by individuals.'®® Trilogue
negotiations on the Data Omnibus are expected to follow in due course, with final adoption on that strand
projected for 2027.

4.10.2 Scope and Structure

The proposal amends six existing acts (Regulations (EU) 2016/679 (GDPR), 2018/1724 (Single Digital
Gateway), 2018/1725 (EUDPR), 2023/2854 (Data Act) and Directives 2002/58/EC (ePrivacy), 2022/2555
(NIS2), 2022/2557 (CER)) and repeals four others: the Free Flow of Non-Personal Data Regulation, the
Platform-to-Business Regulation, the Data Governance Act and the Open Data Directive.?’ The
amendments are grouped into three thematic blocks: data legislation, personal data protection and
ePrivacy, and cybersecurity incident reporting, complemented by the repeal of the obsolete Platform-to-
Business Regulation.?’? A separate legal proposal amending the Artificial Intelligence Act accompanies this
initiative but falls outside the scope of the present analysis.2%2

4.10.3 Key Substantive Amendments

4.10.3.1 Consolidation of the Data Acquis

The proposal merges the rules on public-sector data re-use, which were previously scattered across the
Open Data Directive and Chapter Il of the Data Governance Act, into a single chapter of the Data Act (new
Chapter Vlic).?°® The unified framework distinguishes between open government data and certain
categories of protected data (such as commercially confidential or personal data), while maintaining the
core principle that public-sector bodies are not obliged to allow re-use of protected data.?’* New
provisions permit public-sector bodies to charge higher fees and impose special conditions on very large
enterprises, including gatekeepers designated under the Digital Markets Act, to prevent the
reinforcement of dominant positions through access to public data.?%

Voluntary registration schemes for data intermediation services and data altruism organisations replace
the previous compulsory notification regime of the Data Governance Act (new chapter VIla).2% The
requirements for legal separation are relaxed to a functional separation standard, and the regulatory

199 European Data Protection Board and European Data Protection Supervisor, ‘Digital Omnibus: EDPB and EDPS support
simplification and competitiveness while raising key concerns’ (European Data Protection Board, 11 February 2026)
<https://www.edpb.europa.eu/news/news/2026/digital-omnibus-edpb-and-edps-support-simplification-and-competitiveness-
while_en> accessed 9 June 2026.

200 Digital Omnibus Proposal, Art 10.

201 |bid Art 1 (Data Act), Arts 3—5 (GDPR, EUDPR, ePrivacy), Arts 6-9 (NIS2, eIDAS, DORA, CER), Art 10 (repeals).

202 |bid, explanatory memorandum, p 10.

203 |bid Art 1(18), inserting new Chapter Vlic into Regulation (EU) 2023/2854.

204 |bid New Art 32w(1).

205 |bid New Arts 32q(6), 32r(4), 32y(5).

206 |bid New Arts 32a—32g.
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monitoring is simplified.?’” The prohibition of data localisation for non-personal data, originally contained
in the Free Flow of Non-Personal Data Regulation, is retained in a streamlined form (new chapter Vilb).2%®
The European Data Innovation Board (EDIB) is established as a multi-stakeholder forum to coordinate
enforcement and advise the Commission on data policy.?*®

A number of adjustments to the Data Act itself address legal uncertainty. The business-to-government
data-sharing framework is narrowed from ‘exceptional need’ to ‘public emergencies’, and the scope is
limited accordingly.?° Data holders may exceptionally refuse to disclose trade secrets where the risk of
unlawful acquisition or use in third countries is high, a clarification designed to protect European
innovators.?!! The controversial essential requirements for smart contracts executing data-sharing
agreements are deleted in their entirety, reducing compliance burdens for distributed ledger
technologies.?!? Specific lighter switching regimes are introduced for custom-made data processing
services and for services provided by SMEs and small mid-caps, exempting pre-existing contracts from

most switching obligations while preserving the gradual removal of switching charges.?!?

4.10.3.2 Amendments to the General Data Protection Regulation

The proposal introduces clarifications and burden-reducing measures into the GDPR, purportedly without
altering its core principles or the level of protection.?'*

(i) Definition of personal data and pseudonymisation: A new sentence in Article 4(1) codifies the CJEU’s
interpretation: information is not personal data for a specific controller or processor if that entity does
not have means reasonably likely to be used to identify the natural person, even if a subsequent recipient
could do s0.2> The Commission is empowered to adopt implementing acts specifying criteria and
techniques for assessing when pseudonymised data ceases to be personal data for a given recipient.?!®
This clarification is directly relevant to data-sharing structures, including those in research, where data

may be transmitted in a form that, from the recipient’s perspective, is not personal.

(i) Scientific research and Al development: The proposal adds a definition of ‘scientific research’ aligned
with the broader concept of research and technological development in Article 179(2) TFEU,
encompassing both academic and industrial contexts.?!’ It clarifies that further processing for scientific
research is always compatible with the original purpose, that such research may legitimately constitute a
legitimate interest under Article 6(1)(f), and that personal data processed for Al development and
operation may also be pursued on the basis of legitimate interest, subject to enhanced safeguards

207 1bid Art 32c(d), replacing the strict structural separation requirement of Art 10 of Regulation (EU) 2022/868.
208 |bid New Art 32h.

209 |bid New Arts 41a—42.

210 |bid New Art 15a and recital 15.

211 |bid New Art 4(8), Art 5(11), inserting a third-country risk-based refusal ground.

212 |bid Art 1(17), deleting Art 36 of the Data Act; recital 16.

213 |bid Art 1(15), inserting new paras 1a and 1b into Art 31 of the Data Act; recitals 17-18.

214 |bid recital 27.

215 |bid Art 3(1)(a), amending Art 4(1) GDPR; codifying Breyer (C-582/14) and subsequent case law. Recital 27.
216 |bid New Art 41a, GDPR, inserted by Art 3(10).

217 |bid New definition at Art 4(38) GDPR, inserted by Art 3(1)(b); recital 28.

the European

public document m Fundedby 64 /123



“a

@ eBRAIN-Health

including an unconditional right to object.?!® A new derogation from the prohibition on processing special
categories of data (Article 9(2)(k)) covers residual special category data in Al training, testing, or models,
provided the controller has implemented measures to avoid collecting such data and, where it is
identified, removes it or, if removal requires disproportionate effort, effectively protects it from
disclosure.?!® These provisions respond directly to the needs of research projects employing machine
learning on large-scale datasets.

(iii) Reduction of administrative obligations: The obligation to provide information under Article 13 is
waived where personal data are collected in a clear, non-data-intensive relationship and the controller
has reasonable grounds to assume the data subject already possesses the key information, unless the
processing involves high risk, automated decision-making, or international transfers.2?’ The right of access
can be refused or made subject to a reasonable fee where the data subject abuses it for purposes other
than data protection.??! The threshold for data breach notifications to supervisory authorities is aligned
with the communication obligation to data subjects: notification is required only if the breach is likely to
result in a high risk, and the deadline is extended to 96 hours.??? Member State lists of processing
operations requiring a data protection impact assessment are replaced by a single EU-wide list,
accompanied by a common methodology and template, adopted by the Commission upon proposal of

the European Data Protection Board.??3

(iv) Automated individual decision-making: Article 22 is amended to clarify that a solely automated
decision may be ‘necessary’ for entering into a contract even if the decision could also be taken by a
human, thereby removing a source of legal uncertainty for providers of data-driven services.??*

4.10.3.3 The ePrivacy Directive and Terminal Equipment

The rules regarding storage and access to information on terminal equipment are restructured. The core
consent requirement for accessing personal data on terminal equipment is moved to the GDPR via a new
Article 88a.22° A list of purposes for which no consent is required, including audience measurement and
security, is introduced, alongside a rule that a refusal of consent precludes new requests for the same
purpose for at least six months.??® A separate provision (Article 88b) mandates that controllers’ online
interfaces support machine-readable indications of consent choices, and that controllers respect those
signals once European standards are published; media service providers are exempted from this
obligation to protect independent journalism.??” Providers of web browsers that are not SMEs must
provide the technical means for users to express such choices.?”® The amendment thus purportedly

218 |bid Art 3(2) amending Art 5(1)(b) GDPR; new Art 88c inserted by Art 3(15); recitals 30—32.

219 |bid Art 3(3), amending Art 9 GDPR; new para 5 of Art 9; recital 33.

220 |bid Art 3(5), replacing Art 13(4); recitals 36-37.

221 |bid Art 3(4), amending Art 12(5) GDPR; recital 35.

222 |bid Art 3(8), replacing Art 33(1) GDPR; recital 39.

223 |bid Art 3(9) amending Art 35 and the new tasks for the EDPB under Art 70(1) GDPR; recital 40.
224 |bid Art 3(7), replacing Art 22 GDPR; recital 38.

225 |bid Art 3(15), inserting Art 88a GDPR; Art 5 deleting Art 4 ePrivacy Directive and modifying Art 5(3); recitals 44-47.
226 |hid Art 88a(3)—(4) GDPR.

227 |bid Art 3(15), inserting Art 88b(1)—(3) GDPR; recital 46.

228 |bid Art 88b(6) GDPR.
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preserves the essence of the consent requirement while seeking to alleviate ‘consent fatigue’ and reduce
compliance costs for website operators.

4.10.3.4 The Single-Entry Point for Incident Reporting

In order to eliminate multiple parallel reporting obligations, the proposal tasks ENISA with developing a
single-entry point through which entities can simultaneously fulfil their incident notification duties under
NIS2, the GDPR, DORA, elDAS and the CER Directive.??® The reporting obligations under each act remain
intact; only the technical conduit is harmonised.?*° ENISA must pilot the system, and the Commission will
publish a notice confirming its reliability before the obligation to use the single-entry point takes effect.?!
The single-entry point is designed as a tool to implement the ‘report once, share many’ principle, reducing

administrative costs and countering the pervasive problem of incident underreporting.?*

4.10.4 Application of the Digital Omnibus Proposal in eBRAIN-Health

The eBRAIN-Health project, as a distributed research infrastructure handling sensitive brain and health
data, is scheduled to conclude in June 2026. The Digital Omnibus remains a Commission proposal at the
time of writing, and its amendments will not enter into force in time to affect the project’s current
operational period. No immediate compliance adjustments are therefore required.

Nevertheless, the proposal holds positive long-term relevance for the consortium, particularly if the
project enters a new funded phase or evolves into a sustainable business model. First, the clarification
that pseudonymised data may cease to be personal data from the recipient’s perspective, coupled with
the future implementing act on criteria for re-identification risk, could in due course ease cross-border
data sharing and reduce the compliance burden associated with secondary research.?** Second, the
explicit recognition that Al development and operation may rely on legitimate interest, together with the
targeted derogation for residual special-category data in Al models, would offer a more predictable legal
basis for the brain-health Al tools developed by the project, should they be further refined or
commercialised.?** Third, the single-entry point for incident reporting would simplify the fulfilment of
overlapping notification duties under the GDPR and NIS2 for any future operational infrastructure,
reducing administrative fragmentation.?*> Fourth, the consolidated data governance framework may
facilitate access to public-sector health datasets and provide a trusted label for any data altruism activities

that the project might undertake in a future phase.?*®

These potential benefits must be weighed against the inherent uncertainty of the legislative process: the
final shape of the amendments, including the implementing acts and standards that will give them
concrete effect, remains open. The project should therefore monitor developments, particularly the

229 |bid Arts 6-9.

230 |bid New Art 23a of NIS2 Directive inserted by Art 6(1); Recital 49.

231 |bid Art 23a(5)—(7) NIS2.

232 |bid, explanatory memorandum, p 12; recital 49.

233 |bid Art 3(1)(a) and new Art 41a GDPR, inserted by Arts 3(1)(a) and 3(10); recital 27.

234 |bid Arts 3(3) and 3(15), inserting new Arts 9(2)(k), 9(5) and 88c GDPR; recitals 30-33.

235 |bid Arts 6-9 Digital Omnibus Proposal; new Art 23a NIS2 Directive (Art 6(1)).

236 |bid New Chapter Vlic (Arts 32i-ab), Chapter Vlla (Arts 32a-g) Data Act, inserted by Art 1(18) and Art 1(27).
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standards for machine-readable consent signals and the pseudonymisation criteria, in order to align any
future architecture with the simplified legal environment that the Digital Omnibus aims to create.

5 Ethical Framework

5.1 Overview

The EU High-Level Expert Group (HLEG) on Al developed the Ethics Guidelines on Trustworthy Al in
2019%7, which are based on three core principles. First, Al systems should comply with all relevant laws
and regulations. Second, they should uphold ethical principles and values. Third, they should be robust,
considering both technical and social aspects to prevent unintended harm. The Guidelines emphasise that
each of these principles is necessary but not sufficient on its own to achieve Trustworthy Al. They
underscore the importance of research initiatives like eBRAIN-Health integrating these principles into the
design, development and deployment of their Al systems, such as digital brain twins.

In this part of the final Legal and Ethical Framework Deliverable (D2.6), we address the second principle:
the ethical implications of the eBRAIN-Health project and the adherence of the project to ethical principles
and values. First, we address the benefits and ethical value of the eBRAIN-Health project and
considerations about the future use of digital brain twins in the clinic. We then move on to addressing
several ethical issues relevant to the project, namely: ethical communication and terminology, data
sharing and privacy and bias and discrimination.

Furthermore, for each section, the deliverable presents feedback obtained in the context of Public
Involvement activities, where members of the eBRAIN-Health PPAG and of the European Working Group
of People with Dementia shared their views and concerns about the project.

Finally, for each ethical issue, we draw from the available literature as well as the Public Involvement
feedback, to provide ethical guidelines for the eBRAIN-Health project partners to consider as part of their
work in the project. The selection of focal areas in this deliverable was based on their relevance to the
current activities of the eBRAIN-Health project, as well as the themes and concerns that arose from the
Public Involvement consultations. It is worth noting that this deliverable represents an initial ethical
analysis, and as the project progresses, additional concerns and areas may be identified and incorporated
into the final ethical and legal framework deliverable.

Note 1: An extensive exploration of the ethical considerations surrounding the development and use of
digital brain twins in research, their applications in clinical settings and their wider societal use can be
found in the scoping review deliverable (D2.3). This scoping review deliverable also provides
recommendations for policymakers and digital twin researchers as well as avenues for further research
on the ethics of digital brain twins.

Note 2: Information pertaining to ethical concerns related to stakeholder participation and accessibility
for persons with disabilities for health-related Al such as digital brain twins can be found in the ‘EU Al Act’
short policy brief deliverable (D2.10), together with relevant guidelines for Al researchers and developers.

237 High-Level Expert Group on Al (2019). ‘Ethics Guidelines for Trustworthy Artificial Intelligence’ European Commission.
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5.2 Ethics and the eBRAIN-Health project

Reflecting on ethics in the context of the development of new Al-based technologies such as digital brain
twins is crucial to making sure that the various outputs of and new technologies developed as part of the
eBRAIN-Health project are aligned with ethical values and principles such as promoting fairness, avoiding
negative consequences for individuals or enhancing societal wellbeing. By considering ethical
implications, eBRAIN-Health project partners can work towards creating research output and Al systems
that are beneficial and empowering for individuals and society, rather than harmful or discriminatory.

New technologies such as Al-based digital brain twins can have unintended consequences that may be
difficult to predict. Ethical reflection allows researchers and developers to anticipate potential risks and
harms associated with Al (Mittelstadt?3¢, 2016). Additionally, as mentioned in the Ethics Guidelines for
Trustworthy AI%°, trust is essential for the successful adoption and acceptance of Al technologies. Ethical
considerations play a vital role in building trust among end users, stakeholders and the general public.
When people are aware that Al systems are developed with ethical principles in mind, they may be more
likely to trust these technologies, be receptive to their benefits and be willing to use them in a clinical
setting (Floridi and Cowls, 2023).2*° Ethical reflection can also help in meeting legal and regulatory
requirements associated with Al research and development. Many countries and jurisdictions are
implementing or considering Al-specific regulations to ensure responsible Al use (e.g. the EU with the new
EU Al Act). Researchers and organisations can proactively address potential future compliance
requirements by integrating ethical considerations early into the development process of Al systems such
as digital brain twins (Jobin et al., 2019)?*!. Ethical reflection on the development of new Al-based
technologies can, in addition, encourage researchers to pay more consideration to the future
sustainability of the eBRAIN-Health project by considering the long-term societal implications of the
project (Bostrom et al., 2014).242

In the field of biomedical ethics and the ethics of Al, several ethical models or frameworks are commonly
used to address ethical issues. Some of the approaches that are commonly used and which may be
relevant when reflecting on the ethical implications of the eBRAIN-Health project are the following:

- Deontological Ethics: Deontological ethics emphasises the inherent moral duties and obligations
associated with specific actions, regardless of their consequences. It involves adherence to moral
rules, principles, or categorical imperatives, such as Kant’s categorical imperative, which focuses
on universalisability and respect for persons.

- Principles-based ethics: This approach may be considered a sub-set of Deontological ethics. It is
based on a set of foundational ethical principles, such as autonomy, beneficence, non-

238 Mittelstadt, B.D. et al. (2016) ‘The Ethics of Algorithms: Mapping the debate’, Big Data &amp; Society, 3(2), p.
205395171667967. doi:10.1177/2053951716679679.

239 High-Level Expert Group on Artificial Intelligence. (20019) ‘Ethics Guidelines for Trustworthy Al’, European Commission.
240 Floridi, L. and Cowls, J. (2019) ‘A unified framework of five principles for Al in society’, SSRN Electronic Journal [Preprint].
doi:10.2139/ssrn.3831321.

241 Jobin, A., lenca, M. and Vayena, E. (2019) ‘The global landscape of Al ethics guidelines’, Nature Machine Intelligence, 1(9),
pp. 389-399. doi:10.1038/s42256-019-0088-2.

242 Bostrom, N. and Yudkowsky, E. (2014) ‘The Ethics of Artificial Intelligence’, The Cambridge Handbook of Artificial
Intelligence, pp. 316—334. d0i:10.1017/cb09781139046855.020.
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maleficence, and justice. It involves assessing ethical dilemmas by considering how these
principles apply and may conflict with each other in specific situations. One example of such
approach in biomedical ethics is that of Beauchamp and Childress’ ‘Principles of Biomedical Ethics’
(2002).

Virtue Ethics: Virtue ethics focuses on developing virtuous character traits and moral excellence.

It focuses on the importance of cultivating virtues, such as honesty, compassion, integrity and
empathy to guide ethical decision-making.

- Consequentialism: Consequentialist ethics, also known as teleological ethics, evaluates the moral
worth of an action based on its outcomes or consequences. The primary focus is on maximising
overall utility or happiness (utilitarianism) or achieving desirable ends.

- Care Ethics: Care ethics highlights the crucial nature of relationships, empathy, compassion, and
care in ethical deliberation. It focuses on the interconnectedness of individuals and highlights the
moral significance of caring for others.

- Narrative Ethics: Narrative ethics recognises the significance of personal and communal stories in
ethical decision-making. It involves understanding and interpreting individual narratives, social
contexts, and cultural values to inform ethical analysis and decision-making.

It is worth noting that these models are not mutually exclusive, and ethical analysis often draws on
multiple frameworks to comprehensively examine complex ethical issues in health and Al-related
research, particularly as each approach may carry its own limitations.

For instance, the approach of principle-based ethics put forward by the EU High-Level Expert Group (HLEG)
commonly used as the basis for the development of ethical guidelines on the use of Al, has received some
criticism. Indeed, ethical principles sometimes conflict with each other, making it challenging to prioritise
or reconcile principles in real-world situations. Principle-based approaches or guidelines may provide
broad guidance but can be open to interpretation and not offer sufficient specific guidance for resolving
a complex ethical dilemma. Certain Al ethical guidelines and principle-based approaches to ethics may
also sometimes neglect the importance of emotions, empathy, care and the relational aspects of ethical
decision-making (Alzheimer Europe, 2019) (Munn, 2022).243 244 245

5.3 Information on public involvement activities in the eBRAIN-Health project

5.3.1 Public Involvement: Definition and Rationale

Public involvement aims to involve individuals with dementia at various stages of the research process or
output. It entails conducting research and developing policies with or by members of the public and
patients, rather than solely on or for them. Public involvement goes beyond raising awareness or providing
information about ongoing or completed research (referred to as patient engagement) or simply being a

243 Topol, E.J. (2019) ‘High-performance medicine: The convergence of human and Artificial Intelligence’, Nature Medicine,
25(1), pp. 44-56. doi:10.1038/s41591-018-0300-7.

244 Munn, L. (2022) ‘The uselessness of Ai Ethics’, Al and Ethics [Preprint]. doi:10.1007/s43681-022-00209-w.

245 Alzheimer Europe (2019) ‘Overcoming ethical challenges affecting the involvement of people with dementia in research:
recognising diversity and promoting inclusive research.” (2019). Available at: 05706 Alzheimer Europe ethics report 2019 92.pdf
(alzheimer-europe.org).
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research participant in a study. Instead, it aims to foster a partnership between researchers and the public
where all parties contribute collaboratively to varying degrees in the research process or its outcomes
(Alzheimer Europe, 2019).2%¢

Public involvement is seen as valuable in its own right, connecting involvement to concepts of democracy,
public accountability, transparency and legitimisation. It aims to recognise individuals’ rights to have a
voice and to be involved in research relevant to their condition, such as dementia, aligning with ethical
principles of justice and fairness (Alzheimer Europe, 2019).

Substantive or pragmatic arguments for public involvement focus on the impact of public involvement for
the quality, validity, relevance and utility of research. Public Involvement has been shown to be key in
providing insights and knowledge that researchers may overlook. Personal experiences and perspectives,
outside the medical or technical frame of reference, can contribute significantly to the research process
(Alzheimer Europe, 2019).

It is important to note that the views provided during Public Involvement activities and consultations may
not be representative of the broader population or other people with similar conditions and should not
be interpreted as the output of consensus-based consultations or as qualitative research. Rather their
views should serve to provide some insight into some opinions of people with dementia, people with MCl
and relatives of people with dementia, which are unique to them as individuals.

5.3.2  Public Involvement activities in Year 1 of the eBRAIN-Health project

Public involvement activities in the eBRAIN-Health project were conducted through consultations with
the eBRAIN-Health Public and Patient Advisory Group (PPAG). The PPAG consists of five members,
including three men and two women, from three different countries: Germany, Spain, and the UK. The
group includes relatives of people with dementia, two individuals with MCI (Mild Cognitive Impairment)
and one person living with dementia.

In addition to consulting the PPAG as the main advisory group, we sought input from Alzheimer Europe’s
European Working Group of People with Dementia (EWGPWD) to gather a more diverse range of
perspectives and more in-depth insight from people with dementia. The EWGPWD is composed of 15
people with dementia from different European countries. 2%

We held one online consultation with the EWGPWD and three online consultations with the eBRAIN-
Health PPAG. The participants were provided with the content of the sessions and questions in advance,
to ensure better preparation and facilitate contributions during the meetings.

Each consultation, lasting between 1.5 to 2 hours, was facilitated by a member of the Alzheimer Europe
staff who guided the discussions and ensured active participation from all attendees. The meetings took
place online, and when relevant, other project partners also attended to provide information about the
project, seek feedback on their work and foster a sense of collaboration between researchers, project

246 Alzheimer Europe (2019), ‘Overcoming ethical challenges affecting the involvement of people with dementia in research:
recognising diversity and promoting inclusive research.” (2019). Available at: 05706 Alzheimer Europe ethics report 2019 92.pdf
(alzheimer-europe.org).

247 More information about the EWGPWD is available here: EWGPWD Members | Alzheimer Europe (alzheimer-europe.org).
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partners and the Pl contributors. Following the consultations, members had the option to provide
additional written feedback.

The feedback described in this deliverable combines both the perspectives of the PPAG and of the
EWGPWD. The PPAG and EWGPWD members who contributed to the PI consultations are all referred to
as ‘Pl contributors’ or as ‘members’ throughout this deliverable.

5.4 Benefits and ethical value of the eBRAIN-Health project

In eBRAIN-Health, a large variety of data sources will be brought together in a GDPR-compliant research
platform. These data sources will include brain scans, behavioural studies and lifestyle surveys as well as
clinical data from thousands of people with neurodegenerative conditions such as dementia and from
healthy indiivduals. The eBRAIN-Health project platform is focused on building ‘digital brain twins’. The
term digital brain twins refer to computational models or simulations that aim to replicate and mimic
some elements of the complex structure, functionality and dynamics of the human brain. These models
seek to capture, for instance, the intricate interplay of neurons, synapses and neural circuits, along with
the emergent behaviors and cognitive processes exhibited by the human brain (Braun, 2021) 248(Ferdousi
et al., 2021).249 Digital brain twins are created through the integration of various disciplines, including
neuroscience and computer science and make use of advanced artificial intelligence algorithms. By
providing representations of the neural architecture and activity patterns of the brain, digital brain twins
offer a way to deepen our understanding of brain function, explore hypotheses and potentially provide
insights into cognitive phenomena and certain brain conditions such as dementia. Digital brain twins are
usually updated through Al systems, with new information at regular intervals (e.g. through remote
monitoring of certain data). A digital brain twin can serve to better understand the particular brain of an
individual person as it offers the possibility of personalisation: this is achieved by inserting personal
information about the individual into the brain model with the goal of representing certain features of
that person’s brain. The eBRAIN-Health project and its focus on designing and developing digital brain
twins can bring about many positive impacts at the individual and societal levels (Ahmadi-Assalemi, et al.,
2020)250 (Bogaardt, et al., 2021)251 (Braun, 2022)252 (Evers & Salles, 2021)253 (Lim, 2014)254.

In research, digital brain twins contribute to understanding diseases, discovering new treatments and
addressing data fragmentation issues (i.e. brain data coming from various sources or in various formats).
They can reduce healthcare costs by improving resource allocation and enhancing diagnosis and

248 Braun, M. and Krutzinna, J. (2022) ‘Digital Twins and the ethics of Health Decision-making concerning children’, Patterns,
3(4), p. 100469. doi:10.1016/j.patter.2022.100469.

249 Ferdousi, R. et al. (2021) ‘Digital Twins for well-being: An overview’, Digital Twin, 1, p. 7. doi:10.12688/digitaltwin.17475.1.
250 Ahmadi-Assalemi, G. et al. (2020) ‘Digital Twins for Precision Healthcare’, Advanced Sciences and Technologies for Security
Applications, pp. 133-158. doi:10.1007/978-3-030-35746-7_8.

251 Popa, E.O. et al. (2021a) ‘The use of Digital Twins in healthcare: Socio-ethical benefits and socio-ethical risks’, Life Sciences,
Society and Policy, 17(1). doi:10.1186/s40504-021-00113-x.

252 Braun, M. and Krutzinna, J. (2022) ‘Digital Twins and the ethics of Health Decision-making concerning children’, Patterns,
3(4), p. 100469. doi:10.1016/j.patter.2022.100469.

253 Evers, K. and Salles, A. (2021) ‘Epistemic challenges of Digital Twins & Virtual Brains: Perspectives from fundamental
neuroethics’, SCIO: Revista de Filosofia, (21), pp. 27-53. doi:10.46583/scio_2021.21.846.

254 Lim, D. (2013) ‘Brain simulation and personhood: A concern with the Human Brain Project’, Ethics and Information
Technology, 16(2), pp. 77-89. doi:10.1007/s10676-013-9330-5.
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treatment efficiency. However, the initial development of digital twins requires significant investment and
careful cost-effectiveness evaluations are necessary. Additionally, digital brain twins offer alternative
testing methods that can reduce animal as well as human testing (Evers & Salles, 2021)255 (Lim, 2014)256.

In the clinical setting, digital brain twins can enable precision medicine on a large scale, considering
individual variability in genes, environment and lifestyle. They use patient-specific data to make tailored
predictions, decisions and evaluations, allowing for personalised healthcare. Digital brain twins could
enable researchers and clinicians to detect abnormalities earlier, diagnose asymptomatic conditions, and
simulate treatment responses and optimise treatment trajectories. However, digital twins should enhance
clinical care rather than replace clinicians, and human involvement in decision-making remains crucial.
They can also empower individuals to make disease-preventive choices and improve patient engagement
in their own health, leading to better health outcomes (Braun et al., 2022).257

Whilst the eBRAIN-Health project can bring about a range of ethical benefits for individuals and wider
society, it is important to also consider the ethical risks and concerns of the project and carefully balance
them, using a reference to different ethical models and approaches. Achieving a delicate balance between
the benefits of a research project and ethical concerns is a critical task in the realm of health research.
This intricate equilibrium necessitates careful navigation of scientific progress and must be accompanied
by a strong commitment to upholding ethical principles and values and safeguarding the well-being of
research participants and the public as a whole. The benefit of the eBRAIN-Health project lies in its
potential to improve research, clinical practice and general public health. However, these aspirations
should not overshadow the responsibility to mitigate potential risks to society and prioritise the
protection of individuals from harm and other ethical risks (e.g. related to data sharing or bias and
discrimination) outlined in the sections below.

5.4.1 Feedback from the Public Involvement consultations: first impressions, expected benefits and
hopes surrounding the eBRAIN-Health

Contribution to the improvement of research

Overall, the members expressed feeling enthusiastic and excited about the eBRAIN-Health project’s

general plan and purpose. Some PI contributors stated that technology and artificial intelligence are
already very well established in many areas of life and of business and welcomed using technological
advances for the improvement of health and treatment of conditions such as dementia.

Some members described digital brain twins as a promising avenue for researchers to achieve a better
understanding of how the brain works and how it is affected by conditions such as dementia. In
particular, they expressed a wish for digital brain twins to help get a better understanding of how

255 Evers, K. and Salles, A. (2021a) ‘Epistemic challenges of Digital Twins & Virtual Brains: Perspectives from fundamental
neuroethics’, SCIO: Revista de Filosofia, (21), pp. 27-53. doi:10.46583/scio_2021.21.846.

256 Lim, D. (2013) ‘Brain simulation and personhood: A concern with the Human Brain Project’, Ethics and Information
Technology, 16(2), pp. 77-89. doi:10.1007/s10676-013-9330-5.

257 Braun, M. and Krutzinna, J. (2022) ‘Digital Twins and the ethics of Health Decision-making concerning children’, Patterns,
3(4), p. 100469. doi:10.1016/j.patter.2022.100469.
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dementia may evolve over time (e.g. predict the evolution of the disease for one particular individual)
and uncover new treatment options for dementia. Some PI contributors also expressed enthusiasm
about the use of digital brain twins to improve the risk prediction and assessment of dementia.

Contribution to the improvement of clinical practice

It was noted by some members that digital brain twins can be used as a way to gather and store a large
amount of patient information in a single place. This can be very helpful for improving the quality of
clinical practice as some people with dementia find that they might have to see a range of different
doctors who do not always have access to all their health information.

As side effects have been identified as an important concern for dementia treatment, the idea of digital
brain twins being used to help tailor medication to the individual was also very welcome for some
members.

5.5 Ethical considerations related to the use of digital brain twins in a clinical setting

An important ethical concern that arose during the discussion of eBRAIN-Health with the Pl contributors
was the issue of human contact and the use of digital brain twins in clinical settings. Although this may
not be directly relevant to researchers currently working on the project, these constitute important
considerations to take into account when anticipating or reflecting on the future use of digital brain twins
in clinical settings.

The introduction of Al systems in primary healthcare settings may strongly impact the patient-clinician
relationship, which is built on trust, empathy and human interaction. According to existing literature
(Topol, 2019)%%8, while Al can help improve clinical decision-making, it is also crucial to preserve the role
of human clinicians and ensure meaningful patient-centred care. To promote informed decision-making
and cultivate trust, it is imperative to provide transparent information regarding the accuracy of Al-based
healthcare services to both clinicians and users. This ensures that stakeholders have a clear understanding
of the tool’s capabilities and limitations. By enhancing understandability and trust, users and clinicians
can make informed choices regarding the utilisation of the Al tool.

Moreover, a comprehensive informed consent process should be established, encompassing all relevant
aspects of using the tool. This includes explicitly informing users and clinicians about the potential risks
associated with its use, such as biases that may be present in the Al system or the implications of data
sharing. These measures are essential to empower users and clinicians to make informed decisions

258 Topol, E.J. (2019) ‘High-performance medicine: The convergence of human and Artificial Intelligence’, Nature Medicine,
25(1), pp. 44-56. doi:10.1038/s41591-018-0300-7.
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regarding the adoption and usage of the Al-based healthcare service. The topics of data protection,
informed consent and bias will be discussed in more depth in the sections below.

Furthermore, the assignment of responsibility and accountability becomes more complex when Al
systems are involved in clinical decision-making. Determining who is liable for errors, adverse outcomes

or biases that result from the Al system can be challenging. According to Mittelstadt (2016)%°

, it is
important to establish clear frameworks for accountability and liability in Al-driven healthcare and digital
brain twins. This involves delineating responsibilities among developers, health institutions and regulatory
bodies to ensure that ethical and legal obligations are met. As a last point, there should be mechanisms
to ensure redress. In particular, various civil society and patient organisations have stated that individuals
affected by health-related Al systems should be empowered to understand, challenge and seek redress
(i.e. compensation for any harm experienced) about decisions made with the assistance of Al systems
(ANEC, 2021) 260 (AlgorithmWatch and European Digital Rights, 2021)?®* (Von Oirschot and Ooms, 2022)
262 |mplementing a redress mechanism for an Al system used in the clinic can provide general
accountability by allowing individuals, or some organisations that represent individuals/civil society, to
submit complaints and challenges to Al systems when harm or negative impact is incurred by individuals
or communities.?®® The ability for individuals to demand compensation ensures a robust mechanism for
upholding their rights to autonomy and to non-maleficence.?®* Redress mechanisms also enable Al
professionals and/or Al regulators to identify and collate trends in negative impacts from Al systems (such
as unintended harm to individuals’ health).2%®> This information can, in turn, create awareness about
common problems among users of Al systems and provide learning opportunities regarding Al
development.?6®

5.5.1 Feedback from Public Involvement Consultations: the use of digital brain twins in a clinical
setting

When discussing hypothetical scenarios about the use of digital brain twins in the clinic, e.g. for risk
prediction or dementia treatment/management, many members mentioned they would be very open to
using such tools in the clinical setting. Regarding any information and reassurance that a doctor would
be able to provide, they mentioned that information about the security of the data would be useful as
well as information about how data would be used and under what conditions. It was also highlighted

259 Mittelstadt, B., 2021. Near-term ethical challenges of digital twins. Journal of Medical Ethics, 47(6), pp. 405-406.

260 ANEC, ‘Position Paper: ANEC comments on the European Commission Proposal for an Artificial Intelligence Act’ 2021.

261 AlgorithmWatch and European Digital Rights, ‘An EU Artificial Intelligence Act for Fundamental Rights — A Civil Society
Statement’ 2021.

262 Janneke van QOirschot and Gaby Ooms, ‘Interpreting the EU Artificial Intelligence Act for the Health Sector’ (2022) Health
Action International.

263 Dave Dawson et al. ‘Artificial Intelligence: Australia’s ethics framework — a discussion paper’ 2019 Commonwealth Scientific
and Industrial Research Organisation (CSIRO), Department of Industry, Innovation and Science (Australia).

264 Mark Ryan and Bernd Carsten Stahl (2021). ‘Artificial Intelligence ethics guidelines for developers and users: clarifying their
content and normative implications’ Journal of Information, Communication and Ethics in Society.

265 AlgorithmWatch and European Digital Rights, ‘An EU Artificial Intelligence Act for Fundamental Rights — A Civil Society
Statement’ 2021.

266 ANEC, ‘Position Paper: ANEC comments on the European Commission Proposal for an Artificial Intelligence Act’ 2021.
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that information about the “degree of accuracy” of the digital brain twin would be needed to make an
informed decision.

“l would like to be assured that my personal data will be kept safe and not disclosed to other people
without my explicit permission. | would like to sign an agreement that specifies this and it should
include a clause stating that my personal data will be kept anonymous if they were going to be used
for research purposes.”

In addition to providing information about the data-sharing process and the information about the
digital brain twin in itself, the Pl contributors also referred to the general relationship between patient
and clinician and the fact trust placed in the clinician can be key to accepting the technology as part of
the healthcare approach.

“The relationship with the doctor was crucial to my husband accepting all the invasive treatments for
his cancer. With Alex (husband), it was necessary, in the last few weeks we were so lucky to have
people who were so informed and compassionate. | have great faith in health services “

Some members described the digital brain twin as a tool that could enhance the patient-clinician
relationship and provide a source of empowerment for clinicians. However, they feared that the use of
digital brain twins may promote a medical model approach to dementia and leave aside issues related to
social justice, e.g. information about environmental or socio-economic factors which also influence the
condition. They, therefore, recommended that clinicians take a whole person-centered approach when
using digital brain twins.

“| fear that the brain model is reduced to brain health and doesn’t include my psychosocial situations,
fears and crises...I want to be seen in a holistic way .... my whole body, my psyche, not only my brain.”

Members were also fearful of technology replacing human contact in the clinic. Some members
recommended maintaining a balance between human contact and the use of new technologies.

“You cannot beat human contact. It’s so important.”

‘But please, let’s not forget how important having contact and humanity in the disorder is, because if
we do forget that, then we are all clones, and none of us wants to live in the Matrix”

Regarding redress, some Pl contributors stated the right to seek redress is ‘extremely important’ for
high-risk Al systems used in or developed by medical research’. The members also commented that it
may be difficult to identify who or what is responsible for an error made by an Al used in the context of
health care. The importance of a mechanism to challenge decisions and ask for more information was
deemed particularly relevant in this regard. Some Pl contributors, therefore, recommended that Al
professionals or medical researchers working with Al, should whenever possible, implement some
mechanisms for asking for further information or challenging decisions of Al-based health systems. This
was identified as very important for maintaining the ethicality of Al systems and creating trust with the
public and patients.
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5.6 Ethical communication and use of terminology

Appropriate, clear and regular communication about ongoing research projects, such as eBRAIN-Health,
to the general public is crucial from an ethical perspective. Timely and understandable communication
about research can provide members of the general public with information about new findings that they
can use to make informed decisions about their health (Bubela et al., 2009)%’. This can enhance people’s
autonomy as well as the right to beneficence. It could be argued that researchers have an ethical duty to
communicate findings appropriately and from which individuals can benefit (Alzheimer Europe, 2019).

Public communication also holds researchers accountable for their work. When research findings are
communicated to the public, it allows for more transparency of the research and in turn more scrutiny
and better identification of potential ethical concerns in a research project. Transparent communication
about research findings, methods and limitations can contribute to more trust among the public, for
instance, because it can allow individuals to understand the rationale behind research decisions and study
processes (Lee and Li, 2021). 2°® Communicating findings to the general public can also help ensure more
equitable access to health-related information. Disseminating research findings widely, including in
marginalised communities, can contribute to bridging knowledge gaps and reducing health disparities
(Viswanath, 2006%%).

In the case of eBRAIN-Health, the concept of digital brain twins may still be unheard of by many members
of the general public, so ensuring clear public communication is also key to building more trust and better
understanding around the use of this new tool. The use of language to describe a research project has
ethical implications as it holds the potential to influence public perceptions, policy decisions and
healthcare and research resource allocation (Lupton, 2021).2° Presently, many Al-based new
technologies or tools, such as digital brain twins, are anthropomorphised (i.e. described using terms that
imply human-like qualities) such as “twin” or “intelligence,” creating the perception that they are highly
accurate and capable of independent learning and decision-making (Lupton, 2021).2’ However, in reality,
digital brain twin development is still in its early stages, and current models may still lack accuracy and
make mistakes due to incorrect or low-quality data. The reliance on non-transparent or difficult-to-explain

267 Bubela, T. et al. (2009) ‘Science communication reconsidered’, Nature Biotechnology, 27(6), pp. 514-518.
doi:10.1038/nbt0609-514.

268 L ee, Y. and Li, J.Q. (2021) ‘The role of Communication Transparency and Organizational Trust in Publics’ perceptions,
attitudes and social distancing behaviour: A case study of the covid-19 outbreak’, Journal of Contingencies and Crisis
Management, 29(4), pp. 368—384. d0i:10.1111/1468-5973.12354.

269 VViywanath, ‘Examining the Health Disparities Research Plan of the National Institutes of Health: Unfinished Business.
Institute of Medicine (US) Committee on the Review and Assessment of the NIH’s Strategic Research Plan and Budget to Reduce
and Ultimately Eliminate Health Disparities’; Thomson GE, Mitchell F, Williams MB, editors. Washington (DC): National
Academies Press (US), 2006.

270 Lupton, D. (2021) ‘Language matters: The “digital twin” metaphor in health and medicine’, Journal of Medical Ethics, 47(6),
pp. 409-409. doi:10.1136/medethics-2021-107517.

271 Lupton, D. (2021) ‘Language matters: The “digital twin” metaphor in health and medicine’, Journal of Medical Ethics, 47(6),
pp. 409-409. doi:10.1136/medethics-2021-107517.
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algorithms further compounds the problem (Huang et al, 2022).272 The use of terminology, therefore,
needs to be appropriately considered when reflecting on ethical communication about the eBRAIN-Health
project.

5.6.1 Feedback from Public Involvement consultations regarding communication and terminology

The term ‘digital brain twin’

When the PI contributors were consulted about this topic in depth, most members expressed some
concern or confusion about the term ‘digital brain twin’. Many contributors found it difficult to understand
what a digital brain twin actually consists of. Talking about digital twin usage in other fields (e.g.
engineering) was seen as a good way to increase the understandability of the term, combined with visual
aids and case study examples of how digital brain twins would be used in practice. It was also mentioned
that discussing the use of digital twins in other fields (e.g. engineering for testing planes) could be a good
way to help illustrate what the concept consists of. The word twin may imply a high level of accuracy,
which according to some members might be misleading and create false hopes if such a level of accuracy
and detail is not achieved by the project. Some found the word twin confusing because it made them
think of ‘another real brain’ (e.g. with similar genes) rather than a digital representation of their own
brain. One member noted that the use of the word twin could lead to ‘misinformation’.

Some other terms were suggested to refer to digital brain twins in a more realistic, accurate or/and
understandable way:

: This was described as a simple and more understandable way to depict
digital brain twins.

: This was suggested by some members as a sound alternative for referring to
personalised digital brain twins in a clear and straightforward way. For members, the word ‘digital’
adequately captures the fact that the brain is not in ‘real organic form’, and the word ‘my’ demonstrates
the ‘personalised feature’ of the technology. This could be a useful word, particularly for the use of
personalised digital brain twins in a clinical setting and when used for self-management purposes.

Some additional suggestions of terms or metaphors that can aid in depicting digital brain twins to the
public were the following. It is worth mentioning that some words may make more or less sense
depending on the person’s native language and culture.

272 Huang, P., Kim, K. and Schermer, M. (2022) ‘Ethical issues of Digital Twins for Personalized Health Care Service: Preliminary
mapping study’, Journal of Medical Internet Research, 24(1). doi:10.2196/33081.
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- or — while some members thought this was an adequate way of referring to the
technology, other members did not agree and described the term as being too closely tied to the idea of
‘playing tools’.

-The word * was preferred to ‘ . One member explained that the word virtual could create
more fear about technology, perhaps sounding a bit more “futuristic’.

General communication about the project by researchers

The members also discussed how researchers should go about communicating about digital brain twins
and the eBRAIN-Health project more generally.

1.Clarity and understandability:

The members stated that it is important to avoid complex terminology when communicating with the
general public. Simple terms and explanations should be prioritised. The use of terms should also be
adapted to the needs and interests of the type of audience that is targeted (e.g. people with dementia,
people with no known cognitive impairment etc.)

The Pl contributors also stated that the project could also be made more understandable by including
case studies or examples of how digital brain twins may be used in practice in different situations (e.g.
for the different stages of dementia, for healthy people vs. people with dementia in the clinic, in
research etc.).

Pictures can also be useful to help explain and demystify the concept of digital brain twins. Whilst some
members felt positive about the pictures on the eBRAIN-health website (c.f. the current draft version), it
was suggested to perhaps include a more varied set of pictures, such as a picture with some ‘real
people’ and a ‘human aspect’. It was also recommended to pay particular attention to the colours and
fonts used and make sure that these are accessible to people with cognitive problems. Diagrams were
also suggested as a way to portray the project in a simple way.

Animations (i.e. dynamic visual medium produced from static drawings, models, or objects posed in a
series of incremental movements, usually a couple of minutes long) may also be a good way of making a
research project more understandable to the general public. It was noted, however, to include positive
images/representations of dementia and people with cognitive problems, and avoid representations
that are stigmatising (e.g. picture where a person with dementia is depicted with their head as having
branches flying away into the wind).
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Another example of ways to enhance effective communication about the project to the public was by
directly asking for feedback about specific communication material. The following examples were
provided by members: young researchers involved in the project directly asking for feedback on their
poster presentation or the eBRAIN-Health communications team asking for input on social media
content or information sheets.

It was recommended by some members to clearly explain the rationale behind the project (e.g. that the
brain is a very complex organ that we still lack a lot of understanding about) and to use analogies and
examples to help depict certain concepts.

Regarding people who are trusted among the public and people with cognitive problems to publicly
communicate about the eBRAIN-Health project, members suggested dementia advocates or
ambassadors as important influencers, particularly for communication with those who experience
cognitive problems. In addition, one member said they would be more inclined to trust an expert in the
field (who has undergone training in science) rather than more ‘general’ experts/key opinion leaders
such as Bill Gates or politicians.

Regarding trusted and effective communication channels, social media and in particular, Twitter was
highlighted as a good way to make research accessible to the public and still a trusted source. A
contributor also talked positively about being invited to a conference or event about a research project.
The interaction with researchers and the opportunity to ask questions was seen as an effective public
communication avenue.

2. Transparency and honesty about the project and avoiding false hopes

The members recommended that the researchers highlight in simple terms that digital brain twins are
only representations and therefore may not be completely representative of the human brain.

It was also noted that researchers should, in general, adopt an attitude of honesty and transparency
when they communicate about the project. For instance, this includes being clear about ‘positive’ as
well as ‘negative study results’. While it is important to inspire people about the project, one should also
avoid overselling the project and creating false hopes about what the project can achieve

3. Managing fears about technology
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The members expressed that some people might have worries about the eBRAIN-Health project and
digital brain twins when they hear about it for the first time namely due to the misinterpretation of
what a digital brain twin consists of and its purposes of use.

In this sense, they highlighted varying the terms used to describe the tool could be useful to provide a
more accurate depiction and avoid misconceptions and fears surrounding the technology. Members
highlighted that people might be fearful of digital brain twins because they might fear this technology
would store their memories or be used as clones of their identity.

“Some people may think that perhaps not now but in the medium-term future, their digital brain twin
may store not only functional or clinical personal data, but also their memories, thoughts, and even
emotions. May a digital brain twin become the basis to clone a complete human’s mind?”

The members explained that there are a lot of negative portrayals of Artificial Intelligence in the media.
For this reason, some stated it is important for researchers to communicate in a nuanced and
comprehensive manner when discussing Al-based health-related tools such as digital brain twins.

“I also think that the worry about the science fiction notion/robot has not done us any good. Perhaps
the media will stop exaggerating the claims about the dangers of Al and learn to provide a more
balanced approach.”

Some members also mentioned that it is crucial to provide a balanced approach when discussing the
project, and for communication to include an emphasis on the risks of the technological tools developed
as part of the project.

5.6.2 Guidelines for eBRAIN-Health project partners — Ethical communication

Open science practices: An example of an open science practice is the Virtual Research Environment used

as part of the eBRAIN-Health project. We recommend developing and using open science practices by
sharing research data and methodologies and allowing researchers to collaborate effectively. Open
science practices are known to increase transparency, facilitate reproducibility and allow for independent
scrutiny of the research. These parties are often referred to as practices within the FAIR (Findable,
Accessible, Interoperable, and Reusable) principles of data usage in research. According to Khalil and
colleagues (2022), mere access to data is not sufficient, but the data “should be intelligently made open
after thorough scrutinisation”, whilst still maintaining the privacy and security of the data. Merton has
developed five norms of science, which can be used when reflecting on open science practices. He puts
forward the following principles:

e Causality: this principle emphasises that causal explanations are crucial for advancing scientific
knowledge and formulating theories.

e Universalism reflects impartiality and generalisation of claims. It refers to the idea that scientific
knowledge is intended to be universally applicable and objective.

e Communalism refers to emphasises the importance of sharing scientific knowledge and findings
openly within the scientific community. Scientists are expected to publish their research,
methodologies, and results so that others can review, replicate, and build upon their work

the European Union
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Scepticism is a crucial principle that requires scientists to approach their work with a critical and

guestioning mindset. Scientists should subject their hypotheses and theories to rigorous scrutiny,
challenging and testing them to ensure their validity.

e Disinterestedness reflects the scientific rigour and the role of the scientists in technically sound
research work (Merton, 1973). 273 It refers to scientists’ commitment to conducting research for
the pursuit of knowledge and truth, rather than personal gain or bias.

Nuanced and transparent public communication about the research project: The partners of the eBRAIN-

Health project should communicate about the potential benefits and limitations of the research project.
Researchers should discuss how the research findings can contribute to advancements in healthcare,
while also acknowledging any potential limitations or uncertainties in the research. It is also
recommended to highlight the ethical considerations of the eBRAIN-health project, such as those linked
to data privacy or bias and discrimination. It is recommended to avoid creating excessive hype about
digital brain twins and provide a balanced understanding of the benefits and risks of the project.
Researchers should acknowledge that digital twins are simplified representations of reality based on
assumptions and rely on substantive evidence when making claims about their impact or generalisability.
When researchers refer to digital brain twins, they should also make use of other terms to define and
describe the concept (e.g. ‘model’ or ‘digital representation’ suggested above) in order to enhance
understandability and provide a more nuanced portrayal of these tools.

Clear public communication about the research project: Clear public communication materials must be

developed. All technical and medical terms must be easily understandable and jargon and acronyms must
be avoided.
Some existing guidelines for clear communication of research projects or findings include the following:

- The Horizon 2020 Communication Guidelines?’* and the WHO Guidelines on clear health
information?’>. These guidelines emphasise accessibility, engagement and dissemination of
results in an understandable manner.

- Science Communication Codes of Conduct: Several European countries and institutions have
developed codes of conduct for science communication. These codes outline principles and
guidelines for scientists and researchers to effectively engage with the public, ensuring accuracy,
transparency and ethical communication practices. These may provide country-specific
communication guidelines when communicating in a particular country.

Yet recent evidence has demonstrated that plain language summaries of research based on existing
guidelines such as the Cochrane Plain Language Summaries (PLSs) may still lack clear conclusions and
make use of jargon (Banic et al., 2022)?’%. This emphasises the importance of investing sufficient time and
effort to make sure communication material pertaining to a research project is clear and understandable

273 Khalil, A.T., Shinwari, Z.K. and Islam, A. (2022) ‘Fostering openness in open science: An ethical discussion of risks and
Benefits’, Frontiers in Political Science, 4. doi:10.3389/fp0s.2022.930574.
274 Communicating EU research and innovation guidance for project participants (2014). Available at: Improving communication

and dissemination activities beyond the scientific community (europa.eu).

275 Principle: Understandable — Use plain language (no date) . Available at: Use plain language (who.int).
276 Banic, A. et al. (2022) ‘Conclusiveness, linguistic characteristics and readability of Cochrane Plain language summaries of
Intervention Reviews: A cross-sectional study’, BMC Medical Research Methodology, 22(1). doi:10.1186/s12874-022-01721-7.
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as well as obtaining regular feedback from members of the general public (e.g. via the eBRAIN-Health
PPAG).

It is also important to consider clear and accessible communication for people with varying levels of
cognitive abilities. Some recommended guidelines on clear communication for people with dementia
include the following:

- Alzheimer Europe (2022). Guidelines for the ethical and inclusive communication about/portrayal
of dementia and people with dementia (for the media, researchers, journalists, policy makers and
anyone responsible for the portrayal of or communication about dementia). Alzheimer Europe

- Alzheimer’s Society (2018). Positive language: An Alzheimer’s Society guide to talking about
dementia. Positive language guide 0.pdf (alzheimers.org.uk)

- Alzheimer’s Society of Canada (2017). Person-centred Language Guidelines. Person-centred-

language-guidelines Alzheimer-Society.pdf

- DEEP (2014). Dementia words matter: Guidelines on language about dementia. DEEP-Guide-
Language.pdf (dementiavoices.org.uk)

- Dementia Australia (2021). Dementia Language Guidelines. full-language-guidelines.pdf

(dementia.org.au)

- Social Care Wales (2022). Using positive language about dementia. Using positive language about

dementia | Social Care Wales

- The Alzheimer’s Society of Ireland (2018). Dementia Friendly Language. Dementia-Friendly-

Language.pdf (alzheimer.ie)

Continued communication and updates about the project: It is recommended to maintain ongoing
communication about the research project throughout the entirety of the eBRAIN-Health project. It is

crucial to provide updates on subsequent development in the project and ensure a comprehensive and
accurate representation of the research. It could also be relevant to consider inviting members of the
general public or relevant stakeholders to conferences or other events where the public can learn more
about the ongoing research and findings of the eBRAIN-Health project.

Respectful and inclusive communication: When communicating about the eBRAIN-health project,

communication should be ethical in how it portrays people with cognitive problems such as people with
dementia. Communicating about dementia or people with dementia should be carried out in an inclusive,
respectful and non-stigmatising manner. More information about this topic and guidelines can be found
in ‘Alzheimer Europe’s Guidelines for the ethical and inclusive communication about/portrayal of

dementia and people with dementia’.

Responsible and appropriate media engagement: We recommend engaging with the media responsibly,

providing accurate information and avoiding sensationalism or hype. Use trusted influencers (e.g.
dementia ambassadors or known research experts) and use commonly used ones. It is recommended to
find out about, engage and communicate with the general public through online communication channels
(this could, for instance, be social media channels such as Twitter).

Stakeholder and public involvement: It is crucial to engage with relevant stakeholders, such as healthcare

professionals, patients, policymakers, and the public, throughout the research project to inform
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communication and dissemination practices. Seek their input, address their concerns and involve them in
discussions to ensure that the communication is relevant, inclusive, understandable and effective.

5.7 Data sharing and privacy

The issues of privacy and data protection constitute important ethical concerns of the eBRAIN-Health
project. Digital brain twins are constructed using large amounts of health information from individuals,
such as their genetic information, information about their lifestyle behaviours and other clinical data such
as blood samples and brain imaging data (e.g. MRI data). The eBRAIN-Health platform aims to consolidate
and reuse a high amount of health-related data from thousands of individuals.

Health research thrives on access to diverse and comprehensive datasets and the ethical principle of
beneficence emphasises maximising societal benefits through research and increased data sharing.
Nonetheless, while data sharing has the potential to advance scientific knowledge and improve healthcare
outcomes, it must be balanced with the protection of individuals’ privacy rights which is strongly linked
to upholding principles of autonomy and non-maleficience.

In particular, data sharing increases the risk of information being used against individual interests and
discrimination. Large data platforms such as that developed by the eBRAIN-Health project, may be subject
to security breaches and unorthodox practices whereby individual data may be accessed illegally by third
parties and then be used to inform screening for insurance or employment with individual consent, which
can lead to discrimination and harm (Ahmadi-Assalemi, et al., 2020) 2’7 (Ferdousi et al., 2021)%® (Voigt et
al., 2021)%”°. Genetic data may also be used malefically (e.g. to frame someone on a crime scene). In the
case of a security breach, accessed data may also be sold for profit-making purposes without individuals’
consent (Ahmadi-Assalemi, et al., 2020).2%° Safeguarding individuals against unorthodox data usage is,
therefore, essential to uphold non-maleficence and ensure public trust towards digital twins. Data sharing
in health research also has the potential to expose individuals to the risk of reidentification.
Reidentification refers to the process of linking de-identified or anonymised data back to specific
individuals, thereby compromising their privacy and confidentiality and exposing them to risks of harm (El
Emam, 2008%8%; Ohm, 2010%82).

In the context of data sharing for research, obtaining informed consent is crucial to upholding research
participants’ right to autonomy. Informed consent is an ethical principle and legal requirement that
ensures individuals are provided with relevant information and have the capacity to make autonomous
decisions regarding their participation in research studies or medical procedures. It involves the process

277 Ahmadi-Assalemi, G. et al. (2020) ‘Digital Twins for Precision Healthcare’, Advanced Sciences and Technologies for Security
Applications, pp. 133-158. doi:10.1007/978-3-030-35746-7_8.

278 Ferdousi, R. et al. (2021) ‘Digital Twins for well-being: An overview’, Digital Twin, 1, p. 7. doi:10.12688/digitaltwin.17475.1.
279 \oigt, I. et al. (2021). ‘Digital Twins for Multiple Sclerosis.” Frontiers in Immunology, Volume 12, p. 669811.

280 Ahmadi-Assalemi, G. et al.(2020). ‘Digital twins for precision healthcare’. Advanced Sciences and Technologies for Security
Applications, 0(0), pp. 133-158.

281 E| Emam, K. and Dankar, F.K. (2008) ‘Protecting privacy using K-anonymity’, Journal of the American Medical Informatics
Association, 15(5), pp. 627-637. doi:10.1197/jamia.m2716.

282 Ohm (2012) ‘Broken Promises of Privacy: Responding to the Surprising Failure of Anonimisation’. Vol 57, p1701 UCLA Law
Review.

public document m Funded by 83/123

the European Union



;\& eBRAIN-Health

of obtaining voluntary agreement from individuals after they have been fully informed about the purpose,

procedures, potential risks and benefits and any alternatives or options available 8328

In the context of studies utilising secondary data, obtaining informed consent from individuals who
originally provided their data for a different purpose can become more challenging. However, obtaining
informed consent for every new use of the data may not always be feasible or practical. Evaluating the
health literacy and comprehension of participants regarding the research objectives and implications can
be difficult and this can pose challenges in terms of time, effort and cost (Budin- Ljgsne et al., 2017).%°

Broad consent is a consent approach that allows the use of data for a wide range of research purposes,
beyond the scope of the original study. While broad consent facilitates data sharing and promotes
research efficiency, it raises concerns regarding individual control and oversight. It has been argued that
broad consent may sometimes not provide sufficient information about potential future risks of data
sharing or does not provide enough control over one’s data (Wjertz and Boldt et al., 2022).%%% The
challenge lies in defining the boundaries and limitations of broad consent to ensure that individuals have
a reasonable understanding of the potential future uses of their data while still respecting their
preferences and right to autonomy and self-determination. Broad consent also provides a useful way for
people with diminishing cognitive capacities (e.g. people with dementia) to agree to have their data used
for future research but who may not be able to provide specific informed consent at a later point in time.
(Wjertz and Boldt et al., 2022).2%”

Informed consent in the context of Al also intersects with the concept of Al explainability. As Al systems,
including digital twin services, become more complex and sophisticated, it becomes crucial to provide
individuals with a clear understanding of how these systems work and how their data will be utilised.
Explainability refers to the ability to provide transparent and understandable explanations about the
decisions made by Al algorithms and the reasoning behind them. (Leo et al., 2022)2%8

When seeking informed consent for the use of Al systems, it is important to consider incorporating
explainability measures. This involves providing individuals with meaningful information about how their
data will be processed, the potential outcomes or predictions generated by the Al system, and any
potential risks associated with these predictions. By offering clear and comprehensible explanations, that
are adapted to varying levels of cognition, individuals can better assess the implications and make
informed decisions about providing their data. Furthermore, explainability can enhance individuals’ trust

283 World Medical Association. (2013). World Medical Association Declaration of Helsinki: Ethical Principles for Medical
Research Involving Human Subjects. Available at: https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-
principles-for-medical-research-involving-human-subjects/.

284 National Commission for the Protection of Human Subjects of Biomedical and Behavioral Research. (1979). The Belmont
Report: Ethical Principles and Guidelines for the Protection of Human Subjects of Research. Available at:
https://www.hhs.gov/ohrp/sites/default/files/the-belmont-report-508c_FINAL.pdf.

285 Budin-Ljgsne, I., Teare, H.J.A., Kaye, J. et al. (2017). ‘Dynamic Consent: a potential solution to some of the challenges of
modern biomedical research’. BMIC Med Ethics 18, 4 https://doi.org/10.1186/s12910-016-0162-9.

286 Wiertz, S. and Boldt, J. (2022) ‘Evaluating models of consent in Changing Health Research Environments’, Medicine, Health
Care and Philosophy, 25(2), pp. 269-280. doi:10.1007/s11019-022-10074-3.

287 Wiertz, S. and Boldt, J. (2022) ‘Evaluating models of consent in Changing Health Research Environments’, Medicine, Health
Care and Philosophy, 25(2), pp. 269-280. doi:10.1007/s11019-022-10074-3.

288 | g, C. et al., (2022). ‘Health Technology Assessment for In Silico Medicine: Social, Ethical and Legal Aspects.” International
Journal of Environmental Research and Public Health, 19(3).
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in Al systems. When people have a better understanding of how their data is being used and how decisions
are made, they are more likely to feel comfortable and confident in providing consent (Ahmadi-Assalemi,
et al., 2020)%® (Ferdousi et al., 2021)?*° (Leo et al., 2022).2%!

When considering explainability, it is important to reflect on how to limit black box issues in the design
and development of health-related Al such as digital brain twins. Black box problems refer to when the
inner mechanisms of Al models are often difficult to interpret or understand, making it challenging to
explain why a particular decision or prediction was made. This lack of transparency hinders the ability to
provide meaningful explanations for the model’s behavior. Black box issues may also entail difficulties in
getting any insights into the underlying factors or features that contribute to Al-based decisions, even if a
model is itself highly accurate and predictive. This lack of interpretability can be problematic, especially in
domains where explainability is crucial, such as healthcare. There may also be an ethical trade-off whereby
more accurate Al models lead to fewer possibilities for explainability (Leo et al., 2022)%2,

5.7.1 Feedback from the Public Involvement consultations regarding data protection and privacy

As part of the discussions about the ethical implications of the project with the PPAG and the EWGPWD,
data sharing and privacy issues were identified as one of the main ethical concerns of the eBRAIN-Health
project. In particular, the large quantity of personal information required for the development of a
digital brain twin was noted, and concerns were raised about how secure that information would be.

According to members, fears about and reluctance toward data sharing for dementia research or care
may also be linked to the stigma that surrounds the condition. One member explained that in Germany,
“people are ashamed, they don’t want to talk about their dementia, therefore they need so much more
information and education” about data privacy and data sharing. This also reinforces/suggests that
there is fear surrounding data security, personal identification and repurposing of data — these issues
should be appropriately managed/dealt with and communicated about to encourage data sharing more
widely.

The fear of sharing personal data was also linked to a fear of the broader effects of big data use and
digitalisation of dementia treatment and research. The members highlighted that the use of digital brain
twins may overshadow human aspects involved in the understanding of and approach to care for
dementia. There was a worry that researchers working with digital brain twins would forget about the
‘humans behind the data’ and that people would be reduced to simple numbers. For some, this was

289 Ahmadi-Assalemi, G. et al.(2020.) ‘Digital twins for precision healthcare.” Advanced Sciences and Technologies for Security
Applications, 0(0), pp. 133-158.

290 Ferdousi, R. et al. (2021). ‘Digital twins for well-being: an overview’. digitaltwin , 17475(0).

291 e, C. et al.(2022). ‘Health Technology Assessment for In Silico Medicine: Social, Ethical and Legal Aspects.’ International
Journal of Environmental Research and Public Health, 19(3).

292 | g, C. et al.(2022). ‘Health Technology Assessment for In Silico Medicine: Social, Ethical and Legal Aspects.’ International
Journal of Environmental Research and Public Health, 19(3).
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related to a larger fear of digitalisation of many aspects of society (e.g. services provided to the public
such as online banking services).

The Pl contributors highlighted that education and information are key to dealing with such worries and
building trust around data sharing. According to members, researchers or health care practitioners
working with digital twins should provide clear information about the risks and benefits associated with
data sharing and use by a digital brain twin (e.g. related to the risk of reidentification risk, security of the
data storage platform, repurposing of data and consent type and process, etc.).

“You need education and trust. You need some help in this process, to accept technology in your life”.

It is worth mentioning that many members also exhibited positive attitudes and were enthusiastic about
the idea of sharing their health information with a digital brain twin. Some mentioned that they would
be keen to share their data as this constitutes a way to contribute to research and increase information
about and foster a better understanding of the brain and conditions that affect it such as dementia.

“l would be very happy when people give their data to researchers to help researchers get information
from the point of the problem. More data from people that have dementia.... to get into this
database, it’s like a dream of the future”

“My feeling as a person living with and working with technology for a lot of years is that digitalisation
and data sharing have more positives than negatives.”

5.7.2 Guidelines for eBRAIN-Health project partners — Data privacy and protection

The eBRAIN-Health platform has a number of measures to ensure data protection and uphold data
contributors’ informed consent, for instance through compliance of the EBRAINS health data cloud for
sensitive data with GDPR guidelines as well as the risk assessment and data protection impact assessment
implemented as part of the project. There is also a Chief Information Security Officer in charge of
guaranteeing that the eBRAIN-Health complies with the GDPR. Each use case will also undergo its own
risk assessment and data protection concept evaluation. In addition to these measures, we recommend
taking into account the following guidance to enhance the ethicality of data-sharing practices:

Explainability, clarity and accessibility of information during the informed consent process: When

collecting data from individuals, it is crucial to facilitate explainability during the informed consent process
and develop user-friendly materials and tools. These can include plain language descriptions of the Al
system, visual representations of the data processing and decision-making steps and interactive
demonstrations to showcase how the digital twin operates. When obtaining informed consent from
people with cognitive problems (e.g. with dementia), explainability may become even more challenging —
it is, therefore, essential that these explanations are tailored to individuals’ varying levels of technical
expertise, cognitive abilities and cultural backgrounds. Consider seeking input from people with lived
experience and from civil society organisations to make sure that consent forms are accessible to people
with reduced cognitive abilities.
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Increase trust around data sharing in the context of Al through public communication: To reduce existing

fears surrounding data sharing, it is advisable to emphasise the societal benefits that arise from sharing
these data and how this will contribute to advancing the research project. For instance, this can be done
by highlighting how data sharing enables large-scale studies to identify patterns, trends, and associations
in health outcomes that can lead to advancements in medical knowledge and improved public health
interventions. Sharing success stories and concrete examples of how data sharing has led to positive

outcomes can further enhance public acceptability of data sharing (Besley and Nisbet, 2013).2%3

Furthermore, developing comprehensible and accessible explanations regarding data privacy and
protection measures may be helpful. For instance, offering a simplified explanation of anonymisation
techniques and data security protocols used as part of the eBRAIN-Health project (e.g. the EBRAINS Health
Data cloud) can contribute to more trust and transparency around data sharing.

In the project’s communication strategy, it is also important to promote public understanding of Al and
its limitations, specifically addressing the challenges associated with black box models within the context
of the eBRAIN-Health project. For example, conducting public workshops or awareness campaigns that
elucidate the limitations and potential ethical concerns associated with data sharing in the context of Al
use can be helpful to foster more trust and transparency.

Transparency and continued communication about how data is utilised within the project: In the

context of broad consent to secondary data usage, it is recommended to develop an ongoing dialogue
with data contributors through regular communication and feedback about how participants’ data has
been used within the eBRAIN-Health project to enhance transparency. This can be carried out by sharing
updates about ongoing research and new findings in plain language explanations (Bunnik et al 2017;
Steinbekk, 2013).2°* A study by Trinidad et al (2012) investigated participants’ preferences for consent
approaches in genomics research and found that participants valued detailed information about the types
of research the data may be used for, which suggests that providing specific details about data use can
enhance the ethical acceptability of broad consent.?> However, the practicalities of providing details
about data use in the context of broad consent may sometimes be difficult and unclear — this may be due
for instance to how types of research are categorized, how accurate findings may be or open to
interpretation, or for instance the involvement of pharmaceutical companies in projects even when it is
not their study or clinical trial (e.g. as partners in a large European project).

Continuous ethical review: Establishing appropriate governance structures and oversight mechanisms is

crucial for ethical secondary data use. According to Budin-Ljgsne and Teare (2017),2°® implementing data
access committees or independent ethics boards can enhance governance and oversight over the ethical
use of data and protection measures. Anderson and colleagues (2018) recommend periodically

293 Besley, J. C., & Nisbet, M. C. (2013). ‘How scientists view the public, the media, and the political process.” Public
Understanding of Science, 22(6), 644-659.

294 Steinsbekk, K. S., et al. (2013). ‘Informed choice? Pilot study of a web-based decision aid for parents offered newborn
bloodspot screening.’ Journal of Medical Ethics, 39(10), 659-663.

295 Trinidad, S. B., et al. (2012). ‘Research ethics. Research practice and participant preferences: The growing gulf.” Science,
337(6102), 828-830.

296 Budin-Ljgsne, I. et al. (2017) ‘Dynamic consent: A potential solution to some of the challenges of modern biomedical
research’, BMIC Medical Ethics, 18(1). doi:10.1186/s12910-016-0162-9.
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reevaluating whether the use of data falls within the remit of the consent obtained and adapting practices
accordingly. Information about how this ethical review is conducted within the eBRAIN-Health project
should be communicated to the data contributors and the general public to enhance trust.

If the original broad consent does not sufficiently cover the use of information used is a currently proposed
study, if the sample size is small and if the investigator is only interested in conducting the currently
proposed study, obtaining study specific informed consent may the best option. If the investigator plans
to carry out more than one study or the sample size is larger, it is recommended to obtain a new broad
consent. If this is not possible or feasible, it is crucial to respect the data contributor’s wishes and not
include their data.

5.8 Bias and discrimination

An important ethical issue arising from the use of artificial intelligence and machine learning in the context
of the eBRAIN-Health project is the issue of bias and discrimination.

Discrimination is a multifaceted phenomenon that refers to the unfair or prejudicial treatment of people
and groups based on characteristics such as ethnic background, gender, disability status or age.
Discrimination is contrary to an individual’s right to fairness, their right to be protected from harm and to
autonomy, and can have serious negative consequences on their psychological well-being, their economic
or social situation and their rights (e.g. right to full and equal participation in society and access to
healthcare and treatment) (Williams, 2019)?°” (Alzheimer Europe, 2021) 2°® Non-discrimination is also

enshrined in the EU’s Charter on Fundamental Rights and the commitment to the principle of equality.?*®

Algorithmic discrimination refers to the unfair treatment of certain groups of people based on certain
characteristics which occurs through the use of artificial intelligence models that are biased. It is identified
as an important ethical concern within Al design and development according to the EU Guidelines on
Trustworthy Al. According to Owens and Walker (2020), failure to anticipate bias in Al systems and take
measures to prevent it from occurring should be classified as a form of ‘scientific misconduct’. Within the
realm of health-related algorithms, the presence of discriminatory impacts can have significant
ramifications. For instance, certain groups may receive less accurate, beneficial or relevant Al-generated
predictions or outputs concerning risk assessment or personalised healthcare interventions. Moreover,
research conducted using discriminatory Al models may yield less applicable or advantageous findings for
individuals from marginalised communities. The implications of health-related algorithmic discrimination
extend beyond individual experiences and can contribute to structural discrimination, which encompasses
macro-level conditions that restrict opportunities, resources, power and overall well-being for individuals
and populations based on traits such as gender, ethnicity, disability status, social class and more. Werner,

297 Williams, D.R. et al. (2019) ‘Understanding how discrimination can affect health’, Health Services Research, 54(S52), pp. 1374—
1388. d0i:10.1111/1475-6773.13222.

298 Alzheimer Europe (2021) ‘Sex, gender and sexuality in the context of dementia: a discussion paper’. Available at 2021
Alzheimer Europe Report: Sex, gender and sexuality in the context of dementia: a discussion paper | Alzheimer Europe
(alzheimer-europe.org).

299 Article 21 - Non-discrimination | European Union Agency for Fundamental Rights (europa.eu).

public document m Fundedby 88 /123


https://www.alzheimer-europe.org/resources/publications/2021-alzheimer-europe-report-sex-gender-and-sexuality-context-dementia
https://www.alzheimer-europe.org/resources/publications/2021-alzheimer-europe-report-sex-gender-and-sexuality-context-dementia
https://www.alzheimer-europe.org/resources/publications/2021-alzheimer-europe-report-sex-gender-and-sexuality-context-dementia
http://fra.europa.eu/en/eu-charter/article/21-non-discrimination#:~:text=EU%20Charter%20of%20Fundamental%20Rights,-Previous%20title&text=Any%20discrimination%20based%20on%20any,2.

“ay

@ eBRAIN-Health

Goldstein, and Buchbinder (2010)3% highlight the necessity of eliminating all forms of structural
discrimination to achieve fair and equitable healthcare services (Alzheimer Europe, 2019; 2021).

A study by Obermeyer et al. (2019)*°* highlights an example of algorithmic bias in healthcare and how this
may lead to more structural biases. The authors analysed data from a large healthcare system comprising
over 100,000 patients. They examined the accuracy of the algorithm’s predictions for different racial
groups and found that the algorithm consistently underestimated the healthcare needs of Black patients
compared to White patients, resulting in a higher likelihood of missed opportunities for medical
interventions and potential exacerbation of health disparities. In this case, the algorithm’s bias resulted
in an unequal distribution of resources and potentially compromised the quality of care for marginalised
groups.

In the realm of health research, there are several types of algorithmic biases that contribute to algorithmic
discrimination and it is crucial for researchers working with Al to be aware of these (Giovanola et al.,
2023).302

One category of bias pertains to the design of health-related Al. The first category includes biases that
arise from how the healthcare algorithms are designed, such as biases in the labelling phase where
inaccuracies in the labelling process of the Al can lead to certain groups (e.g. minority groups) being less
represented than others. Model design bias in Al can also occur due to cohort bias which refers to a
tendency to focus on more easily measured groups without considering other minority groups (Giovanola
et al., 2023).3%

The second type of bias in health-related Al consists of biases related to the training data used by the
algorithms. This includes biases resulting from a lack of representation of certain groups or missing data
for certain groups. This can be the result of a lack of representation of certain groups within research data
as well as unequal access of minorities to some measuring devices such as MRI and PET (Giovanola et al.,
2023).304

The last two categories involve biases arising from interactions between healthcare machine-learning
models and clinicians or patients. These biases include automation bias (overreliance on the model by
clinicians and not questioning their accuracy for certain groups), feedback loop biases (clinicians accepting
incorrect model recommendations and where the algorithms learn from their own mistakes), dismissal
biases (caused by clinicians ignoring alerts that are consistently incorrect for certain groups) and allocation

300 Werner P., Goldstein, D. and Buchbinder, Eli. (2010). ‘Subjective Experience of Family Stigma as Reported by Children of
Alzheimer’s disease patients.” Qual Health Res. 20(2) 159-69. doi: 10.1177/1049732309358330.

301 Obermeyer, Z., et al. (2019). ‘Dissecting racial bias in an algorithm used to manage the health of populations.” Science,
366(6464), 447-453.

302 Giovanola, B., Tiribelli, S. (2023). ‘Beyond bias and discrimination: redefining the Al ethics principle of fairness in healthcare
machine-learning algorithms’. Al & Soc 38, 549-563. https://doi.org/10.1007/s00146-022-01455-6.

303 Giovanola, B., Tiribelli, S. (2023). ‘Beyond bias and discrimination: redefining the Al ethics principle of fairness in healthcare
machine-learning algorithms’. Al & Soc 38, 549-563. https://doi.org/10.1007/s00146-022-01455-6.

304 Giovanola, B., Tiribelli, S. (2023). ‘Beyond bias and discrimination: redefining the Al ethics principle of fairness in healthcare
machine-learning algorithms’. Al & Soc 38, 549-563. https://doi.org/10.1007/s00146-022-01455-6.
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discrepancy biases (unequal resource allocation based on predictions for certain groups) (Giovanola et al.,
2023).30

We particularly welcome the commitment to reducing certain biases in eBRAIN-Health, particularly
through the use of the ‘Al Fairness 360 open-source toolkit’.

AAl Fairness 360 (AIF360)°° is a commonly used open-source toolkit in Europe that provides a
comprehensive set of algorithms, metrics and tutorials for assessing and mitigating bias in machine
learning models. It offers a range of fairness metrics and pre-processing techniques to detect and mitigate
different types of bias, including disparate impact and disparate mistreatment. Within this framework,
Kearns et al. (2018) 3°” developed the “counterfactual fairness” framework, which is implemented in the
AIF360 toolkit. This framework aims to address bias by considering counterfactuals (hypothetical
scenarios in which certain attributes are changed) to assess whether a decision would change for different
individuals while maintaining fairness.

5.8.1 Feedback from Public Involvement Consultations regarding bias and discrimination

When asked about the issue of bias and discrimination, some members stated that information about
input data used to train an Al model, such as a digital brain twin, would be key. They would need
information about the potential differences between the under-represented group and the represented
group and how this may affect the output of the algorithm and lead to bias. This would then help them
with decision-making in the clinic regarding whether or not they want to use the technology.

They also mentioned that stakeholder participation in the design and development of a research project
can help with mitigating certain biases within algorithms.

The members also linked this issue to that of human contact — it was mentioned that human contact
when using the technology (e.g. in clinical practice) was key to mitigating existing biases within
algorithms.

5.8.2 Guidelines for eBRAIN-Health project partners — Bias and discrimination

To avoid algorithmic bias whilst developing health-related Al such as digital brain twins in the eBRAIN-
Health project, it is important for project partners to consider the following recommendations in addition
to the existing efforts to reduce bias:

305 Giovanola, B., Tiribelli, S. (2023). ‘Beyond bias and discrimination: redefining the Al ethics principle of fairness in healthcare
machine-learning algorithms’. Al & Soc 38, 549-563. https://doi.org/10.1007/s00146-022-01455-6.

306 Aj Fairness 360. Available at: Home - Al Fairness 360 (ai-fairness-360.0rg).

307 Kearns, M., et al. (2018). ‘Preventing fairness gerrymandering: Auditing and learning for subgroup fairness.” Proceedings of
the 2018 ACM Conference on Economics and Computation, 259-276.
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Ensure diverse and representative data:

Ensure that all the training data used to develop the Al algorithms is diverse and representative of the
population. This includes ensuring adequate representation of different demographics, including race,
gender, age and socioeconomic status, to reduce biases based on underrepresented groups (Rajkomar
2018).308

Make use of available frameworks about bias in Al to continuously monitor the risk of bias in the

development of health-related Al:

In addition to Al Fairness 360 open-source toolkit, other frameworks have been proposed to limit bias in
algorithmic systems, it may be useful to consider the use of additional types of toolkits also as a way to
balance the possible strengths and weaknesses of each framework.

Some examples of other frameworks or toolkits that can be used to mitigate health-related bias include
the following:

The Assessment List for Trustworthy Artificial Intelligence (ALTAI) is an initiative launched in July 2020 by
the High-Level Expert Group on Artificial Intelligence (HLEG)*® of the European Commission. The ALTAI
assessment criteria cover various dimensions of trustworthy Al, including human agency and oversight,
technical robustness and safety, privacy and data governance, transparency, diversity, non-discrimination,
societal and environmental well-being and accountability. The web-based tool associated with ALTAI
offers a user-friendly interface where developers, policymakers and other stakeholders can assess the
compliance of their Al systems with the ethical principles and recommendations provided by the HLEG. It
allows users to navigate through the assessment criteria, provide evidence for compliance and receive
feedback on areas that may require improvement.

Fairness, Accountability and Transparency (FAT) Framework: The FAT framework®'° emphasises the need
to ensure fairness, accountability, and transparency in algorithmic decision-making systems. It aims to
address bias by identifying and mitigating disparate impacts on different demographic groups. The
framework encourages algorithmic transparency, user control and public accountability.

Diverse Development Teams:

It is recommended to foster diversity within Al research, design and development teams. By including
diverse perspectives, experiences and expertise, development teams can uncover and address biases that
might be overlooked in homogeneous teams (Chen et al., 2023)*!1. As an illustration, a study by Cowgill
and colleagues (2020) found that Al models developed by more diverse teams were less likely to exhibit
bias.31?

308 Rajkomar, A., et al. (2018). ‘Ensuring fairness in machine learning to advance health equity.” Annals of Internal Medicine,
169(12), 866-872.

309 EU HLEG: Assessment List for Trustworthy Artificial Intelligence (ALTAI) for self-assessment (2020). Available at:
https://digital-strategy.ec.europa.eu/en/library/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment.

310 Fairness, Accountability and Transparency in Machine Learning — Available at: Home: FAT ML.

311 Chen et al., ‘Human-Centered Design to Address Biases in Artificial Intelligence’ (2023) —J Med Internet Res, 25.

312 Cowgill, B. et al. (2020) ‘Biased programmers? or biased data? A field experiment in operationalizing Al ethics’, SSRN
Electronic Journal [Preprint]. doi:10.2139/ssrn.3615404.
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Public Involvement and Feedback:

Involve end users and wider society in discussions about the design and development of Al, including its
potential biases. Al designers and developers can gather feedback from end users and wider society
regarding the system’s performance, enabling them to make essential adjustments and improvements to
ensure the system effectively meets patients’ needs (Chen et al., 2023). For instance, this could be done
by including the eBRAIN-Health PPAG’s input in discussions or aspects of the eBRAIN-Health related to
bias and data representativeness. 33

Develop measures to guarantee explainable Al:

Develop Al systems that aim to provide some explanations or justifications for their outputs. This helps
improve transparency and accountability, allowing users to understand how decisions are made and
identify potential biases. Provide clear information about the potential risks of different biases and the

type of data used for the training of the algorithm (Huang et al., 2022).31

5.9 Developing, refining and evaluating the ethical framework

Deliverable 2.2 Initial Legal and Ethical Framework set out key ethical findings and reflections generated
from a Scoping Review (Deliverable 2.3) and Public Involvement (PI) consultations (Task 1.5). The report
described and discussed ethical tenets and ethical issues relevant to the project (communication and
terminology, data sharing and privacy, and bias and discrimination), and introduced overarching ethical
guidelines for eBRAIN-Health project partners to consider throughout the lifetime of the project.

The current update (Deliverable 2.6) builds on this earlier work via three avenues. Firstly, the overarching
ethical guidelines described in the initial framework have been iteratively refined and streamlined to form
an accessible matrix of short ‘guiding principle’ statements, to support rapid interpretation and
straightforward adoption. Secondly, the statements have been evaluated against the FUTURE-AI
framework and ALTAI self-assessment, an international consensus-based guideline for the trustworthy
and ethical use of Artificial Intelligence (Al) in healthcare. Lastly, it summarises feedback gained from PI
consultations that sought to identify actions, that could help translate the principles into practice.

5.9.1 Matrix of ethical tenets and guiding principles for eBRAIN-Health project partners

The ‘statement-based’ iteration of the eBRAIN-Health project ethical principles provides an accessible
framework for researchers and other stakeholders, one that supports both rapidity in access (i.e. it
condenses 22 pages of text to one table), and interpretational straightforwardness. The latter is essential
to ensure the principles can guide thinking as the project evolves, and concurrently support the
development of ethically informed methods of investigation and/or practice. Upfront ethical
consideration enhances implementation prospects and reduces the risk of implementing systems or
processes that might have adverse consequences. The framework is different from others in that it is has

313 Chen et al. Human-Centered Design to Address Biases in Artificial Intelligence (2023) —J Med Internet Res, 25.
314 Huang et al. Ameliorating Algorithmic Bias, or Why Explainable Al Needs Feminist Philosophy (2022) Feminist Philosophy
Quarterly 8(3).
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been developed with eBRAIN-Health technologies in the foreground and is grounded in feedback from PI
contributors. Thus the matrix is much more aligned to the project objectives and the priorities of people
living with dementia. Consequently, the framework has a deeper focus on practical application and ethical
areas deemed insufficiently addressed in the 2019 EU High-Level Expert Group (HLEG) Guidelines on
Trustworthy Al.?

Ethical tenets Guiding principles for eBRAIN-Health project

Promote open and | Adopt open science practices as set out here https://www.openaire.eu/

transparent
communication Ensure nuanced and transparent terminology and public communication.

Commit to continued communication and updates.

Employ respectful and inclusive communication.

Engage with media appropriately and responsibly.

Build-in regular stakeholder and Public Involvement activities.

Guarantee robust data | Strive to share understandable, clear and accessible information during
privacy and protection informed consent processes.

Promote trust in data sharing through public communication.

Produce and regularly update transparent communication on data use.

Commit to continuous ethical review.

Consciously approach | Ensure diverse and representative data underpins models and algorithms.

bias and discrimination
Engage with frameworks to assess and manage bias and continuously

monitor risk of bias within datasets.

Employ or engage with diverse communities during eBRAIN-Health
technology development and evaluations.

Table 5: Matrix of ethical tenets and high-level guiding principles

5.9.2 Evaluating the eBRAIN-Health matrix against the FUTURE-AI framework

Whilst the matrix is based on best evidence at the time (a systematic scoping review conducted in 2022),
and Pl and eBRAIN-Health stakeholder feedback, it has nevertheless evolved within the context of a
specific project, bound by timelines and pre-agreed objectives in terms of investigation and reporting.
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Thus, it is necessary to undertake a quality assurance exercise whereby the eBRAIN-Health ethical

recommendations are interrogated and assessed for robustness against similar published guidelines or
tools. Multiple guides have been proposed and published, most of which provide a niche overview of a
specific domain, or focus on the reporting of artificial intelligence and associated technologies (for
example CONSORT-AI%). Two tools provide a more global overview, therefore they incorporate ethical
components and therefore offer a valid comparison. These frameworks are the FUTURE-AI (Fairness,
Universality, Traceability, Usability, Robustness, and Explainability) framework® and the ALTAI
(Assessment List for Trustworthy Artificial Intelligence) self-assessment checklist.*

The FUTURE-AI framework?® was conceived of and designed to be an overarching guideline for trustworthy
and ethical Al. It was developed by a consortium comprising 117 interdisciplinary experts from 50
countries, including Al scientists, clinical researchers, biomedical ethicists, and social scientists, who took
inspiration from the FAIR Data Principles.® Following eight rounds of consultation and feedback, the expert
group determined six guiding or core principles for trustworthy Al - fairness, universality, traceability,
usability, robustness, and explainability. The fairness principle states that Al tools used in healthcare
should maintain performance between and across individual, fostering equality if possible, or minimizing
bias if not. Universality emphasizes generalizability and transferability, the traceability principle calls for
transparent documentation of development, validation and deployment processes. The principle of
usability recommends that end users be involved in the development and real-world deployment of Al
tools and technologies. Robustness refers to capability to perform accurately in spite of variation and
explainability determines that outputs should be clinically meaningful with transparent logic.
Underpinning all of the principles are seven general recommendations: 1) continuous stakeholder
engagement; 2) data protection guarantees; 3) risk alleviation measures; 4) evaluation plans; 5) regulators
compliance plans; 6) ethical interrogation and 7) social and environmental interrogation.

The ALTAI self-assessment checklist* was similarly developed, with differences only in the number of
experts involved, rounds of consultation and piloting process. It was developed within the context of the
European Commission HLEG publication - Ethics Guidelines for Trustworthy Artificial Intelligence,* and is
described as a flexible checklist which will “encouraging thoughtful reflection to provoke appropriate
action and nurture an organizational culture committed to developing and maintaining Trustworthy Al
systems”.! The checklist dictates seven requirements for trustworthy Al, these are: 1. human agency and
oversight; 2. technical robustness and safety; 3. privacy and data governance; 4. transparency; 5. diversity,
non-discrimination and fairness; 6. societal and environmental well-being; 7. accountability. Human
agency and oversight determine that Al systems should support human decision-making, respect for
autonomy and humanized oversight. Requirement two stipulates the need for technical robustness and
safety, which emphasis dependability, resilience, safety, accuracy, reliability and reproducibility.
Requirement three privacy and data governance emphasizes the importance of prevention of harm to
privacy and the need for governance procedures to ensure these. Transparency, requirement four,
includes the component traceability, explainability and open communication. Requirement five
underlines the importance of diversity, non-discrimination and fairness which includes recommendations
to avoid unfair bias and to consider accessibility, universal design and stakeholder participation. Societal
and environmental wellbeing, requirement 6, recognizes the need to consider the broader society and
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environment as important stakeholders. Lastly, accountability, requirement seven, emphasizes the
importance of auditability and risk management.

Given the breadth, depth and robustness of the development process, the FUTURE-Al and ALTAI
frameworks represent gold standard conceptualizations. In Table 6, the eBRAIN-Health guiding principles
are assessed for their fit with these overarching frameworks, to establish the consistency of the approach
with best practice, and to enable critical reflection and assessment of gaps. The purpose of this exercise
is to determine their comprehensiveness and fit with consensus derived frameworks, that have benefited
from extended periods of development and comprehensive, international stakeholder engagement
processes. It also serves to illuminate variances that may have resulted from the different approaches
adopted (literature based [eBRAIN-Health approach] versus expert consensus based) and stakeholders

involved (experts plus people with lived experience [eBRAIN-Health approach] versus experts exclusively).

Guiding principles for eBRAIN- FUTURE-AI Overarching ALTAI Self-Assessment
Health project Principles and requirements Checklist

Adopt open science practices as set | Traceability (Traceability, | Transparency

out here | monitoring, continuous learning,

https://www.openaire.eu/ auditing, accountability)

Ensure nuanced and transparent | Explainability (Transparency, | Transparency

terminology and public | explainability, interpretability,

communication. understandability)

Commit to continued | Explainability (Transparency, | Transparency
communication and updates. explainability, interpretability,

understandability)

Employ respectful and inclusive | Explainability (Transparency, | Transparency
communication. explainability, interpretability,

understandability)

Engage with media appropriately | Explainability (Transparency, | Transparency
and responsibly. explainability, interpretability,

understandability)

Build-in regular stakeholder and | Usability (Human centred Al, | Transparency
Public Involvement activities. user engagement, usability,

accessibility, efficiency)

public document “ Fundedby 95 /123


https://www.openaire.eu/

@ eBRAIN-Health

Strive to share understandable,
clear and accessible information
during informed consent

processes.

Explainability (Transparency,
explainability, interpretability,

understandability)

Transparency

Promote trust in data sharing

through public communication.

Robustness (Robustness,
reliability, resilience, safety,
security) and Usability (Human
centred Al, user engagement,

usability, accessibility, efficiency)

Privacy and Data Governance

and Transparency

Produce and regularly update
transparent communication of

data use.

Robustness (Robustness,
reliability, resilience, safety,
security and Traceability
(Traceability, monitoring,
continuous learning, auditing,

accountability)

Privacy and Data Governance

and Transparency

Commit to continuous ethical

review.

Traceability (Traceability,
monitoring, continuous learning,

auditing, accountability)

Accountability

Ensure diverse and representative
data underpins models and

algorithms.

Universality (Generalisability,
adaptability, interoperability,

applicability, universality)

Diversity, Non-discrimination

and Fairness and

Technical

Robustness and Safety

Engage with frameworks to assess
and manage bias and continuously
monitor risk of bias within

datasets.

Fairness (Fairness, diversity,
inclusiveness, non-
discrimination, unbiased Al,
equity) and Universality
(Generalisability,  adaptability,
interoperability, applicability,

universality)

Diversity, Non-discrimination

and Fairness and

Technical

Robustness and Safety

Employ or engage with diverse | Fairness (Fairness, diversity, | Accountability, Diversity,
communities  during  eBRAIN- | inclusiveness, non- | Non-discrimination and
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Health technology development | discrimination, unbiased Al, | Fairness and Societal and

and evaluations. equity) Environmental Wellbeing

Table 6: Ethical framework for eBRAIN-Health project mapped to FUTURE-AI framework
That the eBRAIN-Health project ethical guidelines map to consensus generated frameworks>* that were
iteratively developed and which drew upon the collective knowledge and experience of a significantly
larger pool of multidisciplinary experts, is reassuring of their robustness. The theoretical and actual
approaches and tools proposed by eBRAIN-Health, if developed in the context of the project’s own ethical
principles, might therefore be considered as adhering to best practice. However, as the eBRAIN-Health
principles are primarily ethically oriented and adopt a more application focused and lived experience lens,
they should be supplemented by: 1) the legal framework and associated statutes set out in this deliverable
and; 2) other relevant frameworks that might provide more detailed guidance on specific phases or

purposes.

5.9.3 Section summary

In summary, a single legal and ethical framework designed to support specific research purposes might
be valuable to the project, however it should be flexibly considered and augmented by additional

resources if they more aptly ‘fit’ the context.

5.9.4 Feedback from Public Involvement consultation - translating principles into practice

Further Pl input across the eBRAIN-Health guiding principles was warranted, to translate them from
principles to a lived experience sensitized preliminary framework of actions that researchers and other
stakeholders could refer to and flexibly adopt. The intention of this framework of actions is to prompt
researchers to ask questions or mindfully consider things that are important to people with lived
experience at the beginning. It is intended to support researchers within eBRAIN-Health who are
designing, testing or implementing technology related activities, enabling them to better navigate
activities that will involve or impact upon people with lived experience. Similar to other frameworks, it

can be used in a number of ways:

e Plan: to plan meetings, discussions or brainstorming sessions
e  Prompt: to prompt feedback or reflection
e Guide: to direct work in a step-by-step fashion.

e Assess: to evaluate or test a pilot or prototype activity.
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Some components of the eBRAIN-Health guiding principles were more amenable or appealing to Pl
contributors to work-up into a framework of actions (for example, recommendations for Pl and
transparent communication). Therefore, these topics were a-priori selected and questions for Pl
contributors were developed (Annex 2). Notes from these meetings are subsequently summarised and
the practical framework of actions, which were collated ‘live’ during the meeting, are outlined (Tables 8,
9, and 10). These recommendations may be applicable beyond the eBRAIN-Health initiative, or feed into

the evidence base on ethical communication of advanced technologies.

5.9.4.1 Meeting overview

An online consultation was held with one person with lived experience of Alzheimer’s disease and related
dementias (ADRD), two caregivers of people who had ADRD, and one cognitively healthy individual who
had an interest in brain health. Ahead of the meeting, which lasted 1.5 hours, attendees were sent pre-
reading material providing: 1) an overview of the initial framework; 2) a literature based worked example
translating an eBRAIN-Health principle into a series of actions; 3) an outline of the questions the group
would be asked to consider during the meeting. The meeting was recorded to facilitate feedback and
report writing. The transcript from the recording was imported into NVivo 12 software and organised to
create a descriptive summary in line with a qualitative descriptive approach.® This narrative data provides

additional detail that complements the principles and associated actions.

5.9.4.2 Summary of meeting discussion

Four broad descriptive categories were identified within the discussion: 1) avoid assumptions; 2) don’t’
reinvent the wheel; 3) content ‘keys’ and 4) accessibility solutions. The categories were overarching ‘lived
experience ‘constructs that transcended the framework of actions and considerations.

Avoid assumptions

Contributors identified that assumptions are abound within research, whether that be in relation to the
understandability of their technologies, or what people need in terms of information and decision making.
People with lived experience emphasized how clinic or literature-based exposure to ADRD does not
equate to a lived-experience equivalent understanding of ADRD. Further, attempts to make things ‘fool
proof’ or ‘understandable’, based on curated clinic and academic insights were often misguided, as they
fail to appreciate an individual’s baseline experience or exposure. In terms of other processes like consent,
researchers were perceived to make similar assumptions about how much and what people want or need
to know, which can be contrary to their preferences. For example, some people with lived experience and
care givers in the group expressed a preference to rely on trust in their healthcare professional, rather
than a deep understanding of the information being provided.
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“l think some of the people who get involved with research, they have PhDs and
they’re very clever and they do a wonderful job...But there’s one basic feature they’re
missing, which is a PhD in common sense.”

“It’s just like asking people like us, can we actually understand it? It’s like, you know,
it’'s wonderful new technologies and all the rest of it. People say, oh, it’s idiot proof.
And | say, well, it’s not because | can’t do it. And you know, I’'m quite as an I.T. person,
[but | can’t work the new technology so] I’'m an idiot, but nobody asked me if | could
use it beforehand.”

“l suppose in my language, the way I'd put it, say, and don’t take this the wrong way,
please don’t because | have huge respect for all the work that all the researchers do,
is that sometimes people say, you know, | know exactly how you feel and | know this
situation. I'm sure | understand, | know what you’re going. And | turned and said, you
haven’t got a bloody clue. You’'ve got no idea what it is from my side at all. You're trying
as an academic to tell me what it is. And you have got no personal experience either
through family or individuals about how to handle this situation. So don’t assume
what’s right on an academic level is right for an individual’s level.”

Don’t reinvent the wheel

Before starting any project, contributors feel it is important to draw upon best practice, to emulate good
examples and to ensure adherence to any related European or National standards where applicable —
regardless of the research process or component being considered. Contributors felt that researchers
missed many opportunities to link up with other organisations, or to collaborate and unite efforts. As
people at the receiving end, they had experienced different research processes and projects and they
often felt that each study they were taking part in or contributing to, was reinventing the wheel, rather
than building on and learning from previous programmes.

“The only point | would make, and | absolutely agree with [colleague’s] comments,
there’s so much research going on in different areas, but it needs to be pulled together,
much more working as a collective because you’ve got, you know, all developments
here, there and everywhere. And if somebody could turn around and say I’'m going to
focus on uniting this existing work together then that will shortcut everybody’s efforts
completely, whereas at the moment everybody’s trying to reinvent the wheel
themselves and [this] needs the budget to do so etcetera. When in fact, if they worked
on a much more collaborative and collective level, it will be in everybody’s benefit.”

“So | think that the first step should be to share all the experience that is in place.”

“So | think that this [prior] effort has to be taken into account, because going from
scratch, trying to define a specific informed consent process for these kinds of tools
and tests that are going to be performed in brain health would be a huge task.”
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“Because these people [people involved in National Societies] have been involved in
previous trials and they have signed different informed concerns forms and this
experience has to be taken into account.”

Content ‘keys’

When communicating with people with lived experience, regardless of the topic, timepoint or process

that warrants communication, a number of recommendations were put forward. These included:

1)

2)
3)

4)
5)
6)
7)
8)

using appropriate language and thinking deeply about language interpretation, connotations and
translations;

foregrounding important or potentially controversial content in information and/or discussions;
considering the broader audience (care partners, family) who would likely read, be involved in
supporting understanding, or be directly affected by the information or downstream effects;
giving due consideration to visuals employed;

avoiding certain writing styles like the use of jargon and acronymes;

striving to be concise, transparent and clear;

ensuring re-readability or revisiting opportunities;

signposting to appropriate, reliable supportive material that can augment knowledge and
understanding if desired.

“l thought some of the words were not appropriate, You know, when you refer to
people of a low level of education.”

“And | think that you need to understand, it’s not just the people who have had a
diagnosis, but their families and their supporters who will be looking for the
information.”

“Rather than having to read through 6 pages of consent, and this may happen, that
may happen...you have a meeting about the project. This is what’s going to happen.
These may be the pitfalls and so on.”

“And also just going to the visual side of things to just be aware that, you know, not
everybody has grey hair. You know, not everybody with dementia has grey hair and
has their hair in a bun kind of thing, which | have seen at various conference. Like a
conference | was at a couple of years ago and this woman had invented this really
interesting board game...but all the visuals were of people with walking sticks and, you
know, somebody helping them up the stairs kind of thing.... [I] just thought, you know,
my mum didn’t look like that. So just to be aware, you know, to represent everybody.”

“The amount of times | see images of a head and leaves blowing off of it...| have looked
in the mirror several times and | can’t find the leaf anywhere, so | find them kind of
images insulting. Very, very, very insulting and degrading to us. | would say where
possible, to actually use human faces, but if not, consider the person that’s looking at
them. Or consider yourself. Would you like to have your head portrayed as a tree with
all the leaves blown off of it?”

public document m Fundedby  onion 100/123



“a

@ eBRAIN-Health

“And | think that you need to understand it’s not just the people who have had a
diagnosis, but their families and their supporters who will be looking for the
information.”

“l guess getting down to the nitty gritty part of it that to just maybe try and keep
sentences short. And then as well, if you’re using, try not to use acronyms as much as
possible because they can be quite time consuming trying to figure out what'’s that
mean.”

“And | think the other point is people when they’re looking for this information, there’s
2 features. One, everybody takes information differently. Some people very happy to
read it once and they’ve got it. Some people need to read it 2-3 times and then come
back to it and then I've got it. OK, so you’ve got to make it short and sharp and easy to
read at the same time.”

Accessibility solutions

In addition to considering physical formats and styles of communication, it is essential that a holistic
consideration of accessibility is undertaken, particularly if documenting a decision in relation to a
communication activity (like informed consent). The breadth of disabilities than can affect access to
written materials and written documentation must be considered, and reasonable adjustments made.
Further, provisions for fluctuations in mental or physical capacity and/or progression in disease that
affects mental or physical capacity, need to be considered and accommodated. Lastly, feedback
mechanisms that encourage the critique of approaches should be considered.

“And when you are talking about images, as Kevin was saying, | think that | don’t feel
that everybody has taken into account different kinds of disabilities of the people you
have to relate to. Images may be good for deaf people, for example, but not for blind
people. They need some other tools to communicate with them. Blind people could be
discriminated.”

“And for example, if you think also about countries where different languages are
spoken, you should specify in the actions that all the languages have to be covered in
order to communicate to all the people in this country.”

“1 think the other point as well is other people take information very well orally. So in
other words, you should be able to have a choice of reading, oral and visual orally
means you can then modify it to the language basis.”

“In the early stages of my mother illness she began with problems with writing. So |
suggest just to prepare, [it] is very difficult to implement, but a multiformat consent,
not only writing, voice recognition, voice recording.”

“Yes, another suggestion, it could sound very strange, but I'm thinking about a
secondary person in the consent process to define a secondary person, because in the
future, if I'm so ill, it is impossible for me to keep informed with you, and to decide
many things about my data.”
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“Another suggestion | want to share is to include a continuous feedback mechanism.

And provide simple anonymous channel, short online forms, phone lines, brief check

insurance for participants to share concerns and suggestions.”

5.9.5 Section conclusions

These categories might have utility as ‘rapid reference points’ that could assist researchers who do not

have time to work through the framework of actions and considerations in a stepwise fashion. However,

it is important to note that these constructs have not been operationalised within the framework as of

yet, as they would likely be added to as the other guiding principles are translated into actions and

considerations. Therefore, at present, they serve as additional contextual information that can inform

understanding.

Ethical Tenet Guiding
principles for

the eBRAIN-

Actions or considerations from the ‘lived experience’

perspective

Health project
Promote open | Employ
and transparent | respectful and
communication inclusive
communication

1)

2)

3)

4)

5)

6)

7)

8)

Consult people with lived experience early, don’t
create and present a ‘semi-final’ draft — academic
assumptions about informational priorities rarely
mirror the priorities identified as important by
people with lived experience.

Keep information at a reading level that is
accessible to everyone.

Be measured, straightforward and
understandable, do not sensationalize or employ
unnecessarily evocative language.

Avoid jargon, acronyms and be as concise as
possible, bullet points and brief summaries can be
helpful.

Consider howe cultural or language factors
influence interpretation — ensure language used is
acceptable and test whether the intended
audience perceives the content as intended
(words have different connotations and
interpretations) — local input may be required for
translation.

Include a glossary of terms if there is complicated
terminology.

Strike a balance between too much and too little
information and content that is too generic versus
too specific.

Consider the format, layout and colours used,
some designs and fonts may be more appealing.
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9) Check the images or pictures being used are
compatible with the expectations of people with
lived experience. (Do they find it clear, is anything
stigmatizing, discriminating, patronizing,
depersonalizing?)

10) Consider the audience — would visual images or
auditory messages be better, would people with a
range of disabilities (including the visually
impaired) be able to access the information?

11) Recognise the role of family and carer’s in making
information meaningful, particularly at more
advanced disease stages.

12) Consider sign-posting to other sources of reliable
and trusted information, this gives people the
opportunity to: a) gain further information if they
wish to do so; b) seek clarification if things are not
clear c¢) visit contemporary information if
revisiting the communication after a period of
time.

13) Keep checking back with people with lived
experience and their carers to ensure every new
version of information being communicated is in
line with the perspectives and expectations of
people with lived experience, and confirm it
meets their needs.

14) Adopt a bi-directional process to content creation,
ensuring those who have shaped the
communication content or process are informed
of changes they instigated.

15) Adopt a  multi-directional  approach to
development, responding to and interacting with
any feedback.

16) Use or sign-post to new communication tools that
can support understanding, for example Al tools
that can respond to questions or queries.

Table 7: Actions needed to “Employ respectful and inclusive communication”

Ethical Tenet Guiding Actions or considerations from the ‘lived experience’
principles for perspective

the eBRAIN-
Health project
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Guarantee
robust data
privacy and

protection

Strive to share
understandable,
clear and
accessible
information
during informed
consent

processes.

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

Comply with local and national ethical and legal
guidance on data access, sharing and consent.
Implement an early link with National
Associations to leverage their collective
experience of best practices.

Pull together existing learning from National
Associations and the literature to determine
‘what good looks like’ in informed consent in
dementia — commonalities that have been
identified should be adopted in informational
resources and procedurally implemented.

Be clear and transparent with objectives in
relation to data access and data sharing goals, but
equally don’t make consent information or the
consent form too lengthy.

Preliminary verbal explanations is important,
time to talk, consider and revisit information and
options should be provided.

Consent should be visited in a suitable
environment, where people do not feel pressured
by time or other factors.

Steps might be needed to check understanding —
however these should be carefully considered so
they are not patronizing and they do not limit
autonomy.

Multi-format consent may be needed, voice
recording or different means to ‘document’
consent to complex issues like data access may be
needed.

Consider having a secondary ‘signatory’ in the
consent process given the potential for cognitive
impairment and disease progression (power of
attorney).

Consider ways that consent may change over
time, prospective planning might be needed in
the event of disease progression or other changes
in circumstances, what documents and processed
may be needed to support his?

Be mindful of existing legal arrangements in the
event of a change in capacity to consent, it is
important to be flexible and adaptive to
informational and consent needs.

Clear and visible instructions on invoking consent
(clear sign-in and clear sign-out) to data access
and data sharing should be implemented.
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13) Carers appreciate brevity too, short and concise
information is valued by carers grappling with
complex situations and decisions.

14) Do your homework — find out what the consent
priorities for data access and data sharing are for
PWLE and carers, these should be foregrounded
in information and processes.

15) Data privacy and safety — clear information on
access, sharing, storage, level of anonymization —
pulling out key points — general but transparent

16) Highlighting areas of data sharing that have
potential to be controversial — these can be
identified by people with lived experience.

17) Consider non-verbal, sensory cues in more
advanced stages of disease as these can indicate
preferences.

Table 8: Actions needed to “Strive to share understandable, clear and accessible information during informed

Ethical Tenet

Guiding
principles for

the eBRAIN-
Health project

consent processes”

Actions or considerations from the ‘lived experience’ perspective

Consciously
approach bias
and

discrimination

Employ or
engage  with
diverse

communities
during eBRAIN-
Health
technology
development
and

evaluations.

1)

2)

3)

4)

Involving external stakeholders in the early stages
can help identify and respond to biases and
structural or functional discrimination that might
limit the engagement of diverse communities —
Alzheimer’s associations, national organisation,
brain health and patient advocacy organizations
may be able to help identify and facilitate
engagement with diverse communities.
Collectively consider and qualify or quantify the
biases that might limit the engagement of diverse
communities — consider the extent and impact and
on health technology development and
transparency implications when reporting.

Create permanent advisory panels representing
and enriching views from people with lived
experience from different communities, cultures,
socioeconomic backgrounds and other relevant
diversity factors.

Talk with and work with people in the community
to reach a broader diverse sample, the setting of
engagement attempts may be an important limiter.
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5) Continuous feedback mechanisms and ability to
contact via different channels will help identify
successful engagement attempts.

6) Document different decisions and be transparent
about these, communicate these decisions via a
range of methods

7) Trust is a fundamental concept in this process,
building trust is important and takes work and time.

8) Representing all minorities will be impossible,
researchers should identify priority groups that
need to be involved as a minimum, to ensure they
are represented.

9) All stakeholders should work together to identify
meaningful minorities related to the particular
brain health research project being conducted.

10) Lived experience is important when considering
engagement, including healthcare professional
perspectives. These should not be used as proxy
attempts to engage diverse communities but they
can be valuable in their own right.

11) Consider how potential benefits, harms and
burdens of health technology development may
differ across diverse communities, be prepared to
address or respond to potential differences in
perceptions.

Table 9: Actions needed to “Employ or engage with diverse communities during eBRAIN-Health technology
development and evaluations.”

6 Conclusion

This deliverable has presented the updated Legal and Ethical Framework (D2.6) for the eBRAIN-Health
project, building on and substantially expanding the initial framework to address the project’s evolving
legal and ethical landscape. The complexity and innovative nature of eBRAIN-Health, developing
Al-powered digital brain twins for the diagnosis and treatment of dementia, place it at the intersection of
multiple regulatory regimes, several of which have matured or emerged during the project’s lifetime.

On the legal side, the analysis now covers the full spectrum of directly applicable EU instruments: the
GDPR for the lawful processing of sensitive personal data; the Medical Devices Regulation and the Artificial
Intelligence Act; the Data Governance Act and the Data Act for the governance and re-use of research
data; and the European Health Data Space Regulation, which sets new standards for both primary use and
secondary research use of health data. In recognition of the heightened importance of cybersecurity for
connected health solutions, dedicated sections have been added on the EU Cybersecurity Act, the Cyber
Resilience Act and the NIS 2 Directive. The framework also takes stock of the Commission’s Digital
Omnibus Proposal, which could recalibrate certain administrative and reporting requirements relevant to
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health-data research. This comprehensive mapping equips the consortium with an up-to-date set of legal
reference points and will continue to be monitored and adjusted as new legislative developments
materialise.

On the ethical side, the deliverable is designed to support the specific research purposes of eBRAIN-Health
stands up well when evaluated against established frameworks. However, its global nature necessitated
fairly broad or generic statements, thus, it should be flexibly considered and augmented by additional
resources if they more aptly ‘fit’ the context. Some of the guiding principles have been adapted into a
framework of actions and considerations that are important from the lived experience perspective. This
will help researchers in eBRAIN-Health shape their programmes of research and associated processes to
their specific needs. The actions and considerations can serve as an aide memoire or guide — that should
be flexibly approached and evolved with learning — which articulates ‘what good looks like’ in relation to
the eBRAIN-Health guiding principles. From the consultation, it has been possible to distill overarching
constructs that could act as ‘rapid reference points’, however the definitive list would be contingent upon
finalizing the framework.

The deliverable is complemented by an annex containing the Best Practices for Industry and
Research report (Milestone 19), which translates partners’ practical experiences and challenges, collected
during a dedicated UNIVIE-led workshop, into actionable recommendations for both research and
industry settings.

By consulting this updated framework, consortium partners gain a clear and consolidated picture of how
the eBRAIN-Health project positions itself within the existing and emerging European legal and ethical
landscape. It serves as a living reference to support ongoing compliance, to anticipate regulatory shifts,
and to guide the ethical design, deployment and evaluation of Al-enabled digital brain twins.
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8 Annexes

8.1 Annex |: Report on Best Practices and Industry Standards

8.1.1 Introduction

As part of Milestone 19, UNIVIE organised a workshop in April 2026 with the aim of collecting practical
insights into standards, best practices and challenges in health data governance. The workshop brought
together partners involved in the eBRAIN-Health project to exchange experiences with a particular focus
on the practical implementation of legal, organisational and technical requirements for health data use
and sharing.

The workshop followed an interactive format combining live participant input and written contributions
submitted before and after the session. The discussion topics were selected based on recurring challenges
and priorities identified across the project consortium in relation to the collection, processing, sharing,
and secondary use of health data. As a result, the workshop was organised around four central themes:

e Health data governance,
e Data protection and privacy,
e Secondary use of health data,

e Data and metadata management.
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These themes reflect key operational challenges currently faced by researchers and institutions working
with sensitive health such as neuroimaging data.

Participating partners included CHARITE, UIO, UCM, UNIROMA, UNIVIE, EODYNE, SRU, and INDOC.
Contributions from participants were grouped and synthesised in real time to identify common
experiences, recurring barriers and examples of good practice across institutions.

All findings and observations presented in this report are based on input provided by participating
partners during or after the workshop. References to specific partners are highlighted where they
contributed a distinct perspective, additional practical example, or particular area of expertise relevant to
the discussion.

8.1.2 Health Data Governance

8.1.2.1 Interdisciplinary Collaboration

Partners stressed that a good interdisciplinary collaboration is essential in health data governance. Legal,
technical and clinical teams must work closely together form the beginning. This helps to ensure that
governance requirements are not treated as an afterthought but embedded into system design.

Regular technical coordination meetings create a shared understanding of requirements and constraints.
Partners highlighted that the Data Protection Impact Assessment (DPIA) completed before data collection
began is a useful tool to align stakeholders on data flows, roles and safeguards.

CHARITE acknowledged that compliance can be resource-intensive, sustainable governance ultimately
reduces friction and risk over time. However, it remains essential to achieve a robust and long-term
solution.

8.1.2.2 Standardisation

Data quality and harmonisation across datasets have been improved through standardised preprocessing
and systematic quality control checks, supporting more consistent and reliable data processing across
sources. However, harmonising data across institutions remains challenging because sites often use
different acquisition protocols, system configurations, and processing workflows, leading to systematic
differences between datasets.

Where implemented, BIDS helps keep neuroimaging data organised in a consistent structure that others
can easily navigate and process, supporting easier reuse without requiring additional clarification from
the original research team.

8.1.2.3 Governance and Regulatory Complexity

Governance and legal requirements can create significant challenges by introducing delays through
lengthy approval processes and adding substantial administrative burdens. Documentation, ethics
submissions and data-sharing agreements (DPAs) often require considerable time and effort, sometimes
perceived as disproportionate to the research itself.

Partners underlined that the most demanding requirements are those involving multiple review stages
and case-by-case agreements for each collaboration. These processes can become especially complex and
time-consuming when agreements must be repeatedly renegotiated for secondary data use.
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While legal and governance frameworks are necessary, in practice they can contribute to data remaining
siloed because much of the responsibility falls on individual researchers. As a result, data sharing and
secondary use often depend on the time and capacity researchers can devote to navigating these
requirements.

8.1.2.4 Involvement of Patients and Vulnerable Groups

When dealing with vulnerable groups, it is particularly important to ensure that procedures are adapted
to particpants’ needs and capacities. At UNIROMA patients and caregivers were both present and signed
the consent forms. Information materials were simplified to match participants’ cognitive need. Ethical
approval was obtained before data collection, supporting trust and accountability.

UCM noted that follow-up through regular visits and ongoing patient contact helps maintain continuity
and a safe, trusted environment for participants over time. Ethical oversight is provided by the hospital
ethics committee, which is closely connected to the patient population and ensures that study procedures
remain appropriate and aligned with clinical and ethical standards.

8.1.3 Data Protection and Privacy

8.1.3.1 Pseudonymisation and Anonymisation

Pseudonymisation and anonymisation are highly important and complex issues in health data governance.
Therefore, the workshop place particular focus on discussing their practical application, challenges and
limitations.

Partners highlighted that true anonymisation with brain data is often not possible. For example, MRI
defacing can reduce the risk of re-identification, but it does not remove it completely, as advanced tools
may still recover some facial features. In addition, diagnostic labels in metadata, such as ADD, ADMCI, or
NOLD, can make re-identification easier in small groups, even when file names do not include diagnostic
information. In some cases, full anonymisation may also not be compatible with detailed scientific
research.

This creates a difficult balance: stronger anonymisation can protect participants better, but it may also
reduce the scientific usefulness of the data.

Averaging can also serve as an anonymisation tool for various types of health data. When sharing data,
data is often aggregated or averaged across a population, ensuring that no individual-level data is directly
accessible.

Within the eBRAINs Health project, all neuroimaging data is considered personally identifiable and
sensitive. Specific techniques have been applied to different data types, in order to ensure a high standard
of data protection:

Technique

Files Files are named using generic identifiers (e.g., PARTECIPANT001) with
no diagnostic information embedded in the file name itself.
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Electroencephalography EEG data is re-referenced to a common average and pseudo-
(EEG) Data anonymised using techniques like Independent Component Analysis
(ICA) in tools like EEGLAB. EOG (electrooculography) channels, which
can contain identifying eye movement data, are removed, and the data
is converted to a standard format like EDF.

)

Magnetic Resonance | (MRI) scans are “defaced” using software like FreeSurfer (e.g., v5.1) to
Imaging (MRI) Data remove facial features that could identify an individual. Data is
converted from DICOM to NIfTI format, and all embedded personal
metadata is stripped from accompanying JSON sidecar files.

Neuropsychological These scores are shared in an equivalent, generalized format (e.g., on a
Scores scale of 0—4) in spreadsheets like Excel, ensuring no free text or direct
identifiers are included.

Table 10: Specific techniques used to anonymise/pseudonymise data within eBRAIN-Health

Partners, such as CHARITE, highlighted the need for clearer practical guidance and targeted training to
help researchers use the terms “anonymisation” and “pseudonymisation” consistently and apply suitable
protection methods in practice.

8.1.3.2 Secure Processing Environment

Partners emphasised that secure processing environments are essential. This includes a combination of
both technical and organisational measures. CHARTITE highlighted that the organisation side is often
slightly neglected or plays in practice a subordinate role. However, proper data governance is
fundamental, including assigned responsibilities among all stakeholders and establishing solid information
security management practices. Technical measures are equally important and include encryption, role-
based access controls, multi-factor authentication, network isolation, remote desktop access, audit
logging, and automated vulnerability scanning.

Access control is required in order to prevent data misuse. The EBRAINS KG
(https://search.kg.ebrains.eu/) has multiple access levels for datasets shared on the platform:

Access Control Description

Free access Non-sensitive data may be shared as free access under a creative
commons license.

Under embargo The data are temporarily locked after publication, typically until the
associated journal article is published.

Controlled access The data are only accessible for registered users with an EBRAINS
account. Access is given for 24 hours at a time upon request, and
downloads are logged.

Restricted access The data are shared via a Trusted Research Environment such as the
Health Data Cloud, upon individual data use agreements. Users can
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request access to the data using a web form, which is then forwarded
to the data custodian (data owner).

Table 11: Access levels for datasets shared on the platform

8.1.3.3 Data Protection Challenges for Researchers

Complying with all legal requirements for accessing and sharing health data can be very challenging for
researchers. Partners such as UIO pointed out that is not always clear to researchers what type of data
sharing agreement is required when they want to share data. Furthermore, concluding legal agreements
can take in practice weeks or months. CHARITE that the responsibility often falls on individual researchers,
who must handle DPIAs and data sharing agreements themselves, cutting into the time available for actual
research.

Partners, such as CHARITE, also stressed that in their view data protection laws themselves are not the
main barrier. The challenges rather lie in the lack of technical solutions, skills and institutional
infrastructure needed to meet these requirements. Adequate technical solutions are complex, which
might lead to shortcuts being taken, resulting in data being incorrectly labelled as anonymised.
Furthermore, it was also stressed that legal expertise and compliance efforts need to be properly
budgeted from the outset.

UCM highlighted the importance of close collaboration with the Data Protection Officer, ensuring legal
requirements are interpreted early and translated into concrete technical requirements before
implementation. UNIROMA further emphasised the importance of completing a Data Protection Impact
Assessment (DPIA) before data collection begins, ensuring that privacy risks are identified and
addressed from the beginning.

8.1.4 Secondary Use of Health Data

8.1.4.1 Enablers of Secondary Use

Several factors can significantly support smoother data reuse in practice. Partners highlighted that
enabling secondary use requires both clear governance frameworks and technical measures that support
interoperability, transparency, and efficient access procedures.

UIO stresses the importance of having a clear understanding of the shared data: how it is organised, what
it contains, how it can be processed, and what conditions apply for reuse.

From a legal and organisational perspective, CHARITE stated that Europrivacy certification
requirements provide a comprehensive compliance framework alongside effective governance
structures. Valid informed consent from data subjects is particularly valuable, as relying on alternative
legal bases can be complex and contentious. UCM stressed that having a clear and explicit consent for
secondary use greatly facilitates legal and administrative procedures. While some Member States permit
broad consent, this remains a debated approach.

From a technical perspective, secure processing environments and standardised workflows, such as
virtual research environment digital onboarding, also help streamline the process considerably. On
EBRAINS, these aspects are partly addressed through the metadata displayed on dataset pages, covering
methods and access conditions, and partly through a data descriptor document provided with each
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dataset. This human-readable document describes how the data were acquired and organised, which data
types are included, and what software can be used to open and process them.

In practice, the PDWAVES dataset (v1.0 and v2.0) has been published on EBRAINS with persistent DOIs
under restricted access. Researchers can request access through the EBRAINS portal by completing a form
and signing a Data Processing Agreement, with six agreements already signed with eBRAIN-Health
partners to date.

8.1.4.2 Challenges for Re-Use of Data

Several challenges related to the reuse of health data were identified. Partners highlighted that barriers
to reuse are not only legal and organisational, but also technical, as successful secondary use depends on
interoperable data formats, clear documentation, and efficient governance procedures.

From a technical perspective, challenges include non-standard data formats requiring specialised
software, as well as organisational issues such as cluttered folder structures, inconsistent file naming
across languages, use of non-alphanumeric characters, missing files, and excessive file segmentation.
Another concern is data versioning. Missing license and citation information can further complicate
interpretation and reuse.

UNIROMA noted that using existing standards for specific data types, such as EEG data, can ease reuse.
While international standards exist for both EEG and MRI data, they had not been applied in their case,
with files instead being shared in raw format. Neuropsychological scores were also provided in a custom
format without an accompanying data dictionary, making interpretation and reuse more difficult.

From a legal and organisational perspective, partners highlighted difficulties in setting up the agreements
required for data reuse. Different interpretations of regulations across Member States, for example
regarding Article 36 of the GDPR, were identified as an additional challenge. Partners, such as UCM,
further noted that data reuse can become particularly difficult when data protection requirements involve
lengthy and complex administrative approval procedures for data sharing, which may take months to
complete. Such timelines often do not align well with the pace of scientific work and can discourage
collaboration and secondary data use in practice.

Compared to the period before 2018, participants also noted a lack of integrated workflow platforms that
could make data sharing more efficient. Meeting GDPR requirements should not be as time-consuming
as it currently is, and greater automation based on trusted and verified data providers and users, for
example through a registry model similar to approaches used in the UK, could help streamline data
access and reuse procedures.

8.1.4.3 European Health Data Space (EHDS) and Future Perspectives

Participants of the workshop also discussed the potential impact of the European Health Data Space
(EHDS) and related regulatory developments on the future secondary use of health data. EHDS helps by
establishing a legal basis and setting rules on data access and secure processing environments. However,
it falls short in translating these provisions into practical technical implementation. The operational
burden remains largely with researchers: before data can be used, it must be adequately prepared, which
requires additional resources—yet reliable estimates for this effort are lacking. At the same time, the Al
Act introduces data quality requirements; in particular, data used for Al training must meet defined
standards, especially where the resulting product is intended for the market.
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8.1.5 Metadata

All partner highlighted the importance of metadata. Metadata typically refers to non-personal, descriptive
information about a dataset that can be shared openly, allowing researchers to assess a dataset’s
relevance before applying for access. On EBRAINS, this is facilitated through the EBRAINS Knowledge
Graph.

Metadata describing experimental methods, basic subject information, authors, and related publications
are publicly displayed on each dataset’s EBRAINS page. Their primary role is to make datasets discoverable
through the EBRAINS Knowledge Graph.

The openMINDS framework, used within the EBRAINS Knowledge Graph, provides structured metadata
schemas that clearly describe how data were acquired and what they represent, further supporting
dataset understanding and reuse. Researchers can contribute metadata through user-friendly web forms,
editing tools, or structured formats such as JSON, Excel, or CSV. In practice, simple tools like web forms
have been most effective, as they lower technical barriers, while more complex inputs often require
additional curation.

The curation process further harmonises metadata across datasets, so that similar datasets — grouped
by modality, study type, or target — share comparable metadata, making search results more reliable
and meaningful. Harmonising data across sources remains particularly difficult when combining different
modalities—such as EEG time series, MRI images, and tabular clinical data—which often lack a shared
standard and require significant effort to integrate. Differences in acquisition protocols, system setups,
preprocessing pipelines, file structures, and metadata completeness across institutions further complicate
integration.

UNIROMA highlighted that assigning persistent DOIs makes datasets findable and citable in line with FAIR
principles. In their case, metadata covers key information such as resting-state EEG and structural MRI
acquisition parameters, neuropsychological scales used, diagnostic group definitions, and consent
conditions.

8.1.6 Technical Standards in Practice

A range of technical standards are currently used in health data management:

Standard

Security and Privacy ISO/IEC 27001 and 27701
Security Controls NIST SP 800-53
Metadata Standardisation openMINDS

https://openminds.docs.om-i.org/en/latest/

Restricted Access Brain Imaging Data Structure (BIDS)
https://bids.neuroimaging.io/ and Neurodata Without Borders
(NWB)

https://nwb.org/

Table 12: Technical standards in practice
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8.2 Annex ll: Public Involvement - eBRAIN-Health Final Ethical and Legal Framework

A reminder about the eBRAIN-Health project:

Even though a lot of money and effort has been put into brain research, progress has been slower than
expected because of two main problems. First, brain data are not well connected and information about
people with Alzheimer’s disease and other types of dementia is stored in many different databases
around the world. Second, the stored data are not fully used, as they cannot be combined and accessed
by other researchers who might be able to make new discoveries from the information that is already
there.

eBRAIN-Health plans to change this by using powerful computers (eBRAIN-Health platform) to study
very large amounts of information. This will help scientists build a detailed virtual model of the brain.
With this model, researchers can better understand how the brain normally works and what goes
wrong in brain diseases. The platform will combine many different kinds of information, such as brain
scans, lifestyle questionnaires, medical records, and biological data. These data come from thousands
of people, including both healthy individuals and patients at different stages of brain disease. The
platform will be available for researchers to use in their studies, for example, to model how a drug
might work or how a new technology might help in daily life or in disease management.

As part of this project you and previous members of the advisory board helped us to identify ethical
issues related to the eBRAIN-Health platform. We used the information you provided to make a list of
guiding principles (rules that should direct a decision or a behaviour) for the eBRAIN-Health consortium.
You can see these rules in the table on the next page. At this meeting, we would like your help to turn
these overarching rules into a set of practical actions that the researchers can follow, helping them to
meet the principles we outlined together.

The guiding principles or recommendations you helped shape:

Ethical tenets Guiding principles for eBRAIN-Health project

Adopt open science practices as set out here https://www.openaire.eu/

Ensure nuanced and transparent terminology and public communication.

Promote open | Commit to continued communication and updates.
and transparent
communication | Employ respectful and inclusive communication.

Engage with media appropriately and responsibly.

Build-in regular stakeholder and Public Involvement activities.
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Strive to share understandable, clear and accessible information during informed
consent processes.
Guarantee
robust data | Promote trust in data sharing through public communication.
privacy and
protection Produce and regularly update transparent communication on data use.
Commit to continuous ethical review.
Ensure diverse and representative data underpins models and algorithms.
Consciously ) . ) . )
) Engage with frameworks to assess and manage bias and continuously monitor risk
approach bias ] o
of bias within datasets.
and
discrimination Employ or engage with diverse communities during eBRAIN-Health technology
development and evaluations.

What next?

We would like your help to turn these principles into a set of actions that researchers and other
stakeholders in the eBRAIN-Health consortium can use. An example is provided on page four.

We will try and build a set of actions together for the areas highlighted in green in the guiding principles
table (shown on page two). We have selected these topics from the longer list because we feel you
have specific expertise in these areas.

Things to think about ahead of the meeting:

Please read the example actions described on page four:

1) What do you think of the actions from the example?

2) Do you think they would help guide researchers to develop respectful and inclusive
communication?

3) Is there anything missing?

4) What do you think of the wording and terminology?

5) Do you think this will be useful?

6) Is there anything you don’t like?

Think about the other two principles that we have highlighted in green in the guiding principles table
(informed consent and engaging diverse communities):

1) What actions can you think of that might help researchers to turn these principles into a step-
by-step process?
2) What do you think of this task (providing suggested actions), is it easy or difficult?
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3) Would it be useful if researchers took part in this type of activity alongside people with lived

experience?
4) What do you think of the draft actions we have just created?
5) Do you think more time or another meeting might be needed?
6) Have you enjoyed this activity and discussion?

Ethical Tenet

Guiding principles for the
eBRAIN-Health project

Promote open
and
transparent
communication

Employ respectful and
inclusive communication.

1)

2)

3)

4)

5)

6)

7)

8)

Keep information at a low reading level that is
accessible to everyone regardless of their level of
education.

Include a glossary of terms if there is complicated
terminology.

Check that the language being used is compatible
with the expectations of people with lived
experience. (Do they find it clear, is anything
stigmatizing or discriminating?)

Check that any images being used are compatible
with the expectations of people with lived
experience and they not stigmatizing or
discriminating in any way.

Consider adding information in visual formats if it
is complicated.

Recognise the carer’s role in making information
meaningful, particularly at the more advanced
disease stages.

Consider sign-posting to other sources of
information, this gives people the opportunity to
gain further information if they wish to do so, or to
seek clarification if things are complex.

Keep checking back with people with lived
experience and their carers to ensure every new
version of information being communicated is in
line with the perspective and expectation of
people with lived experience and check that is
meets their needs.

Example of transforming a guiding principle into a _ or steps to follow
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