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1. eBRAIN-Health 

The Project eBRAIN-Health will deliver a distributed research platform for modeling and simulating 

complex neurobiological phenomena of human brain function and dysfunction in a data protection 

compliant environment. It will provide thousands of multilevel virtual brains from patients and healthy 

human controls for research and innovation. Brain data from multiple sources will be pre-processed. 

Solving the societal grand challenge of dementia is a big task. Yet it appears feasible in a collective 

approach. Therefore, we will build an interdisciplinary digital twin for dementia for modeling and 

simulating complex phenomena at the service of research infrastructure communities. eBRAIN-Health-

Cloud will offer end-to-end services for personalized complex brain modeling and simulations in 

distributed e-infrastructures with data protection by design and by default and simulation-ready 

human multiscale brain data that range from molecular (genomics, proteomics, metabolomics) and 

cellular to electrophysiology and imaging to behavioural, clinical, life-style and environmental data as 

well as data from wearables. Brain data are pre-processed and annotated such that they all relate to a 

common reference 3D brain space.  

eBRAIN-Health-Cloud constitutes a blend of three large-scale research programs: the FET Flagship 

Human Brain Project with its EBRAINS Research Infrastructure, the EOSC project Virtual Brain Cloud 

with its Virtual Research Environment for sensitive data and the H2020 project AI-MIND with intelligent 

tools for dementia risk estimation. The project will have synergies to topics of the Digital Europe 

Program, such as artificial intelligence, cybersecurity and supercomputing and the Health Data Space.  

 

eBRAIN-Health-Cloud offers a next generation clinical research infrastructure and creates an open yet 

protected space for groundbreaking digital health innovation by the research infrastructure 

communities comprising academia and the private sector. 

 

2. eBRAIN-Health consortium 

• CHARITE – Universitaetsmedizin Berlin, Germany 

• EBRAINS, Belgium 

• Forschungszentrum Juelich GmbH, Germany  

• Stichting Radboud Universiteit, Netherlands 

• Universidad Pompeu Fabra, Spain 

• OSLO Universitetssykehus, Norway 

• tp21 GMBH, Germany 

• Fraunhofer Gesellschaft zur Foerderung der Angewandten Forschung eV, Germany 

• INDOC RESEARCH EUROPE gGmbH, Germany 

• Universitaet Wien, Austria 

• Universidad Complutense de Madrid, Spain  

• EODYNE Systems SL, Spain 

• ATHENA – Research and Innovation Center, Greece  

• University of Oslo, Norway 

• Universita degli Studi di Roma la Sapienza, Italy 

• Alzheimer Europe, Luxembourg  

• Institute National de Recherche en Informatique et Automatique, France 

• Centre Hospitalier Universitaire Vaudois, Switzerland 

• The University of Edinburgh, United Kingdom 
 

Find the partners on our website 

https://ebrain-health.eu/consortium.html
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3. Introduction 

3.1. Aim 

The Legal and Ethical Helpdesk (L&E Helpdesk/Helpdesk) was established as part of Task 2.4 

Compliance with legal and ethical framework and operated throughout the project’s timeline 

(M0 – M48). The Helpdesk service was launched in May 2022 and offers ad hoc legal advice to 

the project’s partners. More specifically, the scope of the Legal Helpdesk is to establish a 

dedicated contact point for eBRAIN-Health project partners, through which legal questions 

related to their work within the project are addressed and legal guidance is provided. The 

public deliverable D2.7 Legal and ethical helpdesk report summarises the activities carried out 

by WP2 (UNIVIE), providing an overview of the requests received.  
 

3.2. Method 

UNIVIE adopted the following methodology in collecting, researching and answering various 

requests and inquiries submitted by the eBRAIN-Health consortium partners. Firstly, the 

questions were collected through the legal and ethical helpdesk email (L&E Helpdesk email) 

or the email of UNIVIE’s representatives. In the case of the latter, the emails were later 

forwarded to the L&E Helpdesk email, in order to ensure transparency, findability and 

consistent tracking of all the requests received from partners. Additionally, UNIVIE has 

received questions orally during the Technical Coordination Meetings (WP3 Meetings) or 

during WP8 meetings. Secondly, these requests were researched, reviewed and addressed by 

UNIVIE within a reasonable timeframe. Thirdly, the responses were shared with the inquirer 

partner or the whole consortium, depending on the substantive content of the question and 

its possible consortium-wide relevancy. Answers were provided in a written form as email 

responses or ‘Legal Memorandums’, occasionally supported by oral presentations from 

UNIVIE during the Technical Coordination Meetings. 
 

4. Partners Involved 

Partner Abbreviation 

CHARITE - UNIVERSITAETSMEDIZIN BERLIN CHARITE CHARITE 

EBRAINS EBRAINS 

FORSCHUNGSZENTRUM JULICH GMBH FZJ 

STICHTING RADBOUD UNIVERSITEIT SRU 

UNIVERSIDAD POMPEU FABRA UPF 

OSLO UNIVERSITETSSYKEHUS HF OUS 

TP21 GMBH TP21 

FRAUNHOFER GESELLSCHAFT ZUR FORDERUNG DER ANGEWANDTEN FORSCHUNG EV Fraunhofer 

INDOC RESEARCH EUROPE GGMBH INDOC 

UNIVERSITAT WIEN UNIVIE 

UNIVERSIDAD COMPLUTENSE DE MADRID UCM 

EODYNE SYSTEMS SL EODYNE 

ATHINA-EREVNITIKO KENTRO KAINOTOMIAS STIS TECHNOLOGIES TIS PLIROFORIAS, TON 

EPIKOINONION KAI TIS GNOSIS 

ATHENA 

Table 1 – eBRAIN-Health Consortium Partners, as per the Consortium Agreement 
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5. eBRAIN-Health Legal & Ethical Helpdesk 

5.1. Setup  

Under T2.4 Compliance with legal and ethical frameworks, the L&E Helpdesk was established 

as a tool with the scope of providing eBRAIN-Health partners (see Table 1) with guidance and 

providing regulatory bodies with a project internal, specialized contact point. The L&E 

Helpdesk dedicated email address (eBRAIN-Health-helpdesk.id@univie.ac.at) allowed swift 

communication with consortium partners, providing the opportunity to receive tailor answers 

to various legal questions related to their work within the eBRAIN-Health project. The L&E 

Helpdesk email address was established under Milestone 1 ‘Establishment of legal and ethical 

helpdesk’, due by September 2022 (M03). Throughout the duration of the project, UNIVIE 

actively reminded partners in meetings of the possibility to send their inquiries to the 

dedicated email address.  

5.2. Operation 

eBRAIN-Health partners were encouraged to submit, at their discretion, their legal or ethical 

inquiries connected to their work within the project. Consequently, questions received 

through the L&E Helpdesk may cover a specific subject matter or refer to a broader range of 

topics. As soon as the question is received, UNIVIE sends a confirmation of receipt. After that, 

depending on the complexity of the question, the eBRAIN-Health Consortium Partner can 

expect to receive a reply within 2 weeks from its submission. Depending on the nature of the 

question, the answer may consist of an email answer/legal memorandum and when 

requested, a presentation during the Technical Coordination Meeting. 

 

 
          Figure 1 – Overview of the L&E Helpdesk system 

 

Partners had the opportunity to raise questions during online meetings, which could be 

further answered in writing by UNIVIE. The L&E Helpdesk provided UNIVIE with the 

opportunity to engage with project partners and discuss topics relevant to their work within 

the project. This active exchange contributed to the UNIVIE’s ability to identify and explore 
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relevant topics, which were subsequently used in the development of policy briefs that 

constitutes the content of deliverables D2.10, D2.11 and D2.12. 

 

5.3. Helpdesk Questions and Answers 

Since the implementation of the L&E Helpdesk, UNIVIE answered 16 requests, as observed 

below, in Table 1. The questions were submitted by the following partners: CHARITE (11 

questions), UCM (3 questions), OUS (1 question), FZJ (1 question). These questions were 

received through the L&E Helpdesk email, the UNIVIE’s representatives email addresses, as 

well as during WPs meetings. Depending on the complexity and relevance at consortium level, 

these questions were addressed through legal memoranda, written email responses, or 

presentations delivered during technical coordination meetings. UNIVIE conducted in-depth 

research to address the complex nature of the questions received through the L&E Helpdesk. 

As many of these questions received were relevant to the Consortium as a whole, the 

corresponding answers provided were presented and further discussed during the Technical 

Coordination Meetings. Some of the initial inquiries (e.g. Question 16) generated follow-up 

questions. These questions and their related exchanged were counted as a single request.  Full 

questions and answers, apart from presentation slides, are attached in Annex I.  

 
 

Question 

number  

Topic Partner Source Answer Type Date 

1 Personal data and Open-

Source Licenses  

CHARITE Technical coordination 

meeting (WP3)  

Legal memorandum February 

2023 

2 HDC digital flow 

onboarding  

CHARITE  Technical coordination 

meeting (WP3)  

Legal memorandum April 2023 

3 Logging and the GDPR CHARITE Technical coordination 

meeting (WP3) 

Legal memorandum  October 

2023 

4 Processing of personal 

data collected before 

GDPR entered into force  

CHARITE  Helpdesk email  Email answers  December 

2023 

5 Processing of data of 

deceased persons  

CHARITE Helpdesk email  Email answers December 

2023 

6 Joint controllership & 

international data 

transfers 

UCM  Email  Email answers  January 

2024 

7 International data 

transfers (SCCs) 

CHARITE  Email  Presentation (1 February 

2024 during technical 

coordination meeting) 

January 

2024 

8 Pseudonymisation & 

GDPR 

CHARITE Email Legal memorandum & 

presentation (11 April 

2024 during technical 

coordination meeting) 

April 2024 
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Question 

number  

Topic Partner Source Answer Type Date 

9 German national laws & 

regional laws and the 

GDPR  

CHARITE  Email  Legal memorandum  March 2024 

10 Joint controllership and 

SCCs  

CHARITE  Technical coordination 

meeting (WP3)  

Legal memorandum  September 

2024 

11 Data request from India UCM Email (forwarded to 

Helpdesk email) 

Email answer December 

2024 

12 Data request from New 

Zealand 

UCM Helpdesk email Email answer  March 2025 

13 Legal Memorandum on 

Synthetic Data 

OUS WP8 meeting Legal Memorandum November 

2024 

14 Article 36 GDPR  CHARITE Helpdesk email Legal memorandum June 2025 

15 Role of institutions and 
employees in personal 
data processing 

CHARITE Helpdesk email Legal Memorandum September 

2025 

16 The status of EEG 
encoder weights under 
the GDPR  

FZJ Email Legal Memorandum January 
2026 

Table 2 - Overview of questions answered through the Legal Helpdesk 

 

6. Main Findings and relevance 

6.1. Main Findings 

In order to provide answers to the questions received through the L&E Helpdesk, UNIVIE 

researched a various number of topics which focused on the processing of personal data, the 

roles under the General Data Protection Regulation (GDPR) and the Health Data Cloud (HDC) 

digital onboarding, joint controllership and the Standard Contractual Clauses (SCCs) 

applicable, data requests, synthetic data and the role and obligations created for  synthetic 

data under the  EU legal framework. UNIVIE has conducted research on EU and the national 

law of certain Member States (such as Germany, Austria, France, Italy). Additionally, various 

guidelines and opinions emitted by European Data Protection Board (EDPB) and European 

Data Protection Supervisor (EDPS) have been consulted and referenced in the answers. 

Furthermore, UNIVIE consulted and referenced in the answers, various recent and relevant 

academic scientific literature. 

 

 

Concerning EU law, the most frequently mentioned regulation was the GDPR, as it was 

referenced throughout all the answers provided. This is due to the sensitive health data that 

is processed within the eBRAIN-Health project, with the scope of delivering a research 

platform which supports the simulation and modulation of complex neurobiological 

phenomena of human brain function. Question 1 tackled the ways in which data protection 
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requirements may be reconciled with data reusability and Open Source (OS) license, 

concluding that, the GDPR allows for the reuse of personal data for research, when the use 

complies with data protection laws and safeguards. Data may be shared under an OS license 

or a Data Sharing Agreement, the decision being taken on a case-by-case basis, considering 

the specific data sets and the research activities. Question 2 focused on the two ways (phase-

oriented approach and joint controllership) applicable in determining controllership based on 

the Health Data Cloud onboarding, arriving to the conclusion that from a legal standpoint, the 

joint controllership approach is favourable in the digital onboarding flow. Question 5 dealt 

with the use of personal data collected before the GDPR and the use of data of deceased 

persons for research purposes, from both a legal and ethical dimension. Regarding whether 

GDPR still applies to personal data after a person’s death and whether data sharing between 

controllers requires informing data subjects at each step, it was mentioned that GDPR does 

not apply to deceased persons. Nevertheless, national laws, personality rights, and ethical 

considerations may still protect such data, especially where relatives could be affected. It also 

clarified that initial controllers must inform data subjects about recipients of their data. 

Question 6 considered the potential legal issues of making available a dataset on the EBRAINS 

platform, concluding that an eBRAIN-Health partner may be considered a processor or 

possibly a (joint) controller under the GDPR, depending on the level of control they exert over 

the data. Consequently, an appropriate data processing/joint controllership agreement is 

deemed necessary before the dataset is made available on the platform. Questions 

concerning joint controllership agreements and the standard contractual clauses (SSCs) have 

been also covered: Question 7 concluded that SCCs can be used with the aim of transferring 

data to third countries with no adequacy decision, when necessary safeguards, enforceable 

data subject rights and effective remedies are in place.  Question 10 concluded that model 

SCCs provided by the European Commission1 are suitable templates for data processing 

agreements, but not for joint controllership. When partners pursue their own research 

questions and purposes, they act as controllers and need a joint controllership agreement 

under Article 26 GDPR. Question 15 focused on data processing roles in the context of 

scientific research at research institutions: depending on the purpose and means of processing 

of personal data, both the scientific staff as natural persons and the research institutions as 

legal persons may qualify as controllers. It is necessary to consider the terms of employment 

and contractual obligations when deciding whether the relationship ought to be formalised 

through a joint controllership agreement or the research institution is considered the sole 

controller. Question 8 examined the meaning of pseudonymisation under the GDPR, referring 

to Article 4(5) GDPR and Recitals 26, 28, 29 GDPR, to identify and analyse the criteria that 

define pseudonymisation. Both Questions 11 and 12 concerned data requests received on 

 
1 Commission Implementing Decision from 4 June 2021 on standard contractual clauses between controllers 
and processors under Article 28 (7) of Regulation (EU) 2016/679 of the European Parliament and of the Council 
and Article 29 (7) of Regulation (EU) 2018/1725 of the European Parliament and of the Council, C(2021) 3701 
COM; Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for 
the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European 
Parliament and of the Council, C/2021/3972. 
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EBRAINS from researchers based in India and New Zealand, respectively. Question 11 noted 

that international transfers under the GDPR require an adequacy decision or another Chapter 

V mechanism, such as SCCs, but SCCs alone do not guarantee adequate protection, so 

controllers must assess the transfer in practice, consider supplementary measures where 

needed, and involve the data protection officer (DPO) when concluding them. For Question 

12, it was confirmed that New Zealand has a valid adequacy decision, so no additional transfer 

safeguards are required. UNIVIE reviewed New Zealand’s Privacy Act 2020 and Health 

Information Code 2020, and concluded that the requestor, as a joint controller, must comply 

with the project’s data protection impact assessment (DPIA). Question 16 examined whether 

electroencephalography (EEG) encoder weights qualify as pseudonymised or anonymised 

data under the GDPR. In its analysis, UNIVIE concluded that EEG encoder weights qualify as 

pseudonymised data. Nevertheless, considering the EDPS vs SRB decision,2 EEG encoder data 

may qualify as anonymous when managed properly and pseudonymised, in such a way that 

the recipient cannot re-identify the data subject. However, under the current GDPR 

framework and case law preceding the EDPS v SRB judgement, the encoder would not be 

considered anonymous as re-identification remains possible, even when the decoder stays 

with the original controller. 

 

The AI Act, which is the EU’s instrument for horizontally regulating AI, was considered in a 

couple of questions asked by eBRAIN-Health partners. Notably, Question 3 focused on the 

retention of logging data referring to Article 30 GDPR and controllers’ obligation to keep 

records of processing and data minimisation requirements. From the AI Act perspective, the 

analysis concerned Article 12(4) AI Act on the minimum logging capabilities obligations for 

providers of high-risk AI systems. This includes, among others, recording of the period of each 

use of the system and the reference database against which input data has been checked by 

the AI system. In accordance with Article 19 AI Act (Article 20 of the AI Act proposal from 

2021), providers of a high-risk AI system must keep logs automatically generated by the AI for 

at least six months unless otherwise specified by EU or national law. Question 13 dealt with 

how synthetic data are to be classified under EU data protection law and the AI Act. UNIVIE 

considered that synthetic data, as a privacy enhancing technology, plays a key role in AI 

development as well as medical research. It may may fall within the scope of the GDPR when 

it relates to identified or identifiable individuals, particularly in the case of partially or hybrid 

synthetic datasets. The AI Act only makes a brief reference to synthetic data in Article 59(1)(b) 

of the AI Act, where synthetic data is recognized as a compliant alternative, together with 

anonymized or non-personal data for AI development, in the context of using personal data 

for developing, training and testing of AI systems in a controlled environment, the AI 

regulatory sandbox. 

 

 
2 Case C-413/23 P, 4 September 2025, EDPS v SRB. 
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Next to questions concerning European law, such as the GDPR and the AI Act, the L&E 

Helpdesk also answered questions pertaining to national data protection laws. This was 

relevant in connection to establishing a valid legal basis for processing personal data under 

the GDPR which also required a basis in national law. For example, the principle of purpose 

limitation allows for the further processing of personal data for, among others, scientific 

research purposes. Sensitive data can be processed for scientific research, in line with Article 

9(2)(j) GDPR, based on national law and a number of additional conditions (e.g. adoption of 

technical and organisational measures). In this spirit, Question 4 dealt with finding a legal basis 

for the further processing for scientific research of health data collected before the GDPR 

entered into force (prior to 2018). In this case, the concern was that the informed consent 

collected back then might not meet the stricter GDPR requirements. The L&E helpdesk answer 

explored the possibility of finding a new legal basis. To not rely on the consent for processing, 

in this case, Article 9(2)(j) GDPR – scientific research – could potentially provide a suitable legal 

basis. The German national law implementation of this provision is §27 

Bundesdatenschutzgesetz (BDSG). Question 9 focused on the interpretation and compatibility 

of the §25 Abs. 1 Ziff. 3 Landeskrankenhausgesetz (LKG) Berlin with the GDPR, as a legal basis 

for processing sensitive data for research. §25 Abs. 1 Ziff. 3 LKG Berlin is a national, or more 

so regional, implementation of the provisions of the GDPR which specifies that processing of 

genetic and health patient data in hospitals is permitted for scientific research purposes, 

without the patient’s consent, if the legitimate interest of the public in the research study 

outweighs confidentiality rights of the patient. The provision is meant to be used as a legal 

basis. However, for reasons of clarity and transparency, it should be mentioned alongside Art. 

9(2)(j) GDPR, Article 89 GDPR and §27 BDSG. Question 14 concerned the interpretation of 

Article 36 GDPR, regarding the requirement for prior consultation with the national 

supervisory authority (DPA) in the context of a DPIA. If the DPIA conducted by a controller 

identifies a high risk to the rights and freedoms of natural persons, Article 36(1) GDPR 

mentions that the national DPA should be consulted prior to the processing, in the absence of 

measures taken by the controller to mitigate the risk. UNIVIE conducted in-depth research in 

tackling this issue, by analysing the text of the article in conjunction with relevant recitals, 

relevant EU guidelines, and legal commentaries. Additionally, selected national laws and DPAs 

have been considered and included in the legal memorandum, namely Austria, France, 

Germany, Italy, United Kingdom. Based on this analysis, two approaches to interpretating this 

provision have been identified. The first approach adopts a literal reading of Article 36(1) 

GDPR, as the controller ought to consult the DPA, when the DPIA indicates the existence of a 

high risk, regardless of the adoption of remedial measures. The second approach is more 

contextual, considering recitals as well as guidelines from authorities. It states that the DPA 

must be consulted only when the remedial measures adopted to counteract the residual high 

risks do not suffice, leaving residual high risks.  
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6.2. Relevance for EBRAIN-Health, health research community 

The 16 questions answered by UNIVIE showcase the eBRAIN-Health project’s mission of 

providing high quality technical infrastructure for conducting brain research, but that it is also 

grounded in reaching and respecting a high level of legal, ethical and data governance, as it 

deals with sensitive health data. Legal research was integrated as a core component, 

throughout the life of the project, by conducting thorough research on the GDPR, the AI Act, 

various national laws, as well as academic literature and applying it in the context of the 

project. The L&E Helpdesk has proven to be a tool for interdisciplinary collaboration at 

consortium level, merging a legal perspective with expertise from neuroscience, biomedical 

research and AI.  

 

The L&E Helpdesk questions highlight a key tension on how collaboration and data processing 

may be enabled while respecting legal requirements found under data protection law. The 

aim of the eBRAIN-Health project is to provide a distributed research platform for modelling 

and replicating intricate neurobiological processes of human brain function and dysfunction, 

while maintaining a high level of data protection compliance. The platform can be accessed 

by many researchers, as it supports data access requests globally received (e.g., India, New 

Zealand). 

 

The eBRAIN-Health project represents the collaboration of three large research programs: the 

FET Flagship Human Brain Project, the EOSC project Virtual Brain Cloud, and the H2020 project 

AI-MIND. Partners working within AI-MIND project, enrich ML and DL AI-Mind algorithms by 

eBRAIN-Health available synthetic data obtained from brain imaging and electrophysiological 

simulations. Considering this, research on the legal status of synthetic data under EU 

legislations is deemed essential in ensuring compliance, reflecting the project’s engagement 

and alignment with emerging technical developments. 

 

The L&E Helpdesk ensured that legal and ethical topics did not stay in the background, but 

rather were addressed and considered by the technical partners in their work. Additionally, 

the L&E Helpdesk offered the space for creating and maintain a dialogue between the 

technical and legal partners, ensuring that project results embed the principles of data 

protection by design and by default as well as facilitating mutual understanding and informed 

decision-making.  

 

It can be concluded that integrating a Helpdesk approach into a collaborative large-scale 

research project, such as eBRAIN-Health can be a useful tool for both legal and technical 

partners. The L&E Helpdesk supported the proactive identification and early mitigation of 

possible risks, ensuring that compliance is an integral component of the project’s design and 

implementation. Furthermore, thorough legal doctrinal research on the topics brought up in 

the Helpdesk helped shaped both the overall body of knowledge on data protection in health 
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research as well as contributed to the development of the project’s legal and ethical 

framework.  

 

7. Annex 

The Annex includes a compilation of all the questions and answers provided through the L&E 

Helpdesk during the eBRAIN-Health project’s timeline. For purposes of ensuring 

confidentiality, some of the questions were shortened and some attachments were omitted. 

Moreover, all answers were edited and formatted in order to be provided in uniform style.  

 

 

 


