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1. eBRAIN-Health

The Project eBRAIN-Health will deliver a distributed research platform for modeling and simulating
complex neurobiological phenomena of human brain function and dysfunction in a data protection
compliant environment. It will provide thousands of multilevel virtual brains from patients and healthy
human controls for research and innovation. Brain data from multiple sources will be pre-processed.
Solving the societal grand challenge of dementia is a big task. Yet it appears feasible in a collective
approach. Therefore, we will build an interdisciplinary digital twin for dementia for modeling and
simulating complex phenomena at the service of research infrastructure communities. eBRAIN-Health-
Cloud will offer end-to-end services for personalized complex brain modeling and simulations in
distributed e-infrastructures with data protection by design and by default and simulation-ready
human multiscale brain data that range from molecular (genomics, proteomics, metabolomics) and
cellular to electrophysiology and imaging to behavioural, clinical, life-style and environmental data as
well as data from wearables. Brain data are pre-processed and annotated such that they all relate to a
common reference 3D brain space.

eBRAIN-Health-Cloud constitutes a blend of three large-scale research programs: the FET Flagship
Human Brain Project with its EBRAINS Research Infrastructure, the EOSC project Virtual Brain Cloud
with its Virtual Research Environment for sensitive data and the H2020 project AI-MIND with intelligent
tools for dementia risk estimation. The project will have synergies to topics of the Digital Europe
Program, such as artificial intelligence, cybersecurity and supercomputing and the Health Data Space.

eBRAIN-Health-Cloud offers a next generation clinical research infrastructure and creates an open yet
protected space for groundbreaking digital health innovation by the research infrastructure
communities comprising academia and the private sector.

2. eBRAIN-Health consortium

e CHARITE — Universitaetsmedizin Berlin, Germany

e EBRAINS, Belgium

e Forschungszentrum Juelich GmbH, Germany

e Stichting Radboud Universiteit, Netherlands

e Universidad Pompeu Fabra, Spain

e  OSLO Universitetssykehus, Norway

e tp21 GMBH, Germany

e Fraunhofer Gesellschaft zur Foerderung der Angewandten Forschung eV, Germany
e INDOC RESEARCH EUROPE gGmbH, Germany

e Universitaet Wien, Austria

e Universidad Complutense de Madrid, Spain

e EODYNE Systems SL, Spain

e ATHENA — Research and Innovation Center, Greece

e University of Oslo, Norway

e Universita degli Studi di Roma la Sapienza, Italy

e Alzheimer Europe, Luxembourg

e Institute National de Recherche en Informatique et Automatique, France
e Centre Hospitalier Universitaire Vaudois, Switzerland

e The University of St Andrews, United Kingdom

e Eidgendssische Technische Hochschule Ziirich, Switzerland

Find the partners on our website
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3. Executive Summary

D3.4 documents the GDPR audit and compliance-assurance results of eBRAIN-Health. The audit
combined governance, data-protection documentation, risk assessment, technical and organisational
measures and partner coordination under the structured Europrivacy (https://www.europrivacy.org)
certification scheme with the goal to obtain the official European Data Protection Seal under Article
42 of the GDPR (ECCP, 2024). The certification built upon structured security and compliance
assessments previously performed for operation within Charité's critical IT infrastructure. The result is
a documented compliance framework for a distributed environment processing sensitive brain and
health data, with the Charité VRE as the principal reference implementation of the wider HDC-
federated target architecture.

A central finding of the project is that compliance in a federated health-data infrastructure is primarily
an accountability and orchestration problem. The underlying technical controls are necessary but not
sufficient. Data-controller and processor roles, processing purposes, data flows, retention,
international transfers, data-subject rights, security responsibilities and approved analytical
operations must all remain aligned. The project therefore built a reusable evidence library consisting
of the Data Management Plan, pre-filled DPIA for typical use cases, legal and ethical framework, data-
sharing agreements, contractual templates, VRE security documentation and other operational
artefacts (eBRAIN-Health Consortium, 2026; eBRAIN-Health D1.3 Data Management Plan, 2022;
eBRAIN-Health D2.4 Public Catalogue of Data Sharing Agreements, 2023; eBRAIN-Health D2.5 Final
Data Protection Impact Assessment, 2025; eBRAIN-Health D2.6 Final Legal and Ethical Framework,
2026; eBRAIN-Health D2.7 Report on the Legal and Ethical Helpdesk, 2026).

The project gained substantial practical experience with the Europrivacy certification process. The
Europrivacy model provided a structured, evidence-driven approach for translating GDPR obligations
into assessment criteria for a defined Target of Evaluation. Work included scope definition, criteria
mapping, collection and structuring of evidence, review of governance and technical measures, gap
identification and remediation, and preparation for independent certification. The approach was
particularly valuable because it connects legal requirements to concrete evidence and creates a
reusable compliance structure. At the conclusion of the project, the certification process had not yet
been formally completed. While the certification body had communicated a positive preliminary audit
outcome, the formal certification decision and issuance of the Europrivacy certificate were still
pending. The certification process will continue beyond the project until the certificate is formally
awarded.

The project concluded that the platform has reached a strong GDPR-compliance maturity suitable for
continued operation and further external assurance, while also identifying enduring challenges. These
include the non-trivial identification risk of neuroimaging data, the privacy-utility trade-off in defacing
and anonymisation, distributed controllership, international transfers, derivative data such as model
artefacts, and the operational effort required to keep compliance evidence current. The final platform
therefore enters the post-project phase with a governance and assurance framework that must
continue to evolve with the EHDS, Al Act and cybersecurity landscape.

4. Introduction

This deliverable reports the final GDPR audit and certification-readiness work undertaken within
eBRAIN-Health. It covers the project-wide governance experience and the reference implementation
embodied by the Charité VRE/HDC architecture.
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The audit scope is broader than a conventional infrastructure security audit. GDPR compliance is a
lifecycle property covering lawful processing, purpose limitation, minimisation, transparency, rights of
data subjects, controller and processor responsibilities, security, breach management, DPIA, transfers
and accountability (Article 29 Working Party, 2017; Regulation (EU) 2016/679 (GDPR), 2016). In a
federated environment these obligations are distributed across several organisations and therefore
require explicit allocation of roles and evidence.

Compliance assurance evolved throughout the project. Initial work focused on satisfying the security
and governance requirements for operation within Charité's critical infrastructure through structured
BSI-derived security and compliance assessments, which documented implemented technical and
organizational measures and supported systematic gap remediation (BS/-Standard 200-2, 2017; IT-
Grundschutz-Kompendium — Werkzeug fiir Informationssicherheit, 2023). These preparatory activities
established much of the evidence base that was subsequently reused and extended during the
independent Europrivacy certification process.

5. Partners involved

e CHARITE
e [INDOC
e EBRAINS

6. Audit and Compliance Methodology
6.1. Evidence-based assurance model

The audit approach followed an evidence-based model (Figure 1): define the processing environment
and its roles; identify applicable obligations and risks; collect documentary and technical evidence;
assess controls; record gaps; implement corrective actions; and maintain a traceable evidence set.
This model is consistent with the accountability principle in Article 5(2) GDPR and with the general
structure of certification mechanisms under Articles 42 and 43 (Regulation (EU) 2016/679 (GDPR),
2016).

Address and
resolve non-
conformities.

Maintain and
enhance
compliance with
data protection
regulation.

Compliance of
Target of
Evaluation with
Europrivacy
Criteria, Checks
and Controls

Specify Target of
Evaluation.

Data Processing
impact
Assessment

Evidence

Records of
Processing

Assessment
Remediation

Activities
Policies

Technical and
Organizational >
measures

I Compliance maintenance

Figure 1. Simplified representation of the Europrivacy-oriented compliance journey used by the project. The actual audit
evidence and internal assessment records remain non-public.

For the project, this methodology was particularly useful because the platform combines a common
technical foundation with multiple legal entities. Evidence therefore had to be divided into platform-
level evidence (architecture, security controls, standard policies) and use-case/site-level evidence
(legal basis, controller roles, consent or other legal grounds, datasets, processing purposes,
retention, transfers and local organisational arrangements).
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The certification process also provided a structured framework for documenting and critically
examining residual risks identified during the Data Protection Impact Assessment, including those for
which differing legal interpretations may reasonably exist.

6.2. Risk-assessment and DPIA

The GDPR audit was closely aligned with the project's Data Protection Impact Assessment (DPIA). The
final project DPIA consolidated information provided by dataset providers, infrastructure operators
and work-package leads to evaluate the risks associated with the planned processing activities
(eBRAIN-Health D2.5 Final Data Protection Impact Assessment, 2025). The assessment covered
processing operations involving special categories of personal data, including sensitive neuroimaging
and genomic data processed within distributed research infrastructures, and documented the
implemented technical and organisational safeguards, governance mechanisms and risk mitigation
measures.

During the DPIA and the subsequent GDPR audit activities, particular attention was paid to the criteria
for identifying processing operations that are likely to result in a high risk to the rights and freedoms
of natural persons, as described in the guidance of the European Data Protection Board (EDPB) (Article
29 Working Party, 2017). The consortium systematically assessed the implemented safeguards against
these criteria and evaluated the residual risks associated with the processing of highly sensitive health
data.

During these analyses, the VRE team identified an important legal and regulatory question concerning
the interpretation of residual high risk for certain inherently identifying data types, such as whole-
genome sequencing data and high-resolution structural neuroimaging. The VRE team took the view
that, even where state-of-the-art technical and organisational measures are implemented, certain
risks—including re-identification and unauthorised disclosure—may not be capable of being
eliminated completely. From this perspective, residual high risks may remain despite the
implementation of best available safeguards, potentially raising questions regarding the applicability
of supervisory consultation under Article 36 GDPR. While the VRE team considered this to be an
important legal question, the consortium recognised that the interpretation of Article 36 GDPR
remains subject to different readings in legal scholarship and supervisory practice. The issue was
therefore referred for dedicated legal analysis rather than being resolved solely as a technical or
operational matter.

To examine this question further, partner UNIVIE performed dedicated legal analyses as part of the
project's legal and ethical support activities (eBRAIN-Health D2.7 Report on the Legal and Ethical
Helpdesk, 2026; University of Vienna (UNIVIE), 2026). In particular, Helpdesk Question 14 addressed
the interpretation of Article 36 GDPR concerning the requirement for prior consultation with the
competent supervisory authority following a DPIA. The legal analysis examined the wording of Article
36 GDPR in conjunction with Recitals 84 and 94 GDPR, the Article 29 Working Party (WP29)/European
Data Protection Board (EDPB) guidance on DPIAs (Article 29 Working Party, 2017) and high-risk
processing, relevant legal commentary, and national legislation and supervisory authority guidance
from Austria, France, Germany, Italy and the United Kingdom. The analysis identified two principal
interpretations of Article 36 GDPR. A literal interpretation of Article 36(1) suggests that supervisory
consultation is required whenever a DPIA identifies a high risk, irrespective of subsequent mitigation
measures. A second, contextual interpretation—supported by the WP29 guidance, several national
supervisory authorities and the predominant legal commentary—concludes that prior consultation is
required only where residual high risks remain after the controller has implemented appropriate
technical and organisational measures. The legal memorandum adopted this latter interpretation
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while recognising that the issue has not yet been conclusively resolved at European level and that an
authoritative interpretation ultimately rests with the Court of Justice of the European Union (CJEU).
The project therefore documents this topic as an important legal consideration for secure research
infrastructures processing highly sensitive health data rather than as a definitively settled question.

7. Results

7.1. Compliance Documentation and Evidence Library

One of the principal outcomes of the project was the establishment of a structured compliance
documentation and evidence library that consolidated technical, organisational, legal and governance
artefacts produced throughout the project lifecycle (Table 1). Rather than creating documentation
solely for the purpose of the final GDPR audit or Europrivacy certification, compliance evidence was
generated continuously during platform design, implementation, deployment and operation, and
subsequently consolidated into a reusable evidence base. This approach ensured that compliance
activities became an integral part of the engineering process, significantly reduced duplication of effort
during later audit activities, and established full traceability between implemented safeguards,
documented procedures and applicable regulatory requirements.

The evidence library comprises project deliverables, technical documentation, governance documents,
legal analyses, contractual templates, operational procedures and risk assessment artefacts that
together document the implementation of GDPR compliance within the eBRAIN-Health Virtual
Research Environment (VRE). During the Europrivacy assessment, these materials were systematically
reviewed, updated where necessary and mapped to the corresponding certification criteria, with
additional documentation produced only where existing evidence required further clarification or
refinement.

Document / evidence class

Role in compliance assurance

D1.3 Data Management Plan

Defines data lifecycle, FAIR objectives, personal-data management,
sharing procedures and breach-management considerations.

D2.5 Final Data Protection
Impact Assessment

Documents project-wide risk assessment, legal bases, processing
activities, safeguards and residual risk evaluation for high-risk processing
scenarios.

D2.6 Final Legal and Ethical
Framework

Summarises the applicable European legal framework, including GDPR, Al
Act, MDR, Data Act, Data Governance Act, EHDS and cybersecurity
legislation.

D2.7 Legal and Ethical Helpdesk
Report

Documents practical legal questions raised during the project together
with legal analyses and memoranda concerning GDPR interpretation,
international data transfers, controllership models and related
compliance topics.

Data-sharing agreements

Define responsibilities, purposes of processing, permitted data uses and
conditions governing data exchange between partners.

Standard Contractual Clause
(SCC) templates

Support international transfers of personal data where required under
Chapter V GDPR.

Controller—processor and joint
controller agreement
templates

Document allocation of responsibilities, accountability arrangements and
contractual safeguards.

VRE architecture, security and
operational documentation

Describes the implemented technical and organisational measures,
security architecture, infrastructure components and operational
procedures supporting secure processing.

Risk assessment and threat
analysis documentation

Provides traceability between identified risks, implemented safeguards
and mitigation measures.

Terms of Use, privacy notices
and user documentation

Ensure transparency towards users and define platform-level governance
and usage requirements.
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Document / evidence class Role in compliance assurance

Non-disclosure agreements Protect confidential technical documentation and sensitive compliance

and controlled-access artefacts.

procedures

Partner questionnaires and Capture processing activities, data categories, legal bases, data flows,

data-flow surveys controller responsibilities and applied safeguards across participating
institutions.

Europrivacy Application / Scope statement, processing description, node/service boundaries.

Target of Evaluation Defined and assessable certification target.

Europrivacy G - GDPR Core Systematic GDPR assessment structure: Lawfulness, rights, roles, security,

Criteria and Appendices DPIA, transfers

Europrivacy C - Complementary | Domain-specific assurance : Health-data, distributed-cloud and

Checks and Controls and technology-specific context

Appendices

Europrivacy T - Technical and Security evidence linked to privacy obligations: Architecture, access

Organisational Measures and controls, security operations, incident handling

Appendices

Table 1. Overview of the principal documentation and evidence classes that formed the compliance evidence library
supporting the GDPR audit and the Europrivacy certification process.

A substantial proportion of the evidence originated from formal project deliverables produced across
multiple work packages. Rather than serving exclusively as dissemination outputs, these deliverables
documented essential aspects of the platform's governance, legal framework, security architecture
and operational procedures that directly supported the compliance assessment. The initial Data
Protection Impact Assessment (D2.1) established the project's initial risk analysis and privacy
framework, while the Final DPIA (D2.5) consolidated updated information from work package leaders,
infrastructure operators and dataset providers regarding processing activities, legal bases, technical
and organisational measures and residual risks. The Final Legal and Ethical Framework (D2.6) provided
a consolidated interpretation of the evolving European regulatory landscape relevant to research
infrastructures processing health data. In parallel, the Legal and Ethical Helpdesk Report (D2.7)
documented sixteen legal support requests received throughout the project and summarised the
resulting legal analyses addressing topics including Article 36 GDPR, international data transfers,
controller and processor responsibilities, and the legal implications of emerging Al technologies.
Technical documentation constituted another major component of the evidence library. Throughout
the implementation of the VRE, detailed documentation was maintained covering the system
architecture, deployment procedures, infrastructure configuration, authentication and authorisation
mechanisms, secure processing environments, onboarding procedures, operational workflows and
service management processes. Infrastructure-as-Code components, deployment scripts and
configuration management procedures documented how security controls were implemented
consistently across environments. Public technical documentation describing deployment procedures,
service-level architecture and operational concepts was published alongside the open-source software
components released under an OSl-compatible licence, thereby supporting transparency,
reproducibility and long-term sustainability beyond the project duration. Additional operational
documentation, including user onboarding procedures, architecture descriptions, platform
administration guides and security concepts, provided evidence that the implemented organisational
and technical measures were not merely designed but operationally established.

The evidence library also incorporated legal and governance documentation developed throughout
the project. Under Task T2.4, the University of Vienna operated the Legal and Ethical Helpdesk for the
full project duration, providing continuous legal support through dedicated memoranda, participation
in technical coordination meetings and responses to partner-specific legal questions. These activities

produced a substantial body of documented legal analyses addressing practical questions arising
public document mFumuby 8/16
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during platform development and operation. Beyond answering individual requests, the resulting
memoranda contributed directly to the project's compliance evidence by documenting legal reasoning
concerning GDPR interpretation, international data transfers, controller relationships, lawful
processing of sensitive health data and the interaction between technical safeguards and regulatory
obligations. Likewise, contractual documentation, including data-sharing agreements, controller-
processor agreements and Standard Contractual Clause templates, documented the governance
structures supporting compliant collaboration across consortium partners.

During the Europrivacy certification process, the existing documentation was systematically analysed
against the certification criteria and organised into a structured evidence base for the defined Target
of Evaluation.

Beyond supporting the Europrivacy certification process, the structured evidence library constitutes a
long-term compliance asset for the continued operation and evolution of the VRE. It establishes a
reusable compliance baseline that can support future platform enhancements, additional processing
activities, onboarding of new datasets and follow-up projects without requiring the underlying
compliance documentation to be recreated. Consequently, the project not only established GDPR-
compliant governance for the eBRAIN-Health platform but also demonstrated how systematic
compliance engineering can create durable organisational knowledge, facilitate future audits and
certifications, and strengthen the long-term sustainability and regulatory maturity of secure European
research infrastructures.

7.2. Europrivacy Certification

Europrivacy became an important external assurance reference during the project. Europrivacy is a
targeted certification scheme designed around a defined Target of Evaluation and approved by the
EDPB as a European Data Protection Seal under Article 42(5) GDPR (European Data Protection Board,
2026). The methodology is centred on a clearly defined Target of Evaluation and combines GDPR Core
Criteria with Complementary Checks and Controls and an assessment of Technical and Organisational
Measures. This hybrid structure enables a systematic evaluation of both regulatory obligations and the
evidence demonstrating their practical implementation.

The eBRAIN-Health platform represents a complex processing environment rather than a single-
purpose application. The platform supports the secure processing of sensitive neuroimaging and other
health data, integrates distributed compute environments including cloud and HPC resources, and
enables collaborative research involving multiple controllers, processors and participating institutions.
Such heterogeneous environments require compliance to be demonstrated across organisational,
technical and contractual boundaries rather than within a single software system.

Europrivacy aligns well with the project's objective of establishing a trustworthy and reusable
infrastructure for health-data research. Unlike conventional compliance reviews that primarily assess
whether legal requirements have been considered, a certification-oriented methodology requires
objective and verifiable evidence demonstrating conformity with each applicable criterion. This
evidence-driven approach strengthened the project's compliance documentation, improved
traceability between implemented safeguards and regulatory requirements, and systematically
revealed documentation or implementation gaps that might otherwise have remained undetected.

A central methodological lesson was the importance of defining an appropriate Target of Evaluation.
Certification under Article 42 GDPR applies to specific processing operations rather than to an
organisation as a whole. The project therefore defined the VRE/HDC as a protected research-data
processing environment with clearly specified processing activities, system boundaries,
responsibilities, data flows and technical controls. This explicit scoping significantly improved the
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consistency of the assessment, avoided ambiguity regarding certification scope, and aligned the
evaluation with the Europrivacy methodology.

The definition of the Target of Evaluation also enabled a clear separation between platform-level
controls and use-case-specific compliance obligations. Generic infrastructure services (including
identity and access management, secure processing environments, storage segregation, security
monitoring, logging, backup, incident handling and platform governance) can be assessed once at
infrastructure level. In contrast, processing-specific aspects such as legal basis, controller
responsibilities, categories of personal data, retention periods, data-sharing arrangements and ethical
approvals must be assessed individually for each use case or dataset. This decomposition represents
one of the project's most reusable outcomes and provides a scalable compliance model for future
research infrastructures.

The project organised certification evidence according to the three principal dimensions of the
Europrivacy methodology. GDPR Core Criteria address the fundamental obligations of the Regulation,
including lawfulness of processing, processing of special categories of personal data, transparency,
data subject rights, accountability, controller and processor responsibilities, security of processing,
DPIAs, DPO requirements and international data transfers. Complementary Checks and Controls
address domain-specific and technology-specific aspects that extend beyond the core GDPR
provisions. Finally, the assessment of Technical and Organisational Measures evaluates whether the
implemented safeguards are appropriate for the identified risks and the characteristics of the
processing operations.

Preparation for certification primarily involved consolidating existing project artefacts rather than
generating entirely new documentation. The Data Protection Impact Assessment, risk assessments,
data-flow descriptions, contractual templates, architecture documentation, security concepts,
operational procedures, governance documents and technical evidence were systematically mapped
to the applicable Europrivacy criteria. Where evidence proved incomplete or insufficient, the
certification methodology made these gaps explicit and provided a structured basis for prioritising
remediation activities. Consequently, the project used the Europrivacy framework as a bridge between
legal requirements, system architecture and operational practice. This proved particularly valuable in
a rapidly evolving research infrastructure, where platform changes needed to be consistently reflected
in technical documentation, governance records and compliance evidence.

The project gained substantial practical experience with the certification process, including defining
the Target of Evaluation, organising evidence, analysing residual gaps and preparing remediation
activities. Although the formal certification process had not yet been completed at the conclusion of
the project, the preliminary audit demonstrated the value of a structured, evidence-driven assessment
methodology. Since GDPR certification is performed by accredited Certification Bodies under the
applicable accreditation framework, the controller's legal responsibilities remain unchanged
irrespective of certification status. The project therefore retained the complete evidence base and
associated compliance documentation required to continue the certification process beyond the
project lifetime while establishing a reusable methodology for future European research
infrastructures. Table 2 summarises the principal lessons learned during the Europrivacy certification
process.

Lesson learned

Treat the Target of Evaluation as a first-class project artefact and maintain it under formal change
management.

Establish a structured evidence catalogue early in the project rather than postponing evidence collection until
an external audit begins.

Clearly separate generic platform controls from processing-specific legal obligations.
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Lesson learned
Reuse existing ISO/IEC 27001 and ISO/IEC 27701 documentation where appropriate, but do not regard
information security certification as a substitute for GDPR certification.

Prioritise operational evidence demonstrating that controls are effectively implemented rather than relying
solely on documented policies or procedures.

Maintain full traceability between certification criteria, identified gaps, remediation actions, responsible
owners and verification evidence.

Plan for continuous compliance, surveillance and future reassessments from the outset instead of treating
certification as a one-time project activity.

Recognise that, for infrastructures processing inherently identifying data such as genomic or high-resolution
neuroimaging data, the distinction between effectively mitigated risks and residual high risks may remain
subject to legal interpretation even where comprehensive technical and organisational measures have been
implemented. Future certification practice and regulatory guidance would benefit from further clarification
regarding the relationship between residual risk, Article 35 DPIAs and supervisory consultation under Article
36 GDPR.

Table 2. Principal lessons learned from applying the Europrivacy certification methodology within the eBRAIN-Health Virtual

Research Environment.

7.3.  Audit Findings and Compliance Maturity

7.3.1. Governance and accountability
The strongest maturity gains were achieved in governance. The project created a clear relationship

between data-management, DPIA, contractual, technical and ethical artefacts. Accountability became
operationalised through standard templates, data-flow questionnaires, documented approvals and
DPO involvement. The helpdesk function further demonstrated the value of having a route through
which difficult legal questions can be resolved consistently across partners.

The main residual governance challenge is scale. A distributed consortium generates many
combinations of data owners, recipients, processors and technical environments. Central coordination
reduces inconsistency but creates administrative overhead. The project therefore identified
automation of administrative workflows and reuse of evidence as important long-term priorities.

7.3.2. Neuroimaging, genomics and the distinction between pseudonymisation and anonymisation
High-resolution neuroimaging and genomic data represent some of the most challenging categories of

personal data processed within biomedical research infrastructures because both data types may
remain inherently identifying despite extensive technical and organisational safeguards. Unlike
conventional medical images, structural MRI captures detailed three-dimensional anatomical
information of the head, including facial geometry that constitutes biometric information. Recent
studies have demonstrated that facial reconstructions generated directly from structural MRI can be
matched to publicly available photographs using modern facial-recognition systems, enabling
successful re-identification of research participants without access to conventional personal identifiers
(Schwarz et al.,, 2019; Steeg et al., 2024). More recently, diffusion-model-based approaches have
shown that even conventionally defaced MRI datasets may be reconstructed into realistic facial
representations, demonstrating that defacing alone cannot be regarded as a permanent or future-
proof anonymisation strategy (Gao et al., 2025).

These findings illustrate a fundamental privacy—utility trade-off. Although increasingly aggressive
defacing techniques can reduce the immediate risk of re-identification, they may simultaneously alter
image characteristics relevant for quantitative neuroimaging analyses, including morphometric

measurements, image registration and other downstream processing tasks (Gao et al., 2025; Schwarz
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etal., 2021). Consequently, measures intended to improve privacy protection may reduce the scientific
utility and reproducibility of the underlying data.

Comparable considerations apply to genomic data. Individual genomes constitute highly distinctive
biological identifiers and may remain re-identifiable even after pseudonymisation when combined
with publicly available genealogical resources, reference databases or other auxiliary information
(Gymrek et al., 2013; Rocher et al., 2019). Accordingly, both genomic and high-resolution
neuroimaging datasets require protection strategies that extend beyond conventional de-
identification techniques and instead rely on comprehensive governance, controlled access, secure
processing environments and robust technical and organisational measures.

The project also recognised that privacy considerations are not limited to the original datasets. Derived
artefacts produced during data processing—including trained machine-learning models, model
parameters, embeddings, intermediate analysis results, evaluation outputs and detailed processing
logs—may, depending on the processing context, retain information relating to identifiable individuals.
Recent research on membership inference, model inversion and related privacy attacks demonstrates
that trained models can, under certain circumstances, reveal information about their training data or
individual participants. Consequently, the project deliberately adopted a conservative governance
approach and did not assume that derived artefacts are anonymous solely because they no longer
contain the original input data. Instead, model artefacts and other derived outputs were considered
within the overall data lifecycle and, where appropriate, subjected to the same governance, access
control and disclosure assessments as the primary datasets from which they were generated.

Taken together, these characteristics of both primary datasets and derived artefacts have important
legal implications under the GDPR. The project repeatedly encountered the practical distinction
between pseudonymisation and anonymisation. While researchers may reasonably regard a dataset
as anonymous once direct identifiers such as names or patient identifiers have been removed, the
GDPR adopts a substantially stricter standard. Whether data can be regarded as anonymous depends
on whether individuals remain identifiable by means reasonably likely to be used, taking into account
available technology, auxiliary information and foreseeable developments in re-identification
techniques. For inherently identifying modalities such as structural MRl and genomic data, the removal
of explicit identifiers alone is therefore generally insufficient to conclude that the data have been
anonymised.

Based on these scientific and legal considerations, the project adopted the conservative operational
position that raw or insufficiently transformed neuroimaging and genomic datasets should generally
be regarded as pseudonymised personal data unless a rigorous, evidence-based assessment
demonstrates that the residual risk of re-identification has been reduced to a level consistent with the
applicable legal requirements. Consequently, the Virtual Research Environment was deliberately
designed around the secure processing of pseudonymised data rather than relying on anonymisation
as the primary protection mechanism. Sensitive datasets remain within controlled secure processing
environments protected by layered technical and organisational measures—including strong
authentication, role-based access control, encryption, network segmentation, audit logging and
comprehensive governance procedures—with public dissemination or unrestricted sharing considered
only following a separate assessment of the residual disclosure risk for the specific dataset and
intended use.

This approach reflects one of the central compliance principles established during the project: for
modern biomedical research infrastructures processing inherently identifying data, effective data
protection is achieved primarily through secure processing, governance and accountability, with
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anonymisation regarded as one possible safeguard where technically and scientifically appropriate
rather than as a prerequisite for all processing activities.

8. Conclusion

D3.4 demonstrates that eBRAIN-Health established a credible GDPR compliance and assurance
foundation for distributed neuroimaging and health-data research. Rather than treating compliance
as a standalone legal exercise, the project integrated legal governance, DPIAs, contractual frameworks,
technical and organisational measures, operational procedures and continuous legal and ethical
support into the engineering and operation of the VRE/HDC. The Charité VRE represents the most
mature operational implementation developed within the project, while the wider federated
architecture demonstrates how these governance and compliance principles can be transferred to
additional institutional nodes and distributed computing environments.
Beyond documenting technical and organisational safeguards, the project highlighted several areas in
which the practical application of the GDPR to modern federated research infrastructures remains
subject to ongoing legal and technical evolution. In particular, the processing of inherently identifying
biomedical data, such as high-resolution structural neuroimaging and genomic data, illustrates that
comprehensive technical and organisational measures substantially reduce—but cannot necessarily
eliminate—certain residual privacy risks. Recent advances in facial recognition and generative artificial
intelligence further emphasise that the distinction between pseudonymisation and anonymisation
must be assessed against evolving technological capabilities rather than static assumptions. The legal
analyses conducted within the project therefore contribute to the broader discussion concerning the
interpretation of residual high risk under Articles 35 and 36 GDPR while recognising that authoritative
interpretation ultimately rests with supervisory authorities and, where appropriate, the Court of
Justice of the European Union.

The application of the Europrivacy methodology constituted a significant additional outcome of the
project. Rather than merely documenting compliance, the certification process transformed regulatory
requirements into a structured evidence-based engineering methodology centred on a clearly defined
Target of Evaluation, explicit mappings between certification criteria and implementation evidence,
and systematic remediation of identified gaps. Although the formal certification process had not yet
been completed by the end of the project, the resulting evidence library, governance documentation,
compliance workflows and certification artefacts substantially improve the platform's readiness for
continued external certification and future regulatory assessments.

The experience gained throughout the project also identified a number of recurring implementation
challenges that are expected to be relevant for future European research infrastructures processing
sensitive biomedical data. These challenges extend beyond the certification process itself and illustrate
that sustainable compliance requires continuous coordination between technical architecture,
organisational governance and legal interpretation. The principal implementation challenges and the
mitigation strategies developed within eBRAIN-Health are summarised in Table 3.

Challenge Risk / impact Project response and mitigation strategy
Legal responsibilities, Establish common contractual templates,
overnance arrangements artner data-flow questionnaires and clearl
Fragmented data & . g. . P a L Y
. and technical conditions documented controller, joint controller and
ownership . . s .
differ across participating processor responsibilities from project
institutions. inception.
Inherent Sensitive biomedical data Treat neuroimaging and genomic datasets
. e L may remain identifiable conservatively as personal data unless robust
identifiability of . . . .
despite removal of direct evidence demonstrates otherwise; process
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Challenge

Risk / impact

Project response and mitigation strategy

neuroimaging and
genomic data

identifiers or conventional
de-identification
techniques.

sensitive data within secure controlled
environments supported by layered technical
and organisational measures.

Privacy—utility

Increasingly aggressive
anonymisation techniques
may reduce scientific

Adopt secure controlled processing
environments as the primary protection
mechanism for sensitive biomedical data,
complemented by data minimisation,

controllership

organisational and technical
boundaries within
federated infrastructures.

trade-off validity, reproducibility and L .
v, rep . y pseudonymisation and, where technically and
downstream analytical g . —
utilit scientifically appropriate, anonymisation or
v additional privacy-enhancing measures.
Responsibilities may Clearly document controller, joint controller
L become unclear across and processor roles together with
Distributed

corresponding technical and organisational
responsibilities through contractual
agreements and operational procedures.

Evolution of
research
infrastructures

New datasets, models,
services and processing
workflows may invalidate
previous compliance
assumptions.

Integrate infrastructure evolution into formal
change management linked to DPIAs,
governance reviews and continuous
compliance assessment.

Maintenance of

Compliance documentation
rapidly becomes outdated

Treat compliance documentation as an
operational asset, integrate evidence
maintenance into DevOps and infrastructure

certification effort

traceability and evidence
management.

compliance . . .
evidence as technical infrastructures | lifecycle management, and continuously

evolve. update documentation alongside technical

changes.
I . Establish structured evidence libraries early,
Certification requires L i
. . reuse existing project artefacts wherever

External substantial documentation,

possible, and maintain explicit mappings
between certification criteria and supporting
evidence.

Table 3. Principal implementation challenges and mitigation strategies identified during the development, operation and

GDPR audit of the eBRAIN-Health Virtual Research Environment.

Collectively, these observations demonstrate that GDPR compliance for modern biomedical research
infrastructures cannot be regarded as a static endpoint achieved through documentation alone.
Instead, compliance should be understood as a continuous engineering process integrating legal

interpretation, technical architecture, information security, organisational governance, operational
evidence and scientific requirements throughout the infrastructure lifecycle. The methodologies,

documentation structures, governance models and evidence engineering practices established within
eBRAIN-Health therefore constitute reusable assets that extend well beyond the project itself.
The overarching lesson emerging from eBRAIN-Health is that trustworthy scientific infrastructures

are inherently interdisciplinary systems. Effective privacy protection cannot be achieved through
legal measures, security controls or technical architectures in isolation; rather, it requires their
coordinated integration with research ethics, scientific usability, operational governance and
continuous compliance management. By establishing this integrated compliance engineering
approach, eBRAIN-Health provides a reusable blueprint for the continued evolution of the EBRAINS
Health Data Cloud, the Charité Virtual Research Environment, and future European Trusted Research
Environments supporting secure, federated and trustworthy biomedical research.
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